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1. O61mue cBegeHUA

1.1. Ha3HayeHuUe 3TOro JOKyMeHTa

DTOT [OOKYMEHT npefHasHayeH Ana MUHCTannAatopos «bacTtMoH-3», a TakKe [An1a nepcoHana,
OTBETCTBEHHOIO 3a €ro agMMHUCTPUpoBaHME WU TexXHUYecCKoe chnymmaaHme. PaCCManMBaIOTCFI
BOMPOCbI YCTAaHOBKM, HACTPOMKM N TEXHUYECKOTO 06CNYKMBaHMA cucTeMbl B Lenom. CBeageHus o pabote
CO BCnoOmMmoOratesibHbiMmn nporpammamm pacCMOTpeHbl B OTAE/IbHbIX MHCTPYKUMAX HaA 3TU NPOrpammbl.
CeeaeHna o KOHPUTYPUPOBAHUM ApPaiBEPOB HAX0AATCA B MHCTPYKUMAX Ha COOTBETCTBYHOLWMIA ApaiiBep.

Ons nydwero noHMmMaHuA paboTbl CUCTEMbI PEKOMEHAYETCA O3HAKOMUTLCA C MOJIHbIM KOMMAEKTOM
[OOKYMEHTaLMN HAa MOAY/IU, UCMOJIb3YEMbIE B KOHKPETHOM CUCTEME.

MoapasymeBaeTcs, YTO agMUHMUCTPATOP cUCTeMbl 061a4aeT, N0 KpalHel Mmepe, HauyaNbHbIMKN 3HAHMAMM
B ciedylowmnx obnacrax:

e MHTerpmpoBaHHble cucTeMbl 6e30MacHOCTH;

e YCTaHOBKa M HaCTPOWMKa MCNONb3yeMbIX ONEPALIMOHHbIX CUCTEM;
e [lpoTokon TCP/IP n agMUHUCTPUPOBaHME KOMMNbIOTEPHbIX CeTel;
o AgmunHuctpuposanme OC;

e AgMuHUCTpUpoBaHue PostgreSQL (B 3aBucMMocTH oT Bepcun MK «BbacTMoH-3»).

1.2. Ha3HayeHue 1 06J/1aCTh IPUMEHEHHUSI CUCTEMbI
MporpammHbin komnsekc (MK) «BbacTMOH-3» npeaHa3HayeH AAsA MHTErpauMm B eAuHylo cuctemy
6e30MacHOCTU ceayoWmMX NOACUCTEM:

® BuAeoHabNAEeHUA U/UNK BUAEOPErnCTPaLnu;
® OXpaHHO-no¥apHon curHanmsaymm (OMC);

® CUCTEM OXPaHbl NEPUMETPA];

® CUCTEM OXPAHHOro OCBELLEHURA;

® CUCTEM KOHTPOASA M ynpasneHusa goctynom (CKYA).

NK «bactMoH-3» no3BonaeT co3gasaTb €eONHYH Cuctemy 6e30nacHOCTM 06beKTa C BO3MOKHOCTbIO
06'beLI,MHEHHOI'O MOHWUTOPWHIa, ynpasaeHnAa nogcncremamum n nx ABTOMATMYECKOM B3aMMOCBA3bIO.

MK «bactMoH-3» o06nagaeT pacnpeneneHHo apXUTEKTYpOW, 4YTO MO3BO/IAET WCMNO/b30BaTb €ro
OAMHAKoBO 3PPEKTMBHO HA OObBEKTax pas3HOro macwTaba: OT Hebonbwmx 0OUCOB A0 KPYMHbIX
npeanpusaTUiA C pasBUToN GUANANBbHOM CETbIO.

MK «bactmoH-3» nossonsetT o06beauHATb CUCTEMbl 6€30MacHOCTU TEPPUTOPMANBHO  YAaNEHHbIX
obbekToB, obecneuymBas LEHTPAZIM30BAHHbIA MOHUTOPUHT COObLITUI, ynpas/ieHWe npubopamm,
yAaneHHoe BUAEOHabNoAEeHMNE, @ TaKKe CUHXPOHU3ALMIO AAHHbBIX 06 3/1eKTPOHHbIX MPONYCKax Mexay
06beKkTamm (duananamu) ogHoro NpeanpPUATUA U ynpasaeHUe NYHbIMU JAaHHBIMU COTPYAHMKOB.
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MK «BbacTMOH-3» MoXeT 6biTb UCMONb30BaH KaK 4acTb CUCTEMbI yMNpaBAeHUs npeanpuaTUEM, eciu
WHTErpmupoBaTb ero B MHOOPMaLMOHHYIO cpedy KOMMaHWW. Mcnonb3yemblie TEeXHOAOTMW NO3BOAAIOT
obecneunTb MHTErpaLmio C KagpoBbiMU U ByXranTepckumMmn cucTemMamMmm, UCNoJsib30BaTh AaHHbIE CUCTEMbI
B CUTYaLMOHHbIX LLeHTPax U APYrnMx CTOPOHHUX CUCTeMaX YNpaBaeHuUA.

HeckonbKo TeppuTOopuanbHO pacnpeneneHHblx obbektoB ¢ MK «BacTMOH-3» MOXHO 06beaAWHWUTD,
ncnonb3ysa cuctembl «bactmoH-3 — Penamkauma» u «bactnmoH-3 — MUH». MNpu 3ToM Kaxablh 06beKT
byget paboTaTb co cBoel 6a3oi AaHHbIX MK «bacToH-3».

1.3. O61as1 CTPYKTypa CUCTEMBI
KomnbtoTepHas cetb MK «BbacTnoH-3» BKAtoyaeT B ceba cneaywowme GyHKUMOHaNbHbIE y3Abl (cm. Puc.

1):

Cepsep 6a3 0aHHbIx (B/]). OTseuaeT 3a xpaHeHue Bceil MHPOPMALMKM O KOHPUIypaLMM CUCTEMBI U >KypHana
cobbITUIA cuctembl. Peanusyetca Ha 6ase CYB[, c OTKpbITbIM MCXOAHbIM Kogom PostgreSQL, a Takxke
oTeyecTBeHHbIX NpoayKTax PostgresPro unm Jatoba.

Cepsep cucmembl — LEHTPaNbHbIA MOAY/Ab CUCTEMbI, BCEraa OAMH Ha CUCTeMy. BbiNnonHAeT GpyHKuuu,
obecneunBalolnme B3aMMOLENCTBME MOAYNEN CUCTEMbI, pPeanusauuilo npasua  BU3HEC-NIOTUKKY,
NPOBEPKU INLEH3UNIN, yNpaBeHUs BbIMNOJIHEHUEM CLEHApPUEB N peaKuuit Ha cobbiTUs, NPOBEPKY npas
[0CTyna, 3anyck moayaei pacluMpeHns 1 paa aApyrux cMCTeMHbIX GYHKUUIA.

Modynu pacwupeHus cepgepa cucmemsl 06eCcneyYnBaloT LWWPOKUIM Habop A0MNOJHUTENbHOIO
dYHKUMOHaNa — 310 moaynm «bactmon-3 — Penamkauma», «bactmon-3 — MUH», «bactnoH-3 — OPC UA
CepBep», «bacTnoH-3 — SNMP AreHT», «bacTMoH-3 — LDAP», «bacTnoH-3 — MTM». Habop aTux moayneit
NOCTOAHHO pacLuMpAeTCcs.

Cepsepbl 060py00B8aHUA — OOMH WAN HECKOJIbKO KOMMbIOTEPOB (HE OrpaHMyeHo MpPOorpammHbIM
cnocobom), K KOTOpPbIM BbINOAHAETCA MOAKNOYEeHMEe noacucTem 6e30MacHOCTU C MCNOJb30BaHMEM
Opalisepos (modyneli uHmezpauyuu). Yvcno papaiiBepoB, OBCAYKMBAEMbIX KaxKAblM CepBEpPOM
060pya0BaHNA, OrpaHUUYMBAaETCA TONIbKO MNPOU3BOAMUTENIbHOCTbIO 3TOTO CepBepa M OrpaHUYeHUsMU
camoro apansepa.

Knuenmckue npunoxceHus. HeorpaHmyeHHoe YnCca0 pabounx MecT, Ha KOTOPbIX BOSMOMKHO BbINOJHEHNE
Pa3/INYHbIX KIMEHTCKUX NpUNoKeHui («MocT oxpaHbl», «Bblopo nponyckoB» 1 Ap.) 6e3 NnoAKAUYEHHOro
obopynoBaHus.

MobuneHbele u eeb-npusnoxceHus. HeorpaHMYEHHOE YNCNO TaKUX NPUIONKEHNI MOMKET NOAKNOYATLCA K
cepBepy CUCTeMbI N0 MHTEPHET-MPOTOKOaM.

HeckonbKo TepputopmanbHo pacnpegeneHHbix ob6bekToB ¢ MK «BbacTMoH-3» MoryT ob6beanHATLCA C
ncnosibzoBaHMemM cuctem «bactmoH-3 — Penankaumsa» n «bactmoH-3 — MUH». Mpu 3Tom KaxKablh 06bEKT
paboTaeT co cBoei 6a3oii gaHHbIX MK «BacTUOH-3».

MK «BbacTMOH-3» MOXeT B3aMMOAEWCTBOBATb C BHELWHMMM CUCTEMAaMW 4Yepe3 Pas/InyHble
WHTErpaunoHHble MOLYN.
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«BacTuoH-3 - MocT oxpaHbi»

«BacTnoH-3 - MaHensb ynpasneHus» «BacTnon-3 -Bropo nponyckos» «Bactnon-3 - YPB» «BacTtnoH-3 - MocT oxpaHbi»
«BacTuoH-3 - Ayaut» «BacTnoH-3 - OTuéT» «BacTnon-3 - Peryna» «BacTnoH-3 - OTuéT» OMNEPATOPbI
HAYAJIbHUK CNY)KBbl BIOPO TABEJIbLUUKMH, nocCToB
BE3OMNACHOCTU, ADMUHUCTPATOP NMPOMNYCKOB HAYAJNIbHUKU OTAENOB OXPAHDbI

Ry -y

-
JlokanbHasi ceTb cucTeMbl 6e30MacHOCTU
OPC UA, REST AP,
ONVIF,SNMP,
MODBUS
T . o
=
T ;
Kniou sawutsl Guardant ---. w
[
CEPBEP CEPBEP CEPBEPbI CEPBEPbI P |
CUCTEMDI CyYBA OBOPYAOBAHMA CTOPOHHUX CUCTEM
«BacTnoH-3 - CepBep cucteMbi» PostgreSQL Mopaynu unterpauun P noaaep
Moaynu pacuwmpenus cepsepa PostgresPro (apaiBepbl) noacucrem OTKPbITbIX MPOTOKONIOB
cucteMsl Jatoba 6e3onacHocTn MHTerpaumm
Internet/Intranet
«BactnoH-3 - Pennukauus/MLH» «BacTnon-3 - Pennukauus» OPC UA, REST API,
HTTP/HTTPS HTTP/HTTPS ONVIF.SNMP, MODBUS
Cepsep Cepsepa u paboune Cepsep Cepsepa u paboune ﬁ A
cuctembl N MecTa cuctembl N cuctembl X MecTa cuctembl X
OBBEKT N +a «Bactnon-3» OBDEKT X Ha «Bactuon-2» Odopmnenue 3ansok Mo6 M KnueHt B docucremb
Ha nponycka yepes 6paysep Elsys Mobile npeanpuaTus

Puc. 1. Crpykrypa cetu MK «bactnoH-3»

Bce nepeuncneHHble y3/bl MOMYT COBMELLATbCA Ha OAHOM KOMMbtoTepe. Hampumep, Kak npasuno,
obbeamHaeTca cepeep 6a3 AaHHbIX, CEPBEP CUCTEMbI U cepBep 06opyaoBaHUA.

CeTb MK «BacTnoH-3» nocTpoeHa Ha ocHoBse npoTtokona TCP/IP.

MK «BacTMOH-3» CTPYKTYPHO pa3aenserca Ha YeTblpe OCHOBHbIE rpynnbl: CepBep CUCTEMbI U MOAYNU ero
paclwmpeHus, cepsepbl 060pya0BaHUA U ApaliBepbl (MOAYNM UHTErpaLuunmn), KAMEHTCKUE NPUNONKEHUA U
OONO/IHUTENbHbIE MPOrpammMHble Moaynan. MHbopmauusa 0 BO3MOMKHOCTM MCMONb30BaHUA MoAyNen U
OpaliBepoB, a TakXe 06 WCNOAHEHMAX KaX4oro MoAyAsA, HaxoAUTCA B K/OYe  3alluThl,
YyCTaHaB/IMBAaEMOM Ha cepBepe cucTembl. [lonycKaeTca UCNoib30BaHWE HECKONbKUX KAoYei 3almTbl B
OZIHOW cucTeMe.

MK «BacTMOH-3» NOCTPOEH Ha OCHOBE TPEX3BEHHOM aAPXMTEKTYpbl. KAWEHTCKME NPUIOXKEHUS He
obpalyatoTcs HanpAmyto K B/, a Bceraa paboTaloT yepes cepBep CUCTEMbI.

1.4. B3auMoOCBA3M C APYTUMH CUCTEMaMHU

1.4.1. O6beauHenue HeckobKuX IIK «BacTHoH-3»
Ons ob6beanHeHMA HEeCKoIbKUX 06beKToB nog ynpasneHuem MK «BacTMoH-3» MCNoNb3yloTCa Moayau

«bacTnoH-3 — Penaunkauma» un «bactmoH-3 — MUH».

Cuctema «bactmon-3 — TMUH» npegHasHayeHa AnA UEHTPANM30BAHHOIO MOHUTOPUHIA OOBEKTOB,

OCHaWeEHHbIX MK «bacTnoH-3».

CDyHKU,MM UEeHTPa/IM30BAHHOIO MOHUTOPUHTA BK/TKOYAlOT:
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* OtobpaxkeHue Ha MNMLH B TekcToBOM BUAe cobbITU, GOPMUPYEMBIX B YAANEHHbIX dUnanax;
* oTobpakeHue Ha rpadpuyeckoit cxeme MLUH nnuKTorpamm ycTpomncTs yaanéHHbIX OOBHEKTOB;

* OTC/eXXMBaHME COCTOSHUA YCTPOMCTB YAANEHHbIX 06bEKTOB C OTOBPaXKEHNEM Ha NnaHax;

*  LEeHTpann30BaHHOE NPOTOKO/IMPOBAHMNE COOLITUIA C BOSMOMKHOCTBIO NONYYaTb OTYETHI.

BHumaHue! Modyne «bacmuoH-3 — [ILH» He coemecmum ¢ modynem «bacmuoH-2 — [MLH».
Ucnonv3zosaHue 8 o00Hol cucmeme KaueHmos om AlNK «bacmuoH-2» u MK «bacmuoH-3» He
donyckaemcs.

Cuctema MoKeT 6bITb HacTpoeHa Takum 06pasom, YTobbl cobbiThA B KypHane MUH 6bian cBA3aHbI C
COOTBETCTBYHOLLEN BUAEO3AMNUCHIO.

CucTeMoM TaKKe NpeaycMoTpeHa BO3MOXHOCTb YNpas/eHus ycTpocTBamm Ha KanenTe MLUH c cepsepa
MLUH.

Cuctema «bactnoH-3 — PenanKauua» npegHasHavyeHa ANA CUMHXPOHU3ALMKM CNUCKA NPOMNYCKOB MeXKAay
dnnnanamm opraHmsaumm, ocHaweéHHbIMK MK «bacTMoH-3».

BHumaHue! Moodyne «bacmuoH-3 — Penaukauyus» cosmecmum C mMooysaem «bacmuoH-2 —
Penaukayusa». Jonyckaemcsa nookawo4veHue ¢uauanos om AlK «bacmuoH-2» k MK «6acmuoH-3»
C YeHmMpom penaukayuu Ha 6aze «bacmuoH-3 — Penaukayus».

Moaynn «bactnoH-3 — MUH» n «bactnoH-3 — Penaukauma» moryt uUcrnosb3oBaTbCA COBMECTHO ANA
obecneyeHna BzaumoaencTens Gpuananos opraHnsaumu.

1.4.2. UHTerpanys c BHEIHUMM CUCTEMaMHU 06PaGOTKH COOBITHI
MK «BbacTUOH-3» MOXKeET BbITb MHTErPUPOBAH C BHELHUMU CUCTEMaMKU 06PabOTKM COObLITUIA C MOMOLLbIO

cneayolmx moaynen:
* «bactnoH-3 — OPC UA cepsep»;
* «bactnoH-3 —SNMP areHT»;
* «bactnmoH-3 — CC TMKn».

Moaynn «bactnoH-3 — OPC UA cepsep» n «bactmoH-3 — SNMP areHT» peanusyioT MAeHTUYHbIN
byHKUMOHan:

e [lony4yeHune cnmcka yctpomncts MK «bacTMoH-3»;
e [onyyeHue cobbitnii MK «bacTnoH-3»;
e [lony4yeHue coctosHMM ycTpoicTs MK «bacTMoH-3»;
e YnpasneHue yctponcteamu MK «bactmoH-3».
Mogaynb «bacTnon-3 — OPC UA cepsep» nogaep»kunsaet paboTy no npotokonam OPC.TCP n HTTPS.

Mogynb «bactnoH-3 — SNMP areHT» nogaep»xmaet npoTokosabl SMNP v1, v2 n v3.
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Mogaynb «BbactmoH-3 — CC TMK» npegHasHadeH ana nogkatodenus MK «bactnoH-3» K cucteme cbopa
pe3y/NbTaToOB TEXHWUYECKOr0 MOHUTOPWMHIa U KOHTPOAS OBBHEKTOB TPAHCMOPTHOM MHpacTpyKTypbl (CC
TMK).

OcHoBHOM GyHKUMEN moayna asaseTca popmupoBaHme U nepegada cobbituii ot MK «bactnoH-3» kK CC
TMK. B CC TMK nepegatotca cobbiTua oT cneaytowmx nogcuctem MK «bactmoH-3»:

e Cucrtema BnaeoHabnoaeHUs (BKAOYAA MHTENNEKTYalbHOe BUAeoHabaoaeHue),
BMOE03aNUCK N ayano3anucuy;

e CucTema KOHTPOA U yNpaBAeHMA AOCTYNOM;
o  OXpaHHO-MOXKapHan CUrHaNM3aUmA.

Mepepnava cobbITMIN OCyLLECTBAAETCA NO NOANMCKe, MapameTpbl KoTopoi onpeaensatotca B CC TMK.
JononHuTtenbHo, moaynb NpPefoCTaBAAeT BO3MOMKHOCTb BPY4YHYIO onpenenuntb, Kakue cobbitma MK

«BbactnoH-3» byayTt nepenasaTbea B CC TMK B KauecTBe MHUMAEHTOB.

1.4.3. UdaTerpanus ¢ cCMCTeMaMHM y4yeTa [epCcoHasia U MPONyCKOB
[na MHTerpaumm ¢ BHEWHUMM CMCTEMaMK y4ETa NMepcoHana M NPOMYyCKOB B COCTaB KOMIMJIEKCa BXOAUT

moaynb «bactmoH-3 — MKC» (MKC — nHTerpaumsa KaapoBbIX CUCTEM).

C nomolublo 3TON cUCTEMbl MOXeT OblTb peanns3oBaHa WHTErpaumMs € CcUCTEMaMW  ynpaB/ieHUA
npegnpusatuem (ERP) B yactu obmeHa gaHHbimu CKY/ (nepcoHan, nponycka, npoxogbl). «bacTnon-3 —
MKC» npepoctasnseT APl gna MHTerpaumm m He COAEPKMT rOTOBbIX KOHOUrypaumin ons Kakux-nnmbo
BHELLHMX CUCTEM.

Mogynb «bactnoH-3 — UKC» no3BoaseT MHTErpupoBaThb:
e Kapgposblie cuctembl (HRMS);
e ABTOMATM3MpPOBaHHbIE CUCTEMbI 3aKa3a nponyckos (AC3M);
e bByxrantepckue cuctemsl.

Mopaynb peliaeT cneaytowme 3agaum:

e [lepepaya B K «bacTMOH-3» 3aABOK Ha MPOMYCKa M3 BHELIHEN CUCTEMblI C BO3MOXHOCTbIO
yKa3aHua npas goctyna ana CKY/[ u Homepa KapTbl 40OCTYNa;

o T[lepegaya B MK «BbacTMOH-3» M3 BHELWHEN CUCTEMbl 3aABOK Ha TPAHCMOPTHblE MPOMYyCcKa M
nponycka Ha MatepuanbHble LEeHHOCTH;

e AKTMBALMA NEPCOHANbHbIX, TPAHCMOPTHLIX MU MaTepuanbHbix NponyckoB B CKY/ 13 BHelHel
cucTembl;

e YnpaB/ieHWe NPOoMnycKammu U3 BHeLWHeW cuctembl (6N1OKMPOBKa, pa3bioKMpoBKa, BO3BpaT);

e [lonyyeHne w3 [IK «BacTMOH-3» BO BHELWHIOK CUCTEMY WHPOPMALMM O MNEepPCcoHax,
nepcoHasnbHbIX MNPOMYCKax, TPaHCMOPTHbIX MNPOMYCKa, MaTepuanbHbIX MNPOMYCcKax, TO4YKax
npoxoaa, noapasAeneHuax, AOMKHOCTAX M O APYyrux CApaBOYHWUKAX, AOCTynHbiXx B [K
«bacTMOH-3»;
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e T[lonyyeHne u3 MK «bacTMoH-3» BO BHELWHIOWO cucTemy MHOOPMaUMM O MOCAegHEM MecTe
npesbaBAeHUA NPONYCKa;

e T[lonyyeHne u3 MK «BacTMOH-3» BO BHELHIOW CUCTEMY CMMUCKA COBLITUIA MO 3agaHHOMY
NPONYCKY;

e [lonyyeHne w3 MK «bacTMOH-3» BO BHELHIOK CUCTEMY MCXOAHbIX AaHHbIX AAA pacyeTa
oTpaboTaHHOro BpemeHu (napbl COBbITUI «BXOA-BbIXOA»).

Cuctema nogaeprknBaeT 0AHOBPEMEHHYO PaboTy ¢ HeckonbKkumM MK «bacTnoH-3».

1.4.4. aTerpanysa cucTeM pacio3HaBaHMA JIULY
B cucteme npesycmoTpeH cneumanbHbldi MHTEpdEnc ANA MHTerpaumm CUCTeM pacro3HaBaHUA Aul, —

moaynb «bacTnoH-3 — Face». B3aMmogencTtsMe €O BHEWHUMM CUCTEMaMM NpoM3BOAMTCA C
MUCNo/sib30BaHMEM MNPOTOKOJsIa Ha ocHoBe cTaHgapta ONVIF Profile A, C. UHTerpauma moxKeT ObiTb
BbINOJ/IHEHA CUAaMU NPON3BOAUTENEN BHELLHEN CUCTEMDI.

OcHoBHOWM ¢yHKLMEN Mmoayna aBnaseTcs obecneyeHWe AOCTyna noceTuTenell yepes TOYKU Mpoxosa
cuUCTeMbl KOHTpona u ynpasneHus poctynom (CKY[) nyTém conoctaBneHus wmsobpaxkeHus nuua
yeNioBEKa, MOJIYYEHHOrO C Kamepbl Buaeodukcauum ¢ ero d¢otorpadumeir, coxpaHéHHoit B MK
«bacTnoH-3».

Mogynb no3BoAsAeT UCMNO/Ab30BaTb KaK pexunm AByXdaKTOpHOM ayTeHTUdMKaumu (No n3obparkeHuio
NMUA C MpUKNadblBaHMEM KapTbl AOCTYNa K CUYMTLIBATENO), Tak W peXum ugeHtudukaumm no
n3obpaxeHuo anua. Og4HOBPEMEHHO MOTYT ObiTb 3aJaHbl Pas/IMYHbIE PEXMMbI 4OCTyMNa AN PasHbIX
TOYEK Npoxoaa.

JocTyn Ha BbIGpaHHbIX TOYKAX MPOXOAa BO3MOXKEH ANA MOCeTUTenel ¢ nponyckamu Nobbix TUMNOB
(nocTosHHble, BpeMeHHble 1 pa3oBble).

[lononHWUTeNbHO, MOAY/ b NPEAOCTaBAAET BOSMOMKHOCTb CO34aBaTh 8UPMYAsIbHbIE MOYKU MNPoxooa.

BupmyaneHaa mo4yka npoxoda He CBA3aHa C peasibHbIM NPerpaxgatoLLmm yCTPOMCTBOM, HO NO3BOAAET
OTC/IeXXMBaTb MECTOMO/IOXKEHNE MepCcoHasa W MOCEeTUTENEN B 30HAX, KOHTPOJIMPYEMbIX Kamepamwu
BuaeoduKcaumm, NOAKAOYEHHbIX KO BHELLHEN cucteme.

1.4.5. UHTerpanus CTOpoHHEro 060pyA0BaHUs MO CTAaHAAPTHHIM MPOTOKOJIaM

Opaiisep «bactnmoH-3 — Modbus» npegHasHayeH A4 MOHWUTOPUHIA COOLITUA U yrpaBAEHUs
pa3NMYHbIMM YCTpOMCTBAMU, NoadeprkuBatowmmm npotokon Modbus. Moagep:kusaemble Modbus-
KomaHabl: 0x01, 0x02, 0x03, 0x04, 0x05, 0x06.

O6opyaoBaHMe MoakaYaeTca ¢ nomouplo noptos RS-232/RS-485 (npotokon Modbus RTU) wan
Ethernet (npotokon Modbus TCP). HacTpolika o6opyaoBaHMs NPOU3BOAUTCA C MOMOLLbIO
nporpammHoro obecneyeHuns, NOCTaBAAEMOro NPON3BOANTENEM.

Cuctema nogaep:kuBaet o 16 ogHoBpemeHHO paboTatowmx COM-NopToB, Ha Kaxkgom nopty Ao 255
Modbus-ycTpoicts nepBoro ypoBHs (4na ygo6cTBa Has0OBEM WX KOHTPOJIIEPAMM, XOTA TUN HE UMeeT
3HaueHus). NapannenbHo apalisep obecneymsaer paboTy A0 255 Modbus-ycTpPOICTB, NOAKAOUYEHHbIX
yepes Ethernet. B Karkgom ycTpolictBe noaaepxusaetca Ao 2047 noyvepHUX agpecHbIxX ycTpoincts. s
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KaXKOoro AoYepHero agpecHoro ycTpoicTea A4OCTYNHO A0 65535 cobbiTuiA. TakKe Ana AtobbiX agpecHbIX
YCTPOWCTB AOCTYMHO HECKO/IbKO KOMaHZ, 3aBUCALLMX OT TUNA NOAKNAOYEHHOTO 060pYyA0BaHUSA.

AZlpecHble yCTpOIACTBA MOryT MPeAcTaB/iAaTb CObOM coBMecTMMble C 0bopyaoBaHMEM pasNYHble
OATYMKK (TensioBble, ONTUYECKME M T. 4.), WUCMNONHUTENbHblE MOAYNW, KOHTPOANEPbl W nNpoyee
coBmecTMmoe obopyaoBaHue. Mpu aTom ApaiBep He HAaKNaAbIBAaeT OrPaHUYEHUI HA TUM UCMONb3YEMbIX
aApPEeCHbIX YCTPOMCTB, NPeAoCTaB/iAA BO3MOXHOCTb Bbibopa Tuna yctponctea B MK «bacTtnoH-3».

[Opainsep obecneunBaer:

e  M/HAMKaLMIO NOTEPU N BOCCTAHOBAEHUS CBA3N KOHTPOAIEPOB C COOTBETCTBYHOLMMM COBbITUAMMU;

L4 OTO6pa)KeHVIe cobbITuin oT agpecHbIX yCTpOﬁCTB, BK/1IO4aA WTATHbIE CO6bITMFI, HENCNPABHOCTU U
TpeBoru,

e LlBeToBOE OTOOparkeHne CoCTOAHMUA /II0ObIX YCTPONCTB Ha rpadmMyYecKom naaHe ob6bekTa;
e HacTpoiiky AMHUKM npubopos B MK «bacTMoH-3» ¢ nomolLbio 06LLero KoHourypatopa;
e BO3MOXHOCTb MMMOPTA U IKCMOPTa KOHbUrypaumit 8/us daina;

e B0O3MOKHOCTb BbI6OpPa OTAENBHO COBLITUA U COCTOAHUA YCTPOWCTBA B 3aBUCMMOCTM OT AaHHbIX B
Modbus-perucTpax;

e OpHoBpemeHHbI onpoc ycTponcts no Modbus RTU n Modbus TCP;

e PasrpaHuuyeHue AOCTyna K HacTpoikam ApaiiBepa B 3aBUCMMOCTM OT YPOBHSA MNOJIHOMOYMIA
onepaTtopa.

[OpaiiBep He obecneymBaeT HACTPOMKY anmnapaTHbIX YacTei cuctembl. 1A HAaCTPOMKM NMHKIA Npubopos
cnefyet Mcnonb3osaTb cTopoHHee MO, noctaBasemoe ¢ 0bopygoBaHuem.

2. YcoBUSI IPUMEHEHUA

2.1. Tpe6oBaHHUs K NPOrpaMMHOMY 06ecCrieYeHUI0

MNopaeprmMBaemble onepaLmMoHHble cuctembl: Astra Linux 1.7 SE, RedOS 7.3, Red Hat Enterprise Linux
8.x, Red Hat Enterprise Linux 9.x, Windows 10, Windows 11, Windows Server 2019, Windows Server
2022 B ntobbIX UCNONHEHUSAX, Kpome Starter, ¢ Haanumem nocnegHmx obHoBneHUN. MNoaaepxmBaeTcs
paboTa To/1bKO B 64-pa3psagHbIX ONepPaLnMOHHbIX CUCTEMAX.

CepBepHble KOMMNOHEHTbI cucTemMbl (cepsep B[, cepep cucTembl, cepBepbl 060pyAOBaHMA) MOryT
BbINo/IHATLCA Ha OC cemelictBa Linux 6e3 yctaHoB/eHHOM rpaduyeckoit 060n04kK. B aTtom cayyae, ana
HaCTPOMKM NIOKa/IbHbIX MapaMeTpoB CleAyeT UCM0Nb30BaTb KOHCObHbIE YyTUAUTBI. ChesyeT yunTbiBaTb,
4YTO HeKoTopble ApaiBepbl (MOAYAM WHTErpauuu) MOryT He MNoALepKuBaTb PaboTy cepsepa B
KOHCONbHOM peXXnMme.

PaboTa yactm moaynein moxet obecneunBaTtbca He Bo Bcex OC. JlonyckaeTcAa MCNONb30BaHUE APYrnx
Bepcuii OC, OCHOBaHHbIX Ha Linux, Of4HAaKO NpuMOpPUTET MPU TECTUPOBAHUM CUCTEMbI OTAAETCA
nepeyncneHHbim OC.
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He pekomeHpyeTca ncnonb3oBaHue cepsepHbix OC Windows Server 2022, Windows Server 2019 ans
opraHusaumm pabouymx MecT ¢ BUAEOHabogeHNEM UM cucTeMON BBOoAa poTorpaduit c Buaeokamep.
KoppekmHas paboma ¢yHKyuli eudeoHabawOeHUs U PACMO3HABAHUS 8 3mux cucmemax He
eapaHmupyemca!

BHumaHue! [JonosHumensHble 02paHU4eHUs HA UCMOAb308AHUE ONepayUoHHbIX cucmem moaym
B8HOCUMb CMOPOHHUE KOMIMNOHEHMbI, Uucnosb3yemsole 8 Opalisepax K «bacmuoH-3». CeedeHus o
MakKux o2paHuUYeHUAsX MOXCHO Halimu 8 pyKkosoodcmee Ha coomeemcmeyowuli opalisep.

He pekomeHAyeTcA M3MEHATb PerMoHaNbHble HAaCTPOWMKK (dopmaT AaTbl, opmaT BpemeHu 1 GopmaThbl
APYrvX perMoHasnbHbIX CTaHAapToB) BO Bpems paboTbl MK «bacTMoH-3» 1 conyTcTBYIOWMX MOAYEN, TaK
KaK 3TO MOMKET MPUBECTU K UCKAXKEHWIO JaHHbIX M HECTabubHOW paboTe NpUAoKeHUN. Mpn M3MeHeHUN
pernoHanbHbIx HacTpoek OC Windows Heobxoaumo nepesanyctutb MK «bacTMOH-3» M BCe oCTasbHble
MoayNu.

JononHuTenbHble KOMMNOHEHTbI, HeObXxoAMMble AA PaboTbl KOMMNIEKCa:
e  PostgreSQL 10 unu 6onee Hoswblll.
e _Net Core 8.
e OpenGL2.1.

BHumaHue! He pekomeHOyemcsa ucnone3osams 8 Kayecmee CYB/[ PostgreSQL sepculi 10 u 11,
mak Kak 0718 amux sepculi ecmb u3secmHsie npobaems! ¢ MPou38o0UMENbHOCMbIO HEKOMOPbIX
onepayudi.

BHumaHue! T[lpu omeknawovyeHHom 3D-yckopeHuu Ha Komnbtomepax ¢ Windows moxcem
ucnonb308amMeca Npo2pAaMmMHasa  peaausayuda OpenGL 1.1. [Mpu smom, 0aa pabomer [1K
«bacmuoH-3» 6yoem mpebosambca ycmaHoeKa cmopoHHell peanusayuu OpenGL 6onee Hosol

gepcuu, Hanpumep, nakema Mesa3d.

2.2. Tpe6oBaHUS K KOHPUTYpALIMH KOMIIBIOTEPOB
MunHumanbHasa un pekomeHayemaa annapaTtHan KOH(I)VIpraLl,VIFl KOMMNbIOTEPOB KOMM/IEKCA 3aBUCAT OT

macwTtaba CUCTEMBI, MCMO/Ib3YEMbIX OMEPaLMOHHbIX CUCTEM M TPebOBAHUI CTOPOHHMX MNPOAYKTOB
(Hanpumep, ana paboumx MmecT, rae npegnonaraetca pabota ¢ uUMPPOBLIMM  CMCTEMAMM
BuaeoHabatoaeHMA, MoryT notpeboBaThca AOMONAHUTENbHbIE pecypcbl). Onpeaenaowmmm bakTopamu
npv Bbibope 060opyL0BaHMA 418 CEPBEPOB U Pabounx MecT, ABNSAIOTCA:

e Pasmep cuCTeMbl KOHTPOA AOCTyNa (4MCN0 TOUEK NPOXoAa M NoAb30BaTeNeil CUCTEMbI);
e lcnonb3oBaHWe UNPPOBLIX CUCTEM BUAEOHAbNOAEHNS;

e lcnonb3oBaHne Ha paboyem mecte gononHuTenbHbix moaynei MK «bactnoH-3» (Hanpumep,
«BbactnoH-3 — Peryna», «bacTnoH-3 — Pennankauuna»);

®  Yucno m cNoKHOCTb rpadryecKmx NNaHoB;
e O6uwee uncno paboumx mecT B cucteme.

[anee npuBeneHbl pekomeHOyemble NapameTpbl ANA HECKObKMX TUMNOBbIX Cy4Yaes.


https://www.mesa3d.org/
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1. Komnnekc co CKY/], cpeaHero macwraba (300-5000 nonb3osaTenei, 1-20 Touek npoxoaa)

Cepsep B[], cuctembl n | Astra Linux 1.7 SE, PostgreSQL 14, CPU 2 GHz 2 Cores, 8 Gb RAM, 1000 GB
obopyanosaHua HDD

KnuneHTtckne paboune Astra Linux 1.7 SE, CPU 2 GHz 2 Cores, 8 Gb RAM, 500 GB HDD
mecTa

2. Komnnekc ¢ kpynHoi CKYA (5000-100000 nonb3osateneiri, 21-1000 Touyek npoxoaa) v umMdpoBoi
cucTemol BuaeoHabaoaeHus

Cepsep b1 n Astra Linux 1.7 SE, PostgreSQL 14, CPU 3 GHz 4 Cores, 16Gb RAM, 1000 GB
obopyaoBaHus HDD

KnuneHTtckne pabouue Astra Linux 1.7 SE, CPU 2 GHz 2 Cores, 8 Gb RAM, 500 GB HDD
mecTa

BHumaHue! [na koppekmHoli pabomesl cucmemsl mpebyemcsa Haau4yue ¢halina noOKAYKu ¢
MUHUMOQbHbIM 06eMOoM PasHbIM os08uHe ob6vema onepamusHol namamu.

Hanbonbluee BAMAHME HaA OOLWYH NPOU3BOAMUTENBLHOCTL CUCTEMbl (OCOBEHHO NpPW  BbIMOJAHEHUM
ANMTesIbHbIX OMnepaLmii, Hanpumep, 3anpoce OTYETOB) MMEET NPOU3BOAUTENbHOCTb cepBepa B/. Pazmep
B[ NpoTOKONa MOKEeT [O0CTUraTb HECKOJIbKUX [eCATKOB rurabait. ITo ciepyeT yuuTbiBaTb MNpu
yCTaHOBKe.

Buaoeoagantep M MOHWUTOP [AO/KHbI obecneumBaTb paspelleHne He Huke FullHD (1920x1080).
Buaoeokapta fosmkHa nopneprkmsatb TexHonormm DirectX m OpenGL. Ha Bcex paboumx mectax
KOMMJEeKCa PEKOMEHAYETCA UCMONb30BaTb MOHMTOP C AMArOHANbiO 3KpaHa He meHee 17 atonmos. Ons
KNMEHTCKMX MECT CUCTEM BUAEOHAbNIOAEHMA PEKOMEHAYeTCA WMCMO/b30BaTb BMAEgOKapTol ¢ 1 Gb u
bo/iee onepaTMBHOM NaMATU.

PeKkomeHAyeTCs MCMo/sb30BaTb MCTOYHUKM bHecnepeboiHOro nutaHusA, ocobeHHO Ha cepsBepe B/,
HewTaTHOe BbiKAloYeHMe cepBepa B, MOXKET NPMBECTU K NOTEPE N0Nb30BaTE/IbCKMX AaHHbIX.

2.3. Beioop pepakuuu CYB/]

MK «bactnoH-3» nogaep>kuBaeT passBépTbiBaHMe 6a3bl AaHHbIX Ha CYB[J PostgreSQL 10 u Bblwe.
MNoppepxmsatotca 64-paspagHoie sepcun CYBA.

B 6osblUMHCTBE CyyaeB A0CTaTOMHO MCMOb30BaTb becnnaTHyo Bepcuto PostgreSQL.

OononHutenbHo, MK «bactmoH-3» paboTaer ¢ CYB[ poccuitickoro npowussoactea Postgres Pro,
ocHoBaHHOM Ha PostgreSQL, Bepcun He Huxe 10. Moaaep:knuBaetca paboTa ¢ McnonHeHnamn Standard,
Enterprise u Certified. Bbibop mncnonHeHus onpepgensetca noTpebHOCTAMM Mnonb3oBaTens B coepe
3aWMUTbl MHPOPMALMKM, MACLITaBUPYyeMOCTM M OTKasoycTonumsocTn. CnepyeT yuuTbiBaTb, YTo CYB/[,
Postgres Pro Bcex WCMOMHEHUIA ABAAETCA JIMLEH3MPYEMOM M NNATHOM AAA KOMMEPYECKOro
NCNONb30BaHMA.
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Bepcua Postgres Pro Enterprise no3BonseT pa3BOpauMBaTb KAacCTEPHbIE CUCTEMBI, COAEPNKUT
AOMNONHUTENbHbIE GYHKUMM NPOBEPKM LLENOCTHOCTM 6a3 AaHHbIX M pPe3epBHbIX KOMUiK, umeeT
ONTMMM3NPOBAHHbIN GOPMAT XPaHEHUA AAHHbIX U COAEPKUT PAL, APYITUX YCOBEPLUEHCTBOBAHUN.

Bepcusa Postgres Pro Certified umeet ceptndmkat ®CTIK, yaocrtosepsatowmii yto, uto CYB/ Postgres Pro
COOTBETCTBYET TpeboBaHMAM pyKoBoAALWMX AoKymeHToB PO CBT no 5 knaccy, P4 HAB no 4 ypoBHiO 1
TexHuuyeckux Ycnosui (TY).

[eTanbHo pasnnuma mexay sepcuamm CYB/ Postgres Pro MmoXKHO NOCMOTPETb Ha caliTe NpousBoanUTens

(https://postgrespro.ru/).

Take, MK «bacTMoH-3» noaaepxunsaet paboty c CYB[, poccuiickoro nponssoactea Jatoba (paspaboTka
000 «lasHpopmCepBuUC»), OCHOBaHHOM Ha PostgreSQL 11 v Bbille.

2.4. Tpe60oBaHUS K KOMIIIOTEPHBIM CETSM

2.4.1. O61Ue CBeJEeHMA O CTPYKType CeTH
[na ceteBoro obmeHa B MK «bacTMoH-3» ncnonbsyetca npotokon TCP/IP (v4).

CucTemoi MOTyT yCTaHaBAMBATLCA CETEBbIE COEAUHEHNA MEXKAY CNeAYIOLMMN MOAYNAMN CUCTEMDI:
e  K/AMEHTCKME NMPUIOKEHNA M CepBEpP CUCTEMDI;
e KaneHTcKkune paboune mecta 1 cepsep 6asbl 4aHHbIX;
e CepBepbl 060pyA0BaHUA N CEPBEP CUCTEMDbI;
e CepBepbl 060pya0BaHUA U cepBep H6asbl AaHHBbIX;

Mpsmble COEAUHEHUA MEKAY KAUEHTCKMMU pabouymmm MecTamMu He UCMo/b3yroTca. MHPOPMaLMOHHBIN
06MeH Meay HUMM MPOUCXOAMUT Yepes cepBepHble MoayN.

2.4.2. Tpe60BaHUA K NPONYCKHOU CIOCOOHOCTH
Heobxoanmasa MUHMManbHas MpPOMyCKHaA CMOcOBHOCTb ceTM 3aBMCMT OT MmaclwTaba cuctembl: OT

KoAn4yectBa cobblTUi B cucTemMe, OT pasmepa o¢otorpaduii, KoamyecTsa U pasmepa NAAaHUMPOBOK,
Ko/inyectBa obopyaoBaHua B cucteme. Yem 6onblue nNponyckHas cnocobHocTb, Tem bbicTpee 6yayT
3arpy»KaTbCA NPUNOKEHMA U NPOUYME MOAYN CUCTEMDI. TaKKe Ha BPeMA 3arpy3Ku CUAbHO BAMAET Bpems
33JepKKM Nepesaym NakeToB: KenatebHo YToObl OHO He npeBblwano 10Mc Ha 3anpoc + oTBeT.

Ons cuctem cpegHmx macwrtabos (ao 200 yctpoiicTs, Ao 5000 KapT aoctyna, Ao 10 cobbiTuii B CEKYHAY B
cucTeme) pekomeHayeTca:

® Ana Kaxaoro moayna «Moct oxpaHbl» 1 «OTYET» KaHaN CBA3K C cepBepom He meHee 1 Mbit/s.

e /A Kaaoro moaynsa «MocT oxpaHbl» ¢ ¢oTomaeHTUdUKaLmen U «Blopo NpomnyckoB» — He
meHee 2 Mbit/s (pasmep doTorpadpuin aonxeH 6biTb He 6osee 640x480).

Ons nosblweHna KombopTa paboThbl (BbicTpas 3arpyska NpunoxKeHui, boictpasa paborta nHTepdelica), a
TaKXe Mpu MCMOSb30BaHUM Ha bosiee KpymHbIX CUCTEMAX, PEKOMEHAYETCA WCMoJ/ib30BaTb CETb C
NPOMyCcKHOM cnocobHocTbio He meHee 10 Mbit/s.


https://postgrespro.ru/
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JonycTnmble noTepy NakeToB B ceTu: He bonee 1%.

Cuctema gonyckaeT o6pbiBbl CBA3N MeXay pabouMmu cTaHuMAMKU U cepBepom BJl. BoccTaHoBneHue
CBA3M MNPOM3BOAMTCA B aBTOMaTMYECKOM pPEXMME CEpPBEPHbIMM  MOAYAAMW, MNOACUCTEMOMN
NPOTOKO/IMPOBAHWUA U MpuaoxKeHnem «MocT oxpaHbl». MpuaoxkeHUs, akTMBHO ucnosb3youme B/
«Btopo nponyckoB», «OTYET», «YPB» — aBTOMaTUYECKM He BOCCTAHAB/IMBAIOT CBA3b Noc/e 06pbiBa.

PerynspHble NoTepu CBA3M MEXKAY Y3NamMM CUCTEMbl ABAAKTCA HELWTATHOM cUTyauuein M roBopsaT o
HeobXxoAMMOCTU ANArHOCTUKM KOMMbIOTEPHOM CEeTH.

2.4.3. Agpecanya M MCIl0JIb30BaHUeE IIOPTOB
Ona pabounx cTaHUMKA, BLIMOAHAKOWMUX pPOJb CepBepa CUCTEMbI WANM OOOPYAOBaHWUA, Hesb3A

MCNoab30BaTb AMHAMMYECKUIA (M3MeHsaoWMca Npu nepesarpyske) IP-agpec.

KnuneHTtckme paboume mecta, IP-agpeca KOTopbix He BHocsaTcAa B 6a3y AaHHbIx MK «BbacTMoH-3», moryTt
paboTaTb ¢ AMHammyeckumm IP-agpecamm.

BHumaHue! lMpu pabome 8 cpede Astra Linux nopmeol, ucrnoss3zyemsie caywb6amu u mooysaamu
BbacmuoHa cnedyem ebibupame u3z duanazoHa 1024 - 65535. Mopmel ¢ Homepamu 0o 1024 mozym
UCrnos6308aMbCA MOSLKO Cynepnonb3osamesnem.

Cuctemoli ucnonbayetca pag IP-nopTos. 3HaYEHUA NO YyMOIYaHMIO NPUBELEHDbI B TabaunLe HUXKe:

Homep nopra HasHaueHue KommeHTapuii
No YMOYaHUIO

5432 MopT AnsA noaxao4eHUn K cepsepy B HacTtpanBaeTtca cpeacrsamm
PostgreSQL. TpebyeTcs oTKpbITb Ha cepBepe B/. AAMUHUCTPUPOBAHUA UK NPU
ycTaHoBKe PostgreSQL

6300 MopT cepBepa cuctembl. TpebyeTcs OTKPbLITb HA HactpaunBaeTca B moayne
cepBepe CUCTEMbI. «JIoKaIbHble HACTPOMKMY.
62561 MopT, cnonbayemsblii mogynem «bactmoH-3 — HactpausaeTtca B
OPC UA cepBep» npu paboTte nNo NnpoToKoay KoHbUrypaummn moayna
OPC.TCP. «bactnon-3 — OPC UA
cepsep».
62563 MopT, cnonb3yemblit moaynem «bacTmoH-3 — HactpaunBaeTca B
OPC UA cepsep» npu paboTe no npoToKkony KOHOUrypaumm moayna
HTTPS. «bactnon-3 — OPC UA
cepsep».
5004 MopT, nCcNoNb3yemblii CEPBEPOM MOAYANA HactpanBaeTtca B
«bacTnoH-3 — web-3asaBKa». KOHUrypauum moayns

«bacTnoH-3 — web-3aaBKa».

5005 MopT, Ucnonb3yemblii CEpPBEPOM MOAYANA HacTtpansaeTca B
«bacTnoH-3 — UKC». KOHbUrypaLmm moayna
«bacTtnoH-3 — NKC».

161 MopT, ucnonbsyemblii mogynem «bactmoH-3 — HactpaunBaeTca B
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SNMP cepsep».

KoHbUrypaummn moayna
«bactnoH-3 — SNMP cepBep».

TMK».

8098 MopT, ucnonbsyemblii mogynem «bactmoH-3 — He HacTpanBaeTca.
MUH cepsep». [lonxeH 6biTb OTKPbIT TO/IbKO Ha
cepsepe lMUH.

5077 MopT, ncnonb3yemblit moaynem «bacTmoH-3 — HactpausaeTtca B
Elsys Mobile». lonxeH 6bITb OTKPbIT TO/IbKO Ha KOHbUrypaLumm moayna
cepsepe 0bopyaoBaHuA, rae yCTaHOB/EH 3TOT «BbactnoH-3 — Elsys Mobile».
MoAaynb.

8092 MopT, ncnonb3yemblii moaynem «bacTmoH-3 — He HacTpausaeTca.
ONVIF». lonKeH 6bITb OTKPbIT TONIbKO Ha
cepsepe 06opya0BaHuUA, rae yCTaHOBEH 3TOT
MoAaynb.

8089 MopT, cnonb3yemblit moaynem «bactnoH-3 —CC | Hactpausaetca B

KOHUrypauum moayns
«bactnoHn-3 — CC TMK»

[na KoppeKkTHOM paboTbl CUCTEMbI BCE MCMOJ/Ib3yemble MOPTbl A0/MKHbI 6biTb pa3pelleHbl B cpeacTsax

ceTeBoOM 3a WNTbI.

BHumaHue! Paboma cmopoHHUX KOMIIOHEHMO08, UHMe2pupo8aHHbix 8 MK «bacmuoH-3», moxcem

HaKknadbisame 0o0rosIHUMes1bHble mpe6oeaHu;7 u oepaHu4eHuA K KOHcpuzypaquu cemu.

PekomeHOyemcsi 03HAKOMUMbCA € OOKymeHmauuell Ha 8ce Uucrnoss3yemoslie MoOyau 078

ymoyHeHua mpe6osaHul.

2.5. Ucnosib30BaHUeE AONMOJJTHUTE/IbHBIX IOJTHOMOYHH oniepaTopoB OC

NnpH paéoTe CUCTEMBI

Mpwn WTAaTHOM pa60Te CNCTEMDBI UCNOJIb30BaHNE OOMO/THUTENbHbIX NONHOMOYMI Ana onepatopos OC He

TpebyeTcs.

JonosHuTeNbHbIe NpaBa MOryT TpeboBaTbCs B CeAYHOLWMX Caydanx:

1.

Mpu ycTaHoBKe cucTembl. [lonosiHMTeNbHble MpaBa MoOryT TpeboBaTbCA ANSA  CAEAYHOLLMX

onepauui:

a) B OC Linux — ana cosgaHua cnyxebHoro nonb3oBaTens bastion, oT MMeHM KOTOPOro

BbINONIHAIOTCA CAYXKObl, ycTaHaBnuBaemble [MK «BactnoH-3» (BDriverHost,

BagentSvc,

BlogStorageSvc). Monb3oBatenb bastion He MMeeT MNpaB Ha BXOZ B CUCTEMY M 3arnycka

NPUNOMKEHWI C NONb30BaTENbCKUM MHTepdelicom. B OC Windows cny»K6bl BbINOAHAOTCA OT

CUCTEMHO YYETHOM 3aNUCK.

b) Mpasa Ha 3anucb B nanku ycraHosku (/opt/ES-prom, /opt/bastion3, /opt/guardant 8 OC

Linux, c:\Program Files\ES-Prom\Bastion3\ 8 OC Windows), a Take B CUCTEMHbI peecTp
OC Windows (HKEY_LOCAL_MACHINE\SOFTWARE\ES-Prom\Bastion3).

Mpu 3anycKke yTuanTbl «J1IoKaNbHble HAaCTPOMKU».
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a) [MpaBsa Ha 3anucb B nanky ycraHosku (/opt/bastion3).

b) MpaBa Ha 3anuMcb B NanKy XpaHeHWUA JIOKaNbHON KoHdurypaumm (/usr/share/es-
prom/bastion3 8 OC Linux, c:\Users\Bce nonb3osatenn\ES-prom\bastion3\ 8 OC Windows).

3. Tlpw BbINOAHEHUM 33434 aAMUHUCTPUPOBAHUA CUCTEMDI.
a) [paBa Ha 3anyck 1 OCTaHOBKY C/Y*K6 cuCTeMbl, a TaKxKe cnyK6 CYB/.

OT MmeHuM nosib3oBaTtens bastion TakKe BbINOAHAIOTCA Ha3HaYeHHble 3a4aHMA GOPMUPOBAHMA OTUYETOB.
MosTomy, 3TOMYy NO/b30BaTeNl0 MOryT noTpeboBaTbCA MpaBa Ha 3anuCb B Nanku, Kyda LOMXKHbI
COXPaHATLCA CHOPMUPOBAHHBIE OTUYETHI.

2.6. OCO6GEHHOCTH UCI0JIb30BaHUS CUCTEMbI B BUPTYaJ/IbHOM cpeae
Ecnn npepnonaraetca passeptbiBaHue MK «bacTMoH-3» B AMHAaMUYECKOM BUPTYaNbHOM cpeae, cneayet
yyecTtb chegywoume ocobeHHoCTU:

1. [Ons paboTbl B AMHAMUYECKON BUMPTYaNbHOW cpeae HeobXoAMMO MCNO/Ib30BaTb NPOrPaMMHbIN
KAtOY 3almTbl. ITO HeobxoaMmo OBroBopuTb Ha 3Tane pasmMelleHWs 3aKasa. Mpu atom, ansa
aKTMBAUMKM Katova ByaeT MCnosib30BaTbCA MPMBA3KA TONIbKO K MOCTOAHHOMY MAEHTUdUKATOPY
9K3emniAapa onepaunoHHOM cuctemol. Bce ocTanbHble mapameTpbl cuctembl, BKAtoYasa IP u MAC-
agpeca, CPUID, HDDID — moryT npon3Bo/IbHO MeHATbCS BO BpemMsi paboTbl CUCTEMBI.

2.7. OCO6EeHHOCTH PaboThl OTAE/IbHbIX MOAYJIE CUCTEMBI B PAa3HBIX
4aCOBBIX MOACAX

,ﬂ,nﬂ noaaepkKu pa6OTbI CUCTEeMbI, 3/1eMeHTbI KOTOpOﬁ pacnonarakdTCcA B Pa3HbIX 4aCOBbIX MNOACAX,

NPUMEHAIOTCA CeAyoWMA NPaBMaa U anropuTmbl paboTbl:

1. YacoBoit nosic yctpoiicTtaa.

1. Ana Kaxporo ycTpOWMCTBA B CUCTEME, NOALEPKMBAIOWETO YCTAaHOBKY BPEMEHMW,
AOCTYNHO 33aZaHWe JIoKanbHOro 4acoBoro nosca. OBbIMHO 3TO yCTpPoOMCTBA TMNA
«KOHTPONNEp», «KCepBep» U T.M.

2. 3HauyeHwue xpaHuTCcA B B/l ans Kaxk[oro ycTponcTea.

Mo yMo/l4aHUIO UCMONb3YETCA YaCoBOM NOAC CEPBEPA CUCTEMDbI.
Mpn U3MEeHEeHWW 3HAYEeHUA OHO aBTOMATMUYECKM TUPANKMUPYETCA Ha BCe [AoyepHue
YCTPOWMCTBA, A/1A KOTOPbIX paHee He 6bl10 3343aH0 OT/IMYHOE 3HAYEHME A1A JIOKAZIbHOTO
YacoBoOro nosca.

2. Bpemsa cobbiTna ycTpolicTea.

1. OpanBep nepenaéTt B A4p0 COObITME C JIOKANbHbIM BPEMEHEM YCTPOWCTBaA, T.e. eciu
BPEMSA MOJIY4EHO OT YCTPOMCTBA, TO OHO nepeaaérca 6e3 npeobpasoBaHUin, eCin Bpems
reHepupyeTca Ha cepsepe 0b60pyAo0BaHUA (Hanpumep, NpU reHepaumMm COOOLLEHUs O
noTepe CBA3W C YCTPOMCTBOM), TO Nepea nepeaadeit B apo oHo byaeT npeobpasoBaHo K
JIOKaNIbHOMY BPEMEHMW YCTPOMCTBA.

2. 3anucb cobbITUA B NPOTOKO/ BbIMOHAETCA BO BPEMEHU CePBEPA CUCTEMDBI C YKa3aHMEM
MHPOPMALLMKN O NOKAZIbHOM YaCOBOM NOACE YCTPOMCTBA.

3. Ha paboumx mectax «[ocTtoB oxpaHbl» oTobOparxKaeTca Bpems KAMEHTCKoro pabouyero
MecTa (B OKHax cobbITUiA, onepaTMBHOM OTYETE, B GOpPME NMOMCKa NepcoHana u ap.).
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3. Bpems, ucnonb3yemoe JApaviBepom npu OOPALLEHUMM K YCTPOWCTBY (OTMpaBKa KOMaHag,

CUHXPOHU3aUMS).
1. Opavisep npu HeobxoammocTn npeobpasyeT Bpema nNpu ob6palLeHUM K YCTPOMCTBY C
YYETOM MHPOPMALMK O IOKAZIbHOM YaCOBOM MOACE YCTPOMUCTBA.
2. Eciv KomaHaa Ans yCcTPOWCTBA COAEPXKWUT BPeMs, TO OHa NPUXOLMUT C JIOKAJIbHbIM
BPEMEHEeM XOCTa, Ha KOTOPOM BbI3bIBAaETCA 3Ta KOMaHAA.

Mpu dopMMpPOBaHMM OTYETOB B MNPUNONKEHUM «BacTMoH-3 — OTYET» AocTynHbl 2 cTonbua:
«Bpema» u «JlokanbHoe Bpemsa obopynoBaHua». B nepsom oTobparkaetca Bpema
BO3HMKHOBEHWsA COBbITUA B YaCOBOM MosAce cepBepa cuctemMbl. Bo BTopom — Bpemsa cobbiTusA B
4acoBOM MOSACe YCTPOMCTBA-UCTOUYHMKA COObITUA.

B »kypHan y4éTta pabouyero BpemeHu 3anncbiBaeTCA IOKAIbHOE BPEMA M YaCoBOM NOAC COObITUIA.
OTuéTbl YPB dopmMMpyLoTCca Mo IOKaNbHOMY BPEMEHU UCXOAHbIX CObbITUIA. MNpu HeobxoaMMOCTH,
B 3TM OTYETbI TaKKE MOMKHO BbIBECTU MHPOPMALLMIO O HaCOBOM MOACE.

BHumaHue! B OC Linux 078 rnpumeHeHUs HOB020 U3MEHEHHO20 /I0KA/IbHO20 4YacoB8020 0fAcd,
Heobxo0UMO 8bIMOMHUMb repe3arycK nosa6308amesnbCKux npunoxceHuli MK «bacmuoH-3».

3. Ucnoab3oBaHue IIK «bacTuoH-3» B HMHPOPMALUMOHHBIX CHUCTEMax
00pPAOOTKM NMEePCOHATbHBIX JAHHBIX

3.1. HopmaTuBHOe oGecriedyeHue
|_|O,£I, opraHmaaumeﬁ obecneyeHus 6esonacHoCTU NEPCOHANIbHbIX AaHHbIX MNMPU  UX 06p360TKe B

MH(I)OpMaLI,MOHHbIX CNCTemax nepcCoHasibHbIX AOaHHbIX MOHUMMaAETCA d)OpMMpOBaHMe n peannsauma

COBOKYMHOCTU COrnacCcoBaHHbLIX MO Uesn, 3ada4am, mecty U BpemMmeHU OPraHn3auMOHHbLIX U TEXHUYECKUX

MEepOMNpPUATUI, HanpPaBNeHHbIX HAa MWHUMMM3aUMIO yuwepba OT BO3MOMHOW peanusaumm yrpos

6e3onacHocTH NepCcoHa/ibHbIX AaHHbIX.

CornacHo ®epepanbHomy 3akoHy Nel52-P3 «O nepcoHasbHbIX AaHHbIX» BCe MHPOPMALMOHHbIE

CUCTEMbI NepcoHanbHbIX gaHHbix (MCMAOH) fonKHbI 6bITb NPMBEAEHbI B COOTBETCTBME C TPebOBaHUAMMU

3akoHa a0 1.01.2010 roga. OTBeTCTBEHHOCTb 3a MCMNOIHEHWe Mep no obecnedyeHuto 6esonacHocTy MAOH

3adKOHOM BO3/10XK€Ha Ha onepaTtopoB NepCoOHa/IbHbIX AaHHbIX.

FocyaapCcTBEHHbIMU PerynaTopamm B yKasaHHOM chepe ABNAIOTCA:

®CTIK PO (TexHMyecKan 3awmTa),
®CE PO (KpunTorpadus),

PoccesazbkomHaazop PO (3awmTa npas cybbeKToB NepcoHabHbIX AaHHbIX).

K HopmaTMBHOMY obecneveHuto HGOGXO,D,MMOCTM 3alWNTbl NEePCOHaNbHbLIX AadHHbIX MOXHO OTHECTU

cneayolme 4OKYMEHTbI:

depnepanbHbiii 3aKoH oT 27 utonsa 2006 r. Ne152-$3 "O nepcoHanbHbIX AaHHbIX".

MocTtaHoBneHue MNpaButenbctea PO ot 1 Hoabps 2012 r. N 1119 «O6 yTBepKaeHMM TpeboBaHMi
K 3aluTe MepcoHasbHbIX [AaHHbIX MpuM UX 06paboTke B MHOOPMALMOHHbLIX CUCTEMAX
NepcoHaNbHbIX AAHHbIXY.
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3.2. Poas IIK «bacTuon-3» B UCIIJIH

MK «BacTMOH-3» MOXKET MCNOoAb30BaTbCA KaK KOMMNOHEHT KOMMIEKCHON cucTeMbl 06paboTku
nepcoHanbHbIX gaHHbIX ana UCMAOH. Ons obecnedyeHns COOTBETCTBUA BCEM CMCTEMbI, MOCTPOEHHOM Ha
MK «BactnoH-3», TpeboBaHuam dPeaepanbHoro 3akoHa Nel152-d3 «O nepcoHaNbHbIX AAHHbIXY, OO/KHA
6bITb CO3aHA COOTBETCTBYHOLLAA 3aLLMLLEHHAA cpea.

MapameTpbl 3TON 3aWMWEHHON cpeabl AoMKeH onpegenntb Onepatop MMM, Ha ocHose TpeboBaHWIA
HOPMaTUBHbIX lOKYMEHTOB, NEPeUYNCEHHbIX B M. 3.1., a TakKe cobCTBEHHbIX TPeboBaHMN.

Mpu knaccuodmkaumm NC Ha ocHose MK «BacTMoH-3» 1 onpeaeneHnn HeobxogMmbix mep 3awmTtol M4,
cneayeT y4mTbIBaTb CAeAyloLLne NnapamMeTpbl KOHKPETHOM CUCTEMBI:

e Ob6uee uncno NepcoH, AaHHbIe O KOTOPbIX Npeanosaraetca XxpaHuTb B B MK «bacTnoH-3».

e Hanunume TllepcoH, He ABAAlWMXCA coTpygHuKamu OnepaTtopa (14, AaHHble O KOTOPbIX
npegnonaraetca xpaHuto B b/l MK «bacTMoH-3».

o [lpumeHeHue B MK «bacTMOH-3» BUOMETPUYECKUX JAHHbIX, MCNONb3YEMBbIX ANA UAEHTUOUKALUK
MNepcoH.

o  Twunbl akTyanbHbIX yrpo3 ana MC, B cooTBEeTCTBMM C NocTaHOoBAeHMem Nel1119.

MK «BacTMoH-3» no3Bo/AeT peann3oBaTb Creaylolwme mepbl No obpabotke MM, nNpeaycmMoTpeHHble
HOPMaTMBHbIMM aKTamu PO:

1. AsTOMaTtu3auuMa NOAroToBKM MHPOPMMUPOBAHHOIO corsnacua Ha obpaboTky M. OTcnexkunsaHue
3aBepLUeHMA CPOKOB AeNCTBUS MHGOPMMPOBAHHOTO Cornacus.

2. WaeHTudMKauma, npoBepKa NOAJAMHHOCTU U PerMcTpaumsa BXo4a-Bbixoda cy6beKkTos AocTyna B
ncC.

3. MexaHu3m posieBoro pasrpaHuyeHma goctyna.

4. HenpepbIBHbIN MOHUTOPUHT U peErnCTpaumsa cobbITUIA.

5. MOHWUTOPWHT 1 pernctpaumsa cobbiTmii goctyna K MNA.

6. Peructpaumsa Bblgaun 4OKYMEHTOB Ha TBEPAYIO KOMMUIO.

7. Peructpauma cobbiTnin yHUUTOXKEeHMA /], ¢ neYaTbio COOTBETCTBYHIOLLLErO aKTa.

Takum obpasom, gns peanusaumm nNonHoueHHoM 3awwutbl M Onepatop MM A0NKEH NPOBECTM
KOMMJIEKC OOMOJIHUTENIbHbIX MeponpuaTuid. MepedyeHb 3TUX MepPOoNpUATUN AOKEH ObiTb onpeaeneH
camum onepatopom M B cooTBeTcTBMM C TpeboBaHMAMM 3aKoHogaTesnbcTBa. Camo no cebe
ncnonbsosaHue MK «bacTMoH-3», 6e3 4ONONHUTENBHOIO KOMMNAEKCa Mep He rapaHTMPYyeT COOTBETCTBUE
NC HopmaTuBHbIM AoKymeHTam PP no obpaboTke MNA.

MK «BbacTMoH-3» He noanexuT obAasaTenbHon cepTudmKauumn B cucteme ceptudmkaumnmn OCTIK Poccun
Ne POCC RU.0001.016M00 B KauecTBe cpeacTBa 3awmTbl HGopmauun (ganee - C3U). Tem He meHee, B
MK «bacTMoH-3» umeeTca QYHKLUMOHAA, MO3BONAIOWMIA  OCYWECTBAATb ayTEHTUOMKAUUID U
MAEHTUDMKALMIO NONb3oBaTeNeil MPOrpPaMMHONO KOMMNIEKCa, pasrpaHUYeHne MxX A[0CTyna. Takum
obpasom, B €ero CoCTaBe MWMEHTCA BCTPOEHHble CpeacTBa  3aWuTbl  MHPopmaumm  OT
HEeCaHKLMOHMPOBAHHOIO A0CTYNa.

[na paga cnydaes, YCTaHOB/EHHbIX 3aKOHOAATENbCTBOM Poccuitickoit degepaunu, a TaKKe B caydae
NPUHATUA pelleHus BAagenbuem MHOOPMALMOHHOM CUCTEMbI, MOXKET noTpeboBaTbcA NpoBeseHMe
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oueHkun cooteetcteuA MK «bacTnoH-3» TpeboBaHmam K C3W. Takaa oueHKa MOXeT NpousBoAMTbLCA B
dopme cepTUdMKaLUM, UCMBITAHUIN AU NPUEMKN.

4. UHcTtaanauuia IIK «bacTuoH-3»

4.1. YcTaHOBKA NpOrpaMMHOI0 o6ecrnedeHus

4.1.1. YcranoBka .Net Core 8
MpoBepuTb Bepcuio ycTaHoBaeHHoro .Net Core MOXKHO KOMaHAaMM:

sudo dotnet --list-sdks
sudo dotnet --list-runtimes

Mepep yctaHoBKol .Net Core 8 pekomeHayeTca yaanute npeapiaylme sepcum .Net Core KomaHgamm:
sudo dnf remove dotnet-* unu sudo apt purge -y dotnet*.

B OC Astra Linux 1.7 SE yctaHoBKy .Net Core 8 13 BHELWHUX peno3nTopueB MOXKHO CAeNaTb CAeayoWmnm
obpasom:

1. TMpoBepwuTb, ycTaHOBNEHbI N NAKeTbl ca-certificates u apt-transport-https komaHgol:
dpkg-query -1 ca-certificates apt-transport-https
Ecnun He ycTaHOBAEHbI — YCTaHOBUTb
sudo apt install ca-certificates apt-transport-https

2. [ob6asuTb KAOY NoanuMcbiBaHMA NakeToB Microsoft B cnMcoK AOBEPEHHbIX KAtoYei:

wget -0 - https://packages.microsoft.com/keys/microsoft.asc | gpg --dearmor
sudo tee /etc/apt/trusted.gpg.d/microsoft.asc.gpg > /dev/null

3. 3arpysutb napameTpbl penosuTtopus Microsoft (napameTpbl coxpaHawoTca B dpaline
/etc/apt/sources.list.d/microsoft-prod.list):

sudo wget https://packages.microsoft.com/config/debian/10/prod.list -0
/etc/apt/sources.list.d/microsoft-prod.list

4. O6BHOBWUTDb K3LL MaKEeTOB:
sudo apt update
5. YCTaHOBUTb NakKerT:

sudo apt install aspnetcore-runtime-8.0%*

B OC Red Hat Linux 8 gns yctaHoBkK .Net Core cnegyeT BbINONHUTb KOMaHAY:
sudo yum install aspnetcore-runtime-8.0* -y

[na nposepku yctaHoBneHHoM Bepcun .Net Core ciiegyeT BbINONHUTL KOMaHAY:

$ dotnet --info


https://packages.microsoft.com/config/debian/10/prod.list
https://packages.microsoft.com/keys/microsoft.asc
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B cnyyae, ecnn nogKatoyeHWe K BHELWHUM PEeno3MTOPUSM MO KaKMM-IM60 NpuyMHam 3anpeLeHo, aas
yctaHoBKM .Net Core 8 MOXHO WCMO/Ib30BaTb NpPeABapUTENbHO cobpaHHble NaKeTbl, NocTaBaAseMble
BmecTe ¢ MK «bacTtnoH-3».

[ns 3T0ro HeoHX0AMMO YCTaHOBUTL ceaytolme nakeTbl (GopmaTta deb uam rpm), B Tom nopagKe, Kak
OHU NepeyncneHbl:

1. aspnetcore-runtime-8.0*

Deb-naKkeTbl NOCTaBAAKTCA C 3/IEKTPOHHOM noAanucbto, BbigaHHoW AO «HMO PycEWTex», n nossonsioT
3anyctuTb MK «bacTMoH-3» B yCA0BUSAX 3aMKHYTOM NporpammHon cpedpl Astra Linux.

Mpyn BO3HUKHOBEHUN NPo6iem C YCTaHOBKOM, PEKOMEHAYeTCA NPOBepUTb NPUOPUTETLI PENO3UTOPMUEB U
ybeanTbea, UTo NakeTbl 3arpyKatoTcsa U3 Tpebyemoro penosutopus.

BHumaHue! B Astra Linux npu ycmaHosKe .Net 6 uz penozumopues Astra Linux nosensromcs dse
nepemeHHole OKPYMHEHUA DOTNET_ROOT = Jusr/lib/dotnet/dotnet6-6.0.110 u
DOTNET_BUNDLE_EXTRACT_BASE_DIR = /home/<username>/.cache/dotnet_bundle_extract. Eciu
ycmaHosume .Net 8 (u3 pernozumopus Microsoft uau ucnone3dys nakemsi us oucmpubymusa K
"bacmuoH-3"), npedsapumenvHo He ydanue .Net 6, mo amu 0se nepemeHHbie He UcYe3Hym u He
MoMeHsarm ceoeao 3Ha4eHus. M13-3a amozo nocsne obHosneHua 0o 2024.2 npunoxeHua bacmuoHa
b6ydym mpebosame noaHomouuli sudo. [ns ucnpasaeHus amoli cumyayuu caedyem cmepemeo
3Ha4yeHusA nepemeHHbix okpyxeHusa DOTNET_ROOT u DOTNET_BUNDLE_EXTRACT_BASE_DIR. [ina
amoeao Heobxodumo 3anycmume ymuaumy fly-admin-env (He nod sudo!) u ydanume 3Ha4yeHusA
nepemeHHsblIX. [locne amozo nepe3anycmums M0s16308aMENbCKYHO Ceccuio.

BHumaHue! B RedOS, ecnu 0o obHosneHus .Net 6 6611 ycmaHosneH u3 pernodumopues Red0S, mo
rnocne nocnedyroweli ycmaHosku .Net 8 uz komnaekma nocmasku bacmuoHa 2024.2 Heobxo0umo
nepesanycmume 0/6308aMesbCKYHO Ceccuto, uHave 041 3aMycKka npusnoxceHuli nompebyromcs
npasa sudo.

4.1.2. YcraHoBKa cepBepa CYB/]
Mepepn yctaHoBKoM MK «BbactnoH-3» ybegutechb, yto CYB/, ycTaHoBneHa M AocTynHa. Mpu ycTaHoBKe

notpebyeTca BBECTU AaHHble ANA NoAKAoYeHUA K aksemnasapy CYBA. Ana pa3BépTtbiBaHMA cxembl B, MK
«bacToH-3» gonxeH bbiTb N3BECTEH Mapob cynepnosb3osatena CYB/.

B OC cemeitcta Linux CYB/[, PostgreSQL, Kak npaBuio, yCTaHOB/AEHA NO YMOJIYaHMUIO.

3a MHCTPYKLMAMM NO YCTaHOBKE KOHKpeTHOM Bepcun CYB/[, B KOHKpeTHOM Bepcuun Linux obpalaintecs K
DOKymeHTauum Ha CYB/ n OC.

Ona co3pganua B MK «bacTMoH-3» HeobxoaMMo, YTobbl BblI0 YCTAaHOB/MEHO pacwupeHue uuid-ossp.
PaclwmpeHme MoxeT 6bITb YCTAHOBAEHO CAeAylolie KoMaHA0M NPU UCMOAb30BaHNN rPM-NAaKeToBs:

sudo yum install postgresql-contrib

HeobxoauMmocCTb OTAENbHOM YCTaHOBKM 3TOrO0 MaKeTa 3aBWUCUT OT KOHKpeTHol pegakuum CYBA u
cnocoba eé ycTaHOBKM.

npOBepMTb Ha/M4yne yCtaHOBNIEHHOTO pPacClMpPeEHNA MOXKHO, BbINMOJIHUB sql-3anpoc:

SELECT 1 FROM pg_extension WHERE extname = 'uuid-ossp';
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Ecnv B pesynbTaTe BbiNoNHeHUA 3anpoca CYB[, BepHyna CTPOKY, TO JajbHelwue [eWCTBUA He
TpebytoTca. B NpoTMBHOM c/yyae cneayet BbiNoAHMTL sgl-3anpoc:

CREATE EXTENSION "uuid-ossp";

4.1.3. YcraHoBKa jpaiiBepoB Guardant
[na paboTbl ¢ NOCTOAHHBIMU JIMLLEH3UOHHBIMW K/IO4YaMK Ha cepBepe ccTeMbl HEOBX0AMMO YCTaHOBUTb

moaynb Guardant Control Center. AKTyanbHyl0 BEepCUIO MOKHO 3arpysuTb C caliTa Npou3BoAUTENs
kntoyeit: https://www.guardant.com/support/users/control-center/

[Ona yctaHoBKM Yyepe3 deb-nakeT MoXKHO MUCMo/1b30BaTb KOMaHAY:
sudo dpkg -i grdcontrol-*.deb

JnA ycTaHOBKM Yyepes rpm-nakeT MOXKHO MCNOAb30BaTb KOMaHAY:
sudo yum install grdcontrol-*.rpm

B OC Windows Ha cepBepe cuctembl ana pabotbl ¢ KAto4amu Guardant Heob6xoAMMO LOMOAHUTENbHO
yCTaHOBUTb ApaiBepbl Guardant. AkTyanbHas BepcuAa ApaliBepoB  AOCTyrMHA MO  CCbIIKE:
https://www.guardant.com/support/users/drivers/

BHumaHue! [1na ycmaHosku Opalisepos karw4eli Guardant 8 Windows 11 cnedyem omkaroyume
cucmemy KoHmpons namamu a0pa (Core Isolation / U3onauus adpa). Mpu ycmaHoske dpalisepa ¢
amoli eKnaoueHHol onyuell npoucxodum nadeHUe cucmemsl C HEBO3MOXHOCMbIO 302PY3KU 8
HopMasnbHOM pexcume. Ymobbl 8biKAOYUMbL 3my onuyuto 3alidume 8 mnaHesnb ynpasseHus
Windows 11 u sbibepume «KoHgppudeHyuanbHocme u 3auwjuma — besonacHocme Windows —
besonacHocms ycmpolicmea — M3onayus a0pa — CeedeHus 06 u3oaayuu 80pa» u omkayume
onyuto «LjenocmHocme namamu».

4.1.4. Hacrpoiika napaMmeTpoB cepBepa PostgreSQL
Mocne yctaHoBKkM cepBepa CYB[ PostgreSQL cneayeT HacTpouTb KOHPUrypaumoHHble dannbl

postgresql.conf pg_hba.conf, HaxopAauumeca no  YMOJIYAHUIO B nanke C:\Program
Files\PostgreSQL\XX\data 8 Windows, un /etc/postgresql/XX/main B Linux (XX — Bepcua CYBA).
PepaktupoBaTb ¢aiinbl MOXHO B nporpamme «bnokHoT» B Windows, U B TEKCTOBOM pefakTope C
npaBamuM aamuHUcTpatopa B Linux (Hanpumep Kate). CTPOKM, HauuHawowuecs € cumsona #,
3aKOMMEHTUPOBaHbI (HEaKTUBHbI). [0 aKTMBaLMM NapameTpa CUMBOA # cneayeT yaaauTb.

PekomeHayeTcAa NpoBepuTb 3HAYEHUA C/ledyoWmMX NapameTpoB:

1. MpoBepwuTb, KaKas BpeMeHHaa 30Ha Nponucanacb B KOHPUrypaumoHHom daine PostgreSQL. B
daiine:

\PostgreSQL\XX\data\postgresql.conf
B MapameTp timezone [A0/IKHA MPOMNUCATbCA BPeMeEHHas 30HAa, COOTBETCTBYIOLLAA 4YAacOBOMY

noscy, YCTaHOBJAEHHOMY Ha xocTe. Hanpumep, Ans 4yacoBoro nosca "Camapa, Wkesck" B
postgresql.conf 8o0NKHO BbITb:

timezone = 'Europe/Samara’

MNocmoTpeTb cnncoK nogaep:kmaemblx B CYB[ PostgreSQL BpemeHHbIX 30H MOXHO B
pe3ynbTaTax 3anpoca


https://www.guardant.com/support/users/drivers/
https://www.guardant.com/support/users/control-center/
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select * from pg_timezone_names

2. B d¢aine \PostgreSQL\XX\data\postgresql.conf pekomeHayeTcs ycCTaHOBWUTb cheaytowme
napameTpsbi:

# - Connection Settings -

max_connections = 500 # (change requires restart)
# - Memory -

shared_buffers = 256MB # min 128kB

temp_buffers = 32MB # min 800kB

work_mem = 64MB # min 64kB
maintenance_work_mem = 128MB # min 1MB

# - Background Writer -
bgwriter_delay = 20ms # 10-10000ms between rounds
bgwriter_lru_maxpages = 400 # 0-1000 max buffers written/round

bgwriter_lru multiplier = 4.0

# AUTOVACUUM PARAMETERS

autovacuum = on

autovacuum_max_workers = 6# max number of autovacuum subprocesses

autovacuum_naptime = 20s # time between autovacuum runs

autovacuum_vacuum_cost_limit = 400 # default vacuum cost limit for
3. B ¢aiine pg_hba.conf pekomeHayeTca ycTaHOBUTL cnedylolme napameTpbi:

# Allow replication connections from localhost, by a user with the

# replication privilege.

host replication all 127.0.0.1/32 md5

host replication all ::1/128 md5

host all all 0.0.0.0/0 md5

Ha HocuTene c auctpubytmsom MK «bactmoH-3» B nanke ..\PostgreSQL\ConfigSamples HaxogsaTca npumepsb
rotoBbiXx KOHUrypaumoHHbIx dalinos gna CYbL PostgreSQL sBepcuii 10 n 11.

Mocne nsmeHeHns KoHoUrypaumm Heobxoaumo nepesanyctutb cepsep CYB/.
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4.1.5. YcranoBkKa IIK «BacTnoH-3»

4.1.5.1. YcranoBka IIK «bacTuoH-3» B Windows
PekomeHayeTcA B MepBylo odyepedb BbIMOAHATL YCTAaHOBKY Ha TOM KOMMblOTepe, C KoToporo byaet

pa3BopaumBaTbcA cxema 6asbl gaHHbIx MK «bacTMoH-3». [Jo pa3BEpTbiBaHMA cxeMbl paboTa cucTemsl
byaet HeBO3MOXKHa.

Ona npoBefeHUsA yCTaHOBKM Heobxoammo obnaaatb npasamu agmmHuctpaTopa OC.

3anycTute nporpammy yctaHoBkM MK «BacTtMoH-3». B npouecce ycTaHOBKM HEOb6XOAMMO OTBETUTb Ha
pAL4 BOMPOCOB.

Ons pabotbl MK «BbacTnoH-3» Tpebyetca Hannume Microsoft .Net Core 8. Ecin 3TOT KOMMOHEHT He
YCTQHOB/IEH, TO MNPOrpamMma MWHCTAaANAUMM 3anNyCTUT €ro YCTaHOBKY. [10 OKOHYaHWW YCTaHOBKM
Microsoft .Net Core 8 moKeT noTpeboBaTbcA nepesarpysntb KomnbtoTep. [llocne nepesarpysku
ycTaHoBKa [MK «bacTnoH-3» npoaonxuTca.

Ona yctaHosKku MK «BacToH-3» TpebyeTca NPUHATL ANLEH3UOHHOE cornaweHue MK «bacTnoH-3».
Ha cneaytolem sTane nporpamma yCTaHOBKM NPeAJIOXKMUT BbIbpaTb NanKky yctaHoBKM MK «bacTnoH-3».

BHumaHue! O6wue ¢alinel, uCnOnb3yemble HECKOAbKUMU [PO2PAMMHbLIMU  POoOYKMamu
000 «EC-npom», ycmaHasnusaromcs 8 rnanky <ProgramFiles(x86)>\ES-Prom\, sHe 3a8ucumocmu
om eblbpaHHol nanku ycmaHosKu MK «bacmuoH-3».

[Janee, nporpamma yCTaHOBKM NPeAsIONRUT BbI6PaTb KOMMNOHEHTbI, KOTOPble HEOOXOAMMO YCTaHOBUTD.

BHumaHue! Meped npodosnxieHuem ycmaHos8Ku ybedumecs 8 npasusibHocmu Habopa 8blb6PAHHbIX
KommnoHeHmMos. Cnedyem umems 8 8udy, Ymo ecau 8 cucmeme npeonosaaaaemcsa ycmaHosume
onpedenéHHbil Opalisep, mo e20 cnedyem ycmaHasAU8amMb HA 8CEX KOMIMboMepax cucmemsi.
s ycmaHosKu Ha paboyem mecme aOMUHUCMPAmMopa cucmemsl peKomeHOyemcs 8bibpame ece
KommnoHeHmMsl. [lpu ycmaHosKe Ha KOMMblomep, C Komopoz2o npednosadaaemcs co30ams cxemy
6036l 0aHHbIX [IK «bacmuoH-3», cnedyem 8bibpameb KomnoHeHm «YrnpasnaeHue cxemamu [1K
«bacmuoH-3».

Ha cnepgytowem stane nporpamma yCTaHOBKU NONPOCUT BBECTM AaHHble ana nogkntoveHuna K CYBA.
Ona CYB/ PostgreSQL:
lonb3osamens PostgreSQL — numa nonb3osatena PostgreSQL ana nogkntoveHna K b MK «bactnoH-3».

Mapone nonvszosamensa PostgreSQL — naponb nosib3oBaTens gasa noakatoveHns K 6ase gaHHbIX BCEMMU
moaynamm MK «bactnoH-3».

Umsa 6a3bl OaHHbIx PostgreSQL — Ha3BaHue B/ MK «bacTtnoH-3» Ha cepBepe PostgreSQL.
Adpec cepsepa PostgreSQL — IP-agpec unu DNS-ums cepsepa PostgreSQL.

Mopm cepsepa PostgreSQL — nopT, UCNONb3yeMblit ANa NOAKAOYEHMA K cepBepy PostgreSQL (5432 no
YMO/IYaHMI0).

Echn Bbl He 3HaeTe TOYHO HeobXxoAMMble 3HAYeHWA NAPAMETPOB, MPOKOHCYNAbTUPYUTECH C
agmuHuctpatopom CYBA.



‘ «BacTnoH-3». PYKOBOACTBO aAMMHUCTPaTOPa 29

BHumaHue! Criedyem 3anoMHUMb U COXPAHUMb 8 HOOEHHOM Mecme UMsA U napose cxemol B4 MK
«bacmuoH-3» 0514 ycmaHosku MK «bacmuoH-3» Ha Opyaux pabo4ux mecmax u 0414 nocaedyrouux
delicmsuli no adMuHUCMPUPOBAHUIO cucmemsbl. Ha scex Komneromepax cnedyem 8800UMb
00UHaKoBble napamempsi 047 MOOKAOYEHUA. 3mu e napamempesi cnedyem yKasbleame rpu
pazsépmeigaHuu cxemol B/l MK «bacmuoH-3» nocsae ycmaHo8KuU.

BHumaHue! Ecau npu ycmaHOBKe HA KAUEHMCKOM Mecme 88ecmu HegepHble OaHHbIe
MOOKAIOYEHUA, MO CMeHUMb UX MOMHO C MOMOWb ymuaumel «Hacmpolika rnooKaro4YeHus».
bonee nodpobHO cm. OOKyMeHMayuto Ha 3mom modoyseb.

[anee, nporpamma yCTaHOBKM NMOMNPOCUT BBECTU HACTPOMKM CEPBEPA CUCTEMDbI:
Adpec cepsepa — IP-agpec nam DNS-uma KomnbioTepa, Ha KoTopom byaeTt paboTaTb cepBep CUCTEMBI.
Mopm cepsepa — NoOpT, HAa KOTOpOM byaeT paboTaTb CEPBUC CEPBEPA CUCTEM.

KoO nodknwyeHUAa — KOAOBOE C/I0BO, MCNOAb3yloleecs ANA MNOAKNIOYEHUSA K CepBepy CUCTEMbI.
Heobxo4MMO BBOAMTL OAMHAKOBbIN KOA, MOAKAOYEHMA HA BCEX KOMMbOTEPaxX CUCTEMbI.

Ecnu BbibpaHa ycTaHoBKa moayna «YPB-Tpo», TO cucTema 3anpocuT NyTb €ro YCTaHOBKM.
Mocne BBOAA BCeX NapameTpoB ByAeT NpoM3BeAeHa YCTaHOBKA CUCTEMbI.

Echv npu yctaHoBKke 6bln BbibpaH KOMMOHEHT «YnpasneHue cxemamum [MK «BbactMoH-3», TOo no
OKOHYaHMK YCTAHOBKKU Nporpamma NpeanoxuT 3anyctutb «YnpasaeHue cxemamm MK «bactMoH-3».

BHumaHue! [lns pabomeoi cucmemesl Heobxo0umo pazeepHyms cxemy B/]. Cm. . 8.6.3.

Mpu 3aBepPLUEHMM YCTAHOBKM MOKET NoTpeboBaThCA Nepesarpy3nTb KOMNbIOTEP.
Mocne aToro nporpammHoe obecneyeHne roToBo K 3amnycKy.

BHumaHue! [locne ycmaHOBKU 8 yxe pa3sépHymylo cucmemy Ho8blx muros Opalisepos
Heobxodumo nepesanycmums cayxcby Bastion3AgentSvc Ha cepeepe cucmembi.

4.1.5.2. YcranoBka IIK «BactnoH-3» ¢ ucnosib3oBanuem deb-nakeros
Mepepn yctaHoBKoM MK «bacTnoH-3» cneayer ybeanTbea, 4TO B CUCTEME YCTaHOB/IEHbI:

1. .Net Core 8.
2. CYB[ PostgreSQL vaun aHanor.
3. Guardant Control Center.

[ns yctaHoBKM unmn obHosneHuA MK «bactnoH-3» B OC cemeitctea Debian, B yacTHoctu B Astra Linux 1.7
SE, Heo6Xx0AMMO BbINOHUTL YCTaHOBKY COOTBETCTBYOLWMX deb-nakeTos MK «bacTUOH-3».

OTO MOXKHO caenaTb, nepeﬁ,qﬂ B KOHCO/IM B MankKy C YyCTaHOBOYHbIMM NaKeTaMM MK «bacTtoH-3» un
BbIMO/IHMB KOMaHAY:

sudo dpkg -i bastion3-*

Mocne 3Toro cneayeT NeperTU B NanKy C YCTAHOBOYHbIMW MakeTamu apaisepoB MK «BacTMOH-3» K
BbIMNO/IHUTL Ty K& KOMaHAy ANf YCTaHOBKM BCex Apaieepos, MB0 yCTaHOBUTb TONbKO HEobXxoanmble
ApaiBepbl MO OTAE/bHOCTH.
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MK «bactnoH-3» 6yaet ycTaHoBneH B KaTanor /opt/Bastion3.

Ona ypanenuna MK «bacTMoOH-3» MOXHO BbIMOJAHUTL KOMaHAbI:
sudo apt purge bastion3-platform

YpaneHune moayna ynpasneHuna b;:

sudo apt purge bastion3-db

4.1.5.3. YcranoBka IIK «bacTuoH-3» ¢ UCIOJIb30BaHHEM IPM-NAKeTOB
Mepepn yctaHoBKoi MK «BbacTnoH-3» cneayeTt yoeamnTbes, YTO B CUCTEME YCTAaHOB/IEHDI:

1. Net Core 8.
2. CYBA PostgreSQL nau aHanor.
3. Guardant Control Center.

[ns ycTaHoBKM uam obHoeneHua MK «bacTMoH-3» yepes rpm-nakeTbl, HEOBXOAMMO NepPenTh B KOHCONM
B MankKy C ycTaHOBOYHbIMM NakeTamu MK «BbacTMoH-3» 1 BbINOAHUTb KOMaHAY:

sudo yum install bastion3-*

Mocne 3Toro cneayeT neperT B Manky C YCTaHOBOYHbIMM NakeTamu Apaiisepos MK «bacTMoH-3» ©
BbIMONHMTL Ty e KomaHAay AN YCTaHOBKM BCex ApaiiBepos, NMB0 YCTaHOBUTb TO/IbKO Heobxoanmble
ApaiiBepbl MO OTAE/IbHOCTW.

MK «bacTnoH-3» byaeT yctaHoBAeH B KaTanor /opt/Bastion3.

Ona yaanenna NK «bactMoH-3» MOKHO BbINO/IHUTb KOMAHAbI:
sudo yum remove bastion3-platform

YpaneHue moayna ynpasneduna b:

sudo yum remove bastion3-db

4.2. 3anyckK ¥ BbII'py3Ka CUCTEMBI
B Bepcuun MK «bactMoH-3» apainBepbl paboTatoT Ha cepBepe obopyaoBaHMA 6e3 Mo/b30BaTE/IbCKOro

WHTepdelica Kak oThenbHble npoueccbl. Takum obpasom cineayeT MMeTb B BMAYy C/leaylolime
0COBEHHOCTM 3anycKa CUCTEMbI:

1. Bce apaiBepbl CTapTyOT NPKU 3anycKe KOMMNbloTepa, A0 BXoAa NO/b30BaTeNs B cMcTeMy. 3anyck
ApanBepos Npon3BoauT cnykba Bastion3AgentSvc.

2. Kaxaplh TMn gpaliBepa pabotaeT B oTAenbHOM npouecce ¢ mmeHem BDriverHost. Ecam B
cUcTEME HEeCKO/IbKO OAHOTUMHLIX ApaliBepoB (Hanpumep, 2 apaiisepa Peridect), To oHn ByayT
pabotatb B ogHOM npouecce. [epe3anycTuTb OTAENbHO KaxApblh U3 O4HOTUMHbIX ApaiiBepoB
He/sb3A, TONbKO BCe BMeCTe.

3. Tepe3anycKk KAWEHTCKOro NpuoXKeHus Bastion.exe He NPUBOSMT K Nepesanycky Apaisepos
obopynoBaHua. [ns nepesanycka ApaiBepoB ecTb cneuuanbHaa dopma «YnpasieHue
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ApaiBepamu» Ha BKnagke «[lpainisepbi» B «[laHenn ynpasneHua». Bce apaiiBepbl MOMHO
3anyckaTb U OCTaHaB/IMBaTb OTAENbHO, HE BbIXOAA U3 NPUAONKEHUA «[1OCT OXPaHbI», B TOM Yncie
yAANeHHo.

4. B 3aBMCMMOCTM OT NPON3BOAUTENBHOCTU paboueit CTaHUMM U KOHOUIrypaL MM CUCTEMbI, 3aMmycK
cepBepoB obopynoBaHWsA, nosyyeHne MHOOPMALMM C cepBepa CUCTEMbI M 3aMycK Camoro
ApaiBepa MOryT 3aHMMaTb 4AUTENbHOE BPEeMsA, B TeYeHMe KOTOPOoro 4acTb GyHKLMI apaiisepa,
npeanonaralowmx HeNocpeaCcTBeHHY0 paboTy ¢ ycTpoiicTBamu, byaeT HeaoCTymnHa.

B OC Linux 3anyck cepsepa CUCTEMbI MOXHO NPOU3BECTU, BbIMOAHUB KOMaHAY:

sudo systemctl start bastion3-localagent
CepBep 060pya0BaHUA U cepBep cMcTeMbl MoryT paboTaTb 6€3 No/ib30BaTENIbCKOro UHTepdeica.

KnneHtckoe npunoxeHne «MocT oxpaHbl»  (Bastion.exe) moxeT 3anyckatbca B  ntoboi
nocnenoBaTeNbHOCTU Ha BCcex pabouymx mecTax KoMnaekca.

BHumaHrue! lpu nepsom 3anycke ciedyem ssecmu UmsA Nons3osamesns — «q» U Napoab «gr».
Sdmom nonb3oeamesnb UMeem MAKCUMAsbHbIE [OAHOMOYUSA, U MpU Nepeom 3anycke 3mo
eduHcmeeHHbIl 8 6aze daHHbIx K «bacmuoH-3». B danbHeliwem peKkomeHOyemcsa UdmMeHUMb
amom napose.

3anyck moaynsa «locT oxpaHbl» HEBO3MOMEH MPU OTCYTCTBMU CBA3U C CEPBEPOM cucTembl U ¢ 6a3oi
JaHHbIX. B xoze paboTbl cucTembl Npu noTepe cBasu ¢ B uam ¢ cepBepom cuctembl 60KMpPYHOTCA
GYHKUMM HACTPOMKM CUCTEMBI, @ TaK:Ke PAL CEPBMCHbLIX BO3MOXKHOCTeN. Mlocne BOCCTaHOB/EHNA CBA3M
paboTa cMCTEMbI MPOAO/IKAETCA B LUTaTHOM PeEXUME.

[lnsa 3anycka cuctembl 6€3 NOAHOMOUYMIN aAMUHUCTPATOPA ONepPaLMOHHON CUCTEMbI CM. M. 6.2.

4.3. CTpyKTypa npouneccoB

MepBWYHbIA NPOLLECC, KOTOPbIM 3anyckaeT Bce HeobXogumble MOAYAM CUCTEMbI — 3TO CAykba
Bastion3AgentSvc. OHa BbinonHAeTcA Ha Bcex KomnbtoTepax K «bacTMoH-3», HO B 3aBUCUMMOCTU OT
PO/ KOMNbIOTEPA B CUCTEME, BbINOHAET PasHble GYHKLUN.

Ponb cepBepa cucTeMbl BbIMOJIHAETCA MMEHHO 3TOM cay»Kboi. Ha cepBepax obopyaoBaHuA 3Ta cay»Kba
3anycTuT Bce Apaiisepbl. Ha KnneHTax cayxba obecneymT B3aMMoAeNCTBME C CEPBEPOM CUCTEMBI.

Bce apaliBepbl paboTaloT B oTAeNbHbIX npoueccax ¢ umeHem BDriverHost (Puc. 2). Ecan B cucteme
HECKO/IbKO OZIHOTUMHbIX ApaiBepoBs (Hanpumep, 2 apalisepa Peridect), To oHM ByayT paboTaTb B 0A4HOM
npotecce.

MHoru1e 3afaum BbINONHAIOTCA CUCTEMOW TaK¥Ke B OTAe/bHbIX npoueccax ¢ umeHem BAgent (Puc. 2). K
TaKum 3aga4am OTHOCATCA, Hanpumep:

*  CepBUC NPOTOKO/IMPOBAHUA COObLITUIA;
* T[paduueckan nogcucrema moayns «MocT oxpaHbi»;

* MNoacuctema potomaeHTUdUKaLUMN.
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Takue npouecchbl TakKe 3anyckatoTcsa cnyxkbol Bastion3AgentSvc no Heobxoaumoctu (Hanpumep, npu
3anycke «bacTMoH-3 — MocT oxpaHbi»).

1% Ouenetuep 3agay - O x
@aiin  Dapametper  Bug
Mpouecesl MMpowzeogutencHocTe  AypHan npunosxeHwnid  AsTozarpyska  [lonssosatenn |4 *

- 23% 72% 89% 0%
ma U Mamare Jilla's Cete

DoHoBbIE NpoLeccsl (33)

9 BAgent 0,8% 19,6 MB 0MBfc 0 MBut/c
[85] BAgent 0% 372 MB 0 MB/c 0 MBut/c
[m=] BAgentSvc 0% 743 MEB 0 MB/c 0 Méwt/c
[#] Bastion.DriverHost (32 6uTa) 0% 449 MB 0 MB/c 0 Méut/c
[#] Bastion.DriverHost (32 GuTa) 0% 16,8 MB 0 MB/c 0 Méwt/c “
Menbwe CHATe 33834y

Puc. 2. Npoueccobl MK «bactnoH-3» Ha cepBepe cuctembl n
obopyaoBaHus

5. HacTpo¥ika cucreMbl

5.1. O6masa nHpopManus 0 HACTPOMKE CUCTEMbI
Ona Hactponkmn MK «BacTMoH-3» npegHa3HayYeHO chneumanbHoe npuaoxkeHue «lMaHenb ynpaBneHUa»

(admin.exe). Bce HacTpoikM B HEM crpynnupoBaHbl B pAag 6s10koB (cm. Puc. 3). Habop AocTynHbIx
6/710KOB MOXKET OT/IMYaTbCSA B 3aBUCMMOCTM OT YCTAHOBJ/IEHHbLIX MOAy/eil cuctembl. TeM He MeHee,
paccmoTpeHHble aanee 610KM (CTPYKTypa 06beKTa, onepaTopbl M NOHOMOYMA, Apaneepbl, 06paboTka
COBbITMIA, IOKaIbHbIE HACTPOMKM) MPUCYTCTBYIOT BCEraa.
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E] BacTuoH-3 — MNaHens ynpaeneHua Onepatop: q

OcHOBHOE MEeHID

ﬁ CTpykTypa obbekTa OnepaTtopbl U NOAHOMOYKXA gﬁ- IpaAsepsl
061as UHPOPMALIWA O CTPYKTYPE HacTpoiika nenHoMo4mnii onepaTopos O Cey | oBopyn

ObexTa, rpaguyeckue nnaHo B CUCTEME KO T B
E"_J ??FJ‘?EIC}VTKE‘COE)?HTMIE DP?H\‘JCFHOHIF:E.*ﬁ‘ri ) <OPC> S)PF C‘epﬁs?P. I

nepeonpeneneHie coboiTi KaTeropwii npon B M T.N

= SNMP areHT

c@n Pennukauma
SNMP 1o oo ien nns SNMP aresTa

HacTpoiika pennukauui npon B

CuHxpoHusauns c LDAP h CC TMK ’fh Web-3anBka

—— HacTpoRkW CMHXpoHM3auMK c LDAP HOBHbIE HACTRONKK cepeepa CCTM NapameTpol Web-2asex

Puc. 3. ThaBHoe okHO naHenu ynpasneHus MK «bactMoH-3»

PAf4 HacTpoeK, MHAMBMAYaNbHbIX AN KaXZoro paboyero MecTa, BbIMOMHAETCA B NPUAOKEHUU
«JIoKanbHble HAacTPOMKM». [na ero 3anycka TpebytoTca noaHomoumna agMmmHmctpaTopa OC.

5.2. Mloc/ieg0BaTE/IBHOCTD A€MACTBHI PU HACTPOMKe
HacTpoliky cucTtembl peKoOMeHAYyeTCcA NPOM3BOANTb B CeAyIOLEeM NOpALKe:

1. Onpepenntb KOHOUIypaLMIO KOMMNbIOTEPHON CETU M NOPTOB, K KOTOPbIM ByAeT noAkAtoYaTbeaA
obopyaoBaHue cucTemMbl 6€30NacHOCTU.

[Job6asunTb cepBepbl 060pyaoBaHMA, a 3aTem aparieepsl (n. 5.4.1. ).

HacTpouTb NoNHOMOYMSA, CNUCOK posielt n onepatopos (n. 5.5.).

HacTpoutb fob6aBneHHble ApaliBepbl (CM. MHCTPYKLIMIO Ha COOTBETCTBYIOLLINIM ApaiiBep).
PaccTaBuTb NMKTOrpaMmmbl Ha rpaduyeckmx naanHax (n. 5.3.2.).

HacTpoutb napameTpbl 06paboTkun cobbiTuit (n. 5.6. ), cueHapum 1 peakuUn Ha cobbiTus.

N o vk wnN

HacTpoutb Tepputopumn, rnobasibHbIM KOHTPO/Ib NOC/e40BaTe/IbHOCTM NPOX0o4a U CUCTEMY YYETA
pabouero BpemeHu.
8. BbINONHWTL BCE OCTa/ibHble Tpebyemble HaCTPOMKM (MOXKHO NPOW3BOAUTL B MPOU3BOJIbHOM
nopsake).
Janee paccmaTpmBaloTCA YyKasaHHble [OeNCTBMA B COOTBETCTBMM C WX TPYNMNMPOBKOM B MNaHeNM
ynpasneHua MK «bactmoH-3».

5.3. HacTpoika CTpyKTypbI 00 bEKTa

5.3.1. O61ue cBeJeHHuda 06 06 bEKTEe
Ons pefakTMpoBaHMA 0b6LWMX cBeaeHM 06 obbekTe cneayeT BblbpaTb 610K «CTpyKTypa 0b6beKkTa —

obuwme cBegeHns 06 obbekTe» B naHenn ynpasneHua (K «BbactmoH-3». OTKpoetca ¢opma,
npeacTasneHHas Ha Puc. 4:
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[g] BacTMoH-3 — MaHens ynpaenenna Onepatop: g - 0O x
OcHoBHOe MeHK ¥ CTpyKTypa obbekTa # O6WwuMe ceEegeHnnA 0b oGbekTe

H X

HazBaHWe opraHWzaumm:

| 000 "EC-npom" |

Afpec opraH1Iayuu:

|r. Camapa, yn. ConneyHas, 4.53, nomewedmne H 15 |

PEKBWM3WTLI OpraHuzaLmM:

IMBNeMa opranvsaumnm:

=

3MOneMa OpraHn3aumm BblBOAMTCA B OTHETAX,
PekoMmeHgyeMblid pa3mep - 64x64 nukcens.
PazpeleHHble popMaTel - .bmp, Jpg, .png

Puc. 4. PepgaktnupoBaHue obwmx ceegeHmnin 06 o6beKTe

34ecb MOXKHO YKa3aTb:

HazsaHue opeaHu3ayuu, Adpec opaaHusayuu v Peksusumel op2aHu3ayuu — OHW 6yayT BbIBOAMTHLCA B
OTYETax CUCTEMDI.

Ambaema op2aHU3AUUU — TaK¥Ke UCNONb3yeTca ANA BbIBOAA B OTY4ETaX. MOMXHO 3arpy»KaTb nsobparkeHus
B dopmaTtax BMP, PNG n JPG. PeKomeHayeTca MCNO/1b30BaTb M306parkeHnn pasmepom 64x64 nukcens.

5.3.2. Hacrpoiika rpadpuyecKux njiaHOB
Mcnonb3oBaHne rpadpuyeckmx nnaHoB obecneymBaeT WHTEPAKTUBHOE yMpas/eHWe YCTPOWCTBamMu W

HariagHoe oTobpakeHne TeKYLLEro COCTOAHNUA YCTPOMCTB B cUCTEME.

B KauecTBe rpaduyecknx naaHoB mMoryT 6biTb MCMOAb30BaHbl M306paXKeHMs Kak B BeKTopHom (*.DXF),
Tak u B pactposom (*.JPG, *.BMP, *.PNG) dopmatax. [1na 60nee KOppeKTHOro macwtabnpoBaHusa naaHa
peKoMeHAayeTCA UCMO0/1b30BaTb BEKTOPHbIE MJIaHbl. He peKomeHayeTcs UCcnoib30BaTh PacTpoBble daitsibl
C paspelweHnem bonee 1920x1080.

5.3.2.1. Pa6oTa c AepeBOM IJIAHOB
Ona  BXxoga B peXMM  HACTpPOMKM  rpaduyeckux nnaHos  Bblbepute  6noK  «CTpyKTypa

obbekTa—Ipaduyeckne nnaHbi». [pu 3TOomM OTKpoeTca dopma ANA pedakTUPOBaHMA MAaHOB,
coaepKallee AepeBo YCTPOWUCTB U AepeBo niaHoB (Puc. 5).



‘ «bacTnoH-3». Pykos

0/,CTBO aAMWHUCTPATOPA

\ bacTuoH-3 — MaHens ynpasnexua Onepatop: q SER
OCHOBHO® MeHI0 ¥ CTPYKTYypa o6beKkTa » MpaduuecKkue nnaHsl
X/ H X
e B . i ;
N[z renrerle [ ]= con M| maee] ] e rante
EEl— 0 =0 4 & Toucy Q
Q ~ MUKTerpaMMB:
4 30aHue [ ByxranTepus
El 3aative [E KoxTponnep 01
' Temklpo
— ; * MonuroHsl
il
v MepumMeTpol
A% Nepumetp 01
1 »
| )
I?EI E”" =3 CyuTbiBaTeNb ... [onMrod
Touc Q OToBPaKaTh B HOPMA.. E
#i* Mepumerp 03 - Mpo3paqHocTs ~
42 Mepumetp 04 3 NnaThopMa ANK COIRAHUA
& Tef FR
2 Cy a é‘ BHSTION MHTErPHPOBAHHOM CHCTEMBI YcTpoiicTso
4 g2 CynpeMa (e Al Be30MNacHOETH
4 g CawToiBaTENN
[] CamToizaTens Suprema FaceS
[] CamToizaTens Suprema FaceS
[] CamToizatens Suprema FaceS _
L] ] Npubnuxexue: 1 lopu3oHTanbHoe cMeleHue: 0 BepTukansHoe cMellieHue: 0

Puc. 5. PeXXMm HacTpOMKM NAHOB

N306parkeHMA NiaHOB XpaHATCA B H6a3e AaHHbIX. YNpaBaeHUe UMK OCYLLECTBANAETCA C MOMOLLbIO OKHa
«CnucoKk uzobpaxceHuli» (Pvuc. 6). OHO Bbi3blBaeTcA Npu [06aBAEHUM HOBOro naaHa mam m3 610Ka

«M306pakeHme» B naHeAn UHCTPYMEHTOB. B 3Tom OKHe MOXHO A06asuTb U3 daina, nepeMmeHoBaThb,
3KCNopTUpPOBATbL B Ppana nbo yaanutb n3obparkeHune naaHa.

Cnucok nsobparkeHuUmn

=[]

TeuHlpo

3,"IEKT|IOP Hble CUCTEMBI

PoBaHHDA CHETEMEI
HOCTIA

BIBASTION 3

MROrEI G RO

Pasmep naobpamenun: 2268 x 1276 Pasmep daina: 535,65 KB Tun: .JPG

OTmeHa

Puc. 6. Cnucok usobpakeHunii nn1aHoB

Ona pobaBneHnsa HOBOro niaHa BblbepuTe HyKHbI Habop nnaHoB B gepeBe «Habopbl NAaHOB» M

Ha*XMUTe KHOMKY « [T » Ha naHenun Hafg AepeBOM M1aHOB. B NOABMBLUEMCA OKHE YKaXuUTe HyXXHoe

nsobparkeHue nnaHa, 1Mbo gobasbTe HoBOE. 0C/1e 3TOrO MOXKHO NEePeMeHOBaTb A00aBAEHHbIN NaaH.
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[ns BEKTOPHbIX NJ1aHOB MOXKHO YKa3aTb UBeTa GOHa, TEeKCTa U IMHUIA. ITK LBeTa 6yayT MCNoNb30BaTbCA
TONbKO, €C/IM OTK/IoYEeHa HacTpoMKa «Mcnonb3oBaTb UBeTa AutoCAD» B «JIOKafibHbIX HACTPOMKax».
LiBeT poHa NpUMeEHAETCA TaKKe U A5 PacTPOBbIX M306paXKeHMin 3a rpaHNLAMKN CamMOoro U306parkeHus.

lMpuopumem naaHa NCNONb3YeTCA NPU BKAOYEHHOM PeXKMMe aBTONepPeK/I0UYEHUA NAaHOB Mo CObbITUAM
AnA Bblbopa Hanbonee NPUOPUTETHOrO NIaHa C MUKTOrPaMMOWM YCTPOICTBA-UCTOUYHMNKA COBbITUA.

Ana yaaneHna nnaHa nnauv Ha6opa Nna1aHOB U3 Aepesa N1aHOB, Bbl6epMTe 3TOT OOBEKT U HAaXKMUTE KHOMKY

«YpanuTb ¢ nnaHa» (« = ») Ha maHenu Hag, naaHom.

ONnA yoaneHua NUKTOrpamMmm U Apyrux rpapuyeckmx o6beKkToB C MAaHa UCMOAb3yWTe KHOMKY « & » B
naHean MHCTPYMEHTOB.

MpuBA3Ka Habopa NAaHOB K PO/IM ONepaTopa OCYLECTBAAETCA B OKHe «Poan onepaTopos».

[nA BbIXO4a U3 peXkMma HaCTPOMKM NIaHOB 3aKPONTE OKHO peaaKkTUpPOBaHWA NAaHOB.

5.3.2.2. PaccTaHOBKA NMKTOrpaMMm
Mocne pobaBneHUA OAHOTO UM HECKOJIbKMX MJIAHOB Ha HMX MOTYT ObiTb BbIHECEHbI MUKTOrpammbl

yCTpoMcTB. MUKTOrpaMmmbl NEpPeTackMBalOTCA Ha NAaH M3 AepeBa YCTPOMCTB, PACcNoOIOKEHHOrO C/eBa B
HUMKHEWM 4YacTM OKHa. Bce ycTpoiicTBa B AepeBe CrpynnuMpoBaHbl MO MOAKAYEHUO. TaKKe MOXHO
BbIHECTU M3 AepeBa «Habopbl NN1aHOB» Ha MJaH MMKTOrpaMmbl 4PYroro rpaduyeckoro naaHa 13 Toro e
Habopa NJaHoB ANs ONepPaTUBHOMO NEPEKNOYEHUA U MOHUTOPUHIA COCTOAHUA.

B perkMme HaCTPOMKM KapT BO3MOXKHO TaKKe nepemelleHue, yaaneHne Uam HacTpoiiKa CBOMCTB NtobbIx
MMEIOLLMXCA Ha MJIaHe MUKTOrpamm (C MOMOLLbIO KOHTEKCTHbIX MEHI0 MUKTOrpamm U 610Ka CBOWCTB B
NPaBol HWXKHEN 4YacTM OKHa pefakTopa NAaHOoB). MmeeTca BO3MOMKHOCTb BbILENATb U BbIMNOAHATbL
OCHOBHble AeWCTBUA (NepemelleHne, yaaneHne, UsMeHeHe CBOMCTB) Cpasy HECKO/bKUX MUKTOrPamm.

,ﬂ,ﬂﬂ BblaeneHunAa rpynnbl NMMKTOrpamm nooqepép,Ho LLI,EI'IKaf;ITe no HMUM MbIWbIO, YAEPXKUBAA KnaBULWy
Shift.

Ypanutb NUKTOrpammy MOXKHO, BblAeNus eéwu Bbl6paB N3 €€ KOHTEKCTHOro MEHH NYHKT «Y0anntb».

5.3.2.3. IIpeaycTaHOBKHU
OnA Kaaoro naaHa MOMHO 3a4aTb Habop NpedycTaHOBOK, BKAKOYAOWMX B ceba KoopAuHaThl

FTOPU3OHTA/IbHOIO U BEPTUKAJZIbHOTO CABUIA, a TaKKe KOBde)VILI,MEHT I'lpM6fIVI)'KEHMFI, nepexo K KotTopbim
OCYyLLECTBNAETCA B AEXYPHOM pexXunume npu Bbl60pe COOTBETCTBYHOLWENO NYHKTA B KOHTEKCTHOM MEHIO

nnaHa. 3agaTtb NPeAycTaHOBKY MOMKHO C MOMOLLbIO KOMaHabl «[106aBuTb npeaycTaHOBKY D{. » C
naHean MHCTPYMeHTOB (by4eT co3aaHa npeaycTaHOBKA, COOTBETCTBYIOLLAA TEKYLMM HAaCTPOWMKam MniaHa
B peAaktope). B naHenn CBOMCTB NpeayCcTaHOBKM €CTb BO3MOXHOCTb 334aTb €€ MMA, BPYUYHYIO BBECTM
COBUMM OTHOCUTE/IbHO FOPU30HTA/IM U BEPTUKAAN BMECTE C NPUBAUKEHNEM.

[na Toro, utobbl BLINOAHWUTL NPEAYCTaHOBKY MAaHa HeMocpeACTBEHHO B peAaKTope naaHos, Bbibepurte
eé B AepeBe 3/1eMeHTOB N/aHa U ABaXKAbl WENKHUTE NO Hell.

5.3.2.4. PucoBaHue MHOTOyTr0JIbHUKOB
Kaxkpoe ycTpoiicTeo B MK «bacTMOH-3» MOKeT bbITb NpeAcTaBieHo Ha NiaHe He TOIbKO MUKTOrPammon,

HO M MHOFOYro/IbHUKOM NPoun3BoabHON Gpopmbl (cm. Puc. 5).

Ona toro YTOObI HapuncoBaTtb MHOITOYroJibHUK I'IpO,CI,EI'IBI?ITG cneagywuime onepauunn:
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Mepeiante B peKUM PUCOBAHUSA MHOTOYrO/IbHUKOB (« I} »). J/leBol KHOMKOM MbILWK WeNKalTe B yrnax
Tpebyemoro MHOroyro/ibH1Ka.

Buibop ycTpoiicTBa

i F sy Q
4 2 Peridect
e MepumeTphl
Mepumerp 01

Mepumerp 02

Mepumerp 04

P MpuBopt

Otmera

Puc. 7. OKHo Bblbopa ycTpoiictBa ana
MHOrOYrosibH1Ka

[na 3aBepllieHMA PUCOBaHMA LWIENKHUTE MNPaBOM KHOMKOM MblwKn. [lBe KpalHWe BepluuHbl 6yayT
coegMHeHbl Mexay coboli. Ha 3KpaHe nosBUTCA OKHO C Aepesom ycTpolicts (Puc. 7). Bbibepute

YCTPOMCTBO, KoTopoe bygeT 0603HaYaTb MHOFOYrofibHUK W HaxkmuTe «OK». Mpu HaxkaTum «OTmeHa»
HapPWCOBaHHbIN MHOTrOYroNbHUK 6yAeT yaaneH ¢ nnaHa.

[na BbIX04a M3 pexxnma pMCcoBaHWA MHOTOYro/IbHUKOB NepenguTe B pexxnm «Boibop anemeHToB L3 ».

KOOpAVIHaTbI 1N KO/In4ecCcTBO BEPLUMH MHOTOyroJibHMKa MOXHO U3MEHUTb NOC/Z1€ OKOHYaHNA PUCOBaHUA.

a—
Ona atoro HEO6XOAVIMO HaXaTb HAa KHOMKY «PELI,aKTMpOBaTb BepLUNHbI :?‘ » B MAaHEN UHCTPYMEHTOB.

MosasuTca popma (Puc. 8), B KOTOPOIN MOXKHO OTPeAaKTUPOBATb KOOPAMHATLI X U Y KaKa0oN BepLWUHbI, a
TaKKe f06aBUTb HOBbIE UM YAANUTD IULLHME.

PefEI,aKTI/IpOBaHHe BEPLWH

+

X Y
602,6816 3572682
597,486 211,7933
7523129 196,2067
762,7039 3479162

Puc. 8. PepgaktupoBaHue BepunH
MHOrOYrosibH1Ka

5.3.2.5. PucoBaHue nepuMeTpoB

MepumeTpsbl B MK «BbacTMoH-3» moryT 6bITb OTOOpPaXKeHbl Ha NaaHe C MOMOLLbIO CreLnabHbIX 06 EKTOB
— JIOMaHbIX IMHUIN NponsBonbHOM dopmbl (cm. Puc. 5).
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[nsa Toro ytTobbI HAPUCOBATL NEPUMETP NPOLENANTE Ceayowme onepauun:

i3 ==l ~ iv3 ~
Mepengute B peXMm PUCOBAHUS NEPUMETPOB (« i:-f; »). JleBOW KHOMKOW MbILWK LLeNKaWTe B yraax

Tpebyemon NOMaHOWN IMHUWN.

[nA 3aBepLUIEeHNA PUCOBAHMA LLEJIKHUTE NPABOM KHOMKOW MbIWK. Ha 3KpaHe NOABMTCA OKHO C AePeBOM
ycTpoicte (). Bbibepute ycTpoicTBo, KoTopoe byaeT obo3HayaTb nepumeTp U Haxkmute «OK». Mpwm
Ha*KaTum «OTMeHa» HapMCcoBaHHbIM NepumeTp byaeT yaaneH ¢ nnaHa.

[119 BbIXOZA U3 PEKMMA PUCOBAHWA NEPUMETPOB NepeiauTe B pexkum «Boibop anemeHtos M ».

KoopanHaTbl U KOMYECTBO BEPLUMH MEePUMETPa MOXKHO M3MEHUTb NOC/Ie OKOHYaHMUA PUCOBaHUA. Ons

F—
3TOro HeobXo4MMO HaXaTb Ha KHOMKYy «PefakTMpoBaTb BEPLUMHbI 2= » B NaHeNN WHCTPYMEHTOB.

MNossutcs popma (Puc. 8), B KOTOPOI MOXKHO OTPeAaKTMPOBaTh KOOpAUHATLI X 1 Y KaxaoW BepLUMHbI, a
Tak»Ke A06aBUTb HOBbIE AN YAANUTb JINLLHKE.

-
e

LI

KHonKa «M3MeHUTb HanpasieHne nepumeTpa ——_» No3BOASET NOMEHATb NOPAAOK C/1e40BaHUA BEPLUMH
nepumeTpa Ha obpaTHbIi. ITO MoKeT NoTPeboBaTLCA AN KOPPEKTHOrO OTOBPAXKEHUS TOUKM CPAabOTKK
nepumetpa.

5.3.2.6. HacTpoiika CBOICTB rpadpuueCcKUx 3J1EMEHTOB
C KaxAablM rpapuyeckMm snemeHTOM NAaHa (MMKTOrpammon, MHOFOYroJIbHUKOM WAW MepuMeTpom)

CBA3aHa NnaHesib CBOﬁCTB, PacnosoXeHHaA B MPaBOM HUXKHEM YyIrny OKHAa pedaKTupoBaHuA.
3pech MOTyT pe4aKTnpoBaTbCA chegyrowme CBOWCTBa:

HanpaeneHue nukmoz2pamMmsl. KHOMKKM CO CTpesikamu MO3BOASIOT BblbpaTb O4HO M3 HanpaBAeHWM
OTOBPaXKEHNA NUKTOrpaMmbl. [1A HEKOTOPbIX YCTPOMCTB AOCTYMHA TO/IbKO YacTb HanpasBAeHU.

Pasmep. C NOMOLLbIO KHOMOK B rpynne pasmep MOXHO YyCTaHOBUTb Tpebyemblii MacluTab NMKTOrpammbl.

Yecmpolicmeo. MOXHO M3MEHUTb CBA3AHHOE C MUKTOrPamMMOM YCTPOMCTBO YXKe Mocae YCTaHOBKU Ha
nnaH.

He nokasbigeams nNUKMo2pammy 8 HOPMAsbHOM cocmosHuUU. [03BONAET YCTaHOBUTb PEXUM, MpU
KOTOPOM 3N1eMeHT byaeT oTobpaxaTbCA TOMbKO MNP BO3HWUKHOBEHWUWU TPEBOMM WAM HEUCNpPaBHOCTU
(0BbIYHO 3TOT peXKMM UCNONb3YETCA AN1A OXPaHHbIX Waelidos).

Bud. Ecnn ycTpoMCTBO MOXKET oTobpakaTbCA MPU MOMOLLM HECKOJIbKUX PasHblX MUKTOrpamm, TO U3
BbINAAAOLWEro CNUCKa «BMA» MOXKHO BbIOGpaTb BMA MUKTOrPamMmMbl.

KoopouHameoi X, Y. [03BONAIOT BPYUHYIO YKa3aTb KOOPAWHATbI JIEBOTO BEPXHETO Yr/ia NMUKTOrPaMMbl.

Mpo3payHocme. [ONA NONMIOHOB NO3BOAIAET 334aTb CTeneHb Npo3payHocTu (0 — Henpo3spayHbli, 100 —
NOMIHOCTbIO MPO3pPaUHbIi).

Y201 nogopoma. Ana NUKTOrpamm no3BoAET YCTaHOBUTb NPOU3BOJIbHbIM Yroa NOBOPOTA B rpagycax.

[na nuKTOrpammbl MnaHa BMECTO CBOWMCTBa «YCTPOMCTBa» AOCTYMHO CBOWMCTBO «[lnaH», KoTopoe
no3sosiseT BbIbpaTb HEOOXOAMMBIN NaH U3 COOTBETCTBYHOLWEro Habopa.
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5.3.3. PegakTop NUKTOrpaMm
B MK «BacTMoOH-3» ecTb BO3MOMHOCTb WM3MEHSTb BWA MUKTOTPamMm YCTPOMCTB M A006aBnATb CBOM

COBCTBEHHbIE MWKTOrPammbl. s 3TOro B MaHenu ynpasieHua cnenyeT BblbpaTb 610K «CTpyKTypa
obbeKTa — Pegaktop nuKktorpammy». OTKpoeTca popma peaakropa (Puc. 9).

Ona Kaxaoro TMna yCTPOMCTB MOMKET ObiTb OnpeAeneHo HECKOJ/IbKO BUAOB NMUKTOrpamm. KOHKpeTHbIM
BM, YKa3blBAaeTCA B CBOMCTBAX KaxKAoOW MWMKTOrPaMMbl, BbIHECEHHOM Ha MniaH. [AAa KaxKkgoro «suaa»
NMUKTOrpamMmm HeobxoAuMOo HapucoBaTb M306parkeHMA Mog Kaxkgoe CoCTosiHWE, AOCTYNHoe ANA 3TOoro
TMNa ycTpoiicte. Hanpumep, utobbl 406aBUTb HOBbIM BUA MUKTOrpaMMbl « TPEBOXKHOM KHOMKU», cneayeT
HapucoBaTb n3obparkeHune ana 3-x coctosiHUn: «CoCToAHMEe Hen3BEeCTHO», «HopmasibHOe COCTOAHMEY U
«HepoctynHo».

CnenyeT MmeTb B BUAY, YTO UBET GOHa MUKTOrPamMmbl He HaCTpPamBaeTca M 3aBUCUT OT TEKyLLero
COCTOAIHUSA YCTPOMCTBa. POH MOKET BbITb CEPbIM (B HOPMAsIbHO WM HE aKTUBHOM COCTOSIHMM), 3e/1eHbIM
(aKTMBHOCTB), *KENTbIM (HEUCMPABHOCTb) MM KpacHbIM (Tpesora). Bo3moxkHble ugeTa ¢oHa cnegyet
YUnUTbIBaTb NpM pa3paboTKe BMAA NMKTOrPaMMbl.

Bce nukTorpammbl, ucnosbsyemblie B MK «bacTMoH-3», xpaHaTca B 6a3e AaHHbIX.

OKHO pefaKTopa MUKTOrpaMm BK/OYAET MaHeb UHCTPYMEHTOB, AEPEBO MUKTOrPamMm U, cob6CTBEHHO,
nose AnA pUCOBaHMUS.

B Bactuod-3 - MNaxens ynpaenedua Onepatop: q - [m| X

OcHoBHoe meHw ¥ CTpykTypa obnexta » PegaxTop nukTorpamm

— @ .‘ \ A O [ G _ User Kon'r,-’aa:-' Lﬁe'sanzsm:-' ﬁ #
Mouc Q 4 %

» pynna pasaenos (koa: 27)

¥ [pynna Tenekamep (koa: 2)

4 flgeps (kog: 3)

4 Ngepb

Bznom (aoctyn orpanuuen) (ke
Bznom (kog: 10)
Bxog (goctyn orpanuden) (kog
Bxog (koa: 12)
Bxog nog npuHysaeHrenm (kog
Brixoa (aoctyn orpanuyet) (ke
Brixog (kog: 20)
Brixoa nog npumyxaermnen (ki
He sanepto (kop: 36)
HopmaneHoe coctoanue (kog:
Orkpeito (nocTyn orpaxnyeH)
PazBnokuposano (kog: 17)
Coctoarne newssectHo (kog: (
Tpesora npu exoae (aocTyn or
Tpesora npw exoae (koa: 6)
Tpesora npu Buixoae (aoctyn
Tpesora npu Buixoae (koa: 7)
¥Yaepxanwe (gocTyn orpannye

Yaenwanue (kon: 24)

1 > Kypeop |

4 Brmanne! [ins oroGpaxenms obrosnen

Puc. 9. 06wunii B pegakropa NUKTOorpamm

ONna pefakTMPOBaHMA NUKTOrPammbl CieayeT BblbpaTb B AepeBe c/eBa HEOBXOAMMOE YCTPOWCTBO U
COCTOsAHME.

Ons pobaBneHWs HOBOFO BMAA MWKTOrPaMMbl cClefyeT BblAeNUTb B AepeBe HeobXxoauMmbli TUN

YCTpOﬁCTBa N HaXXaTb KHOMKY ((ﬂ,06aBVITb + ». B noasmeLLIEMCA OKHE cneanyer BbI6paTb COCToAHUE, ONnA
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KOTOPOro npegHasHayeHa NMKTOrpamma. 34ech e MOKHO 3arpy3unTb NUKTorpammy s ¢alina ¢opmarta

SVG. Mpu umnopTte n3 SVG-dpainnoB ectb pas orpaHUYEHUN:

He #0nKHbI MCNONb30BaTbCA COU (rPYNNUMPOBKKM), 1MBO BECb PUCYHOK A0AKeH BbiTb B O4HOM
cnoe.

PucyHoK ponxkeH ObiTb BbIMNOJIHEH TONbKO O6beKkTamu <path> (nocne pucoBaHus cnegyet
npeobpasosbiBaTh PUrypsbl B <path>).

KoopguHaTbl ToueK y <path> gonxKHbl 6bITb B MHTEepBane [0; 24] , T.K. pa3mepbl MUKTOrpamm
24x24.

06BOAKY Yy GUrypbl YKasbiBaTb HE HYXKHO, TOJIbKO 3a/iMBKY. BM3yanbHy0 MMUTaUmMo 06BOAKM
durypbl MOXKHO HapucoBaTb ceaytowmm obpasom: HapmucoBaTb GUrypy C 3a/IMBKOM TOTO LiBETa,
KOTOpbIA A0NXeH 6biTb Y 06BOAKM, HapMCcOBaTb TaKyl e OGUrypy MeHbllero pasmepa c
33/IMBKOM OCHOBHOFO LBETa M MOMECTUTb MeHblylo ¢urypy nosepx 6osblion. PasHuua B
pasmepe n byget ob6BoaKoN. MNpu 3arpyske svg B pefaKkTope NUKTOrpaMmm Bce ob6bekTbl <path>
KOHBEPTUPYIOTCA B CMJIOLLHbIE MO/MUIOHbI (MHOTOYro/IbHUKM), KOTOPblE HE MOTYT UMETb BHYTPU
cebs «nycToTbI».

enatenbHO KaxKayro pUrypy pucosatb oTAe/bHbIM <path>.

<path> B svg-daine OONXKHbI UATU B creaylollem nopsagKe: anemeHT <path> ana ¢urypol A,
KOTOpas AO/iKHa 0TobpasnTbca noBepx ¢purypbl b, gonkeH pacrnonaraTbCs MO3XKe 3/eMeHTa
<path> ans durypsl b (noppobHee
https://www.w3.org/TR/SVG11/render.html#RenderingOrder).

C NnOmMoOLLbI0 KHOMOK Ha naHenu UHCTPYMEHTOB MOXHO BbIMNO/IHATb OCHOBHblE Oonepaunn C anemMmeHTammn

NMUKTOrpPaMm:

Onepaunn BblgeneHMa U KonmposaHuMAa — «BbipesaTtb Lyﬂ », «KonuposaTtb D—-l», «BcTtaButb m »,

«Bblgenntb BC& iy » M «YaanuTb BCé %> ». PeKOMEeHAYeTCA MCNONb30BaTb ONEPaLMM KOMUPOBaHUA 1

BCTaBKKM anAa Co3gaHnA OAHOTUNHbBIX MUKTOrpamMmm ANA pa3HbIX COCTOSIHWM yCTpOl‘/JICTB.

Onepayum p1coBaHUA NPAMBbIX « » U NOMAHBIX IMHWIA “ A, ”, 3nanncos “ ¢« ”, npamoyronbHukos “

[1”, mHoroyronbHukos “¢"Z ” n kpuebix “(_, "

onean'MM yCTaHOBKM LI,BETa KOHTypa 1N 3a/1INBKU (LI,E-ET KCIHT}'F:IEI: - w LI,EET SANHEBKK: w )

TaKKe, 0TAe/NbHO MOXKHO BbIBECTU CMUCOK 91€MEHTOB NMNKTOrpamMmm, Ha*aB Ha KHOMKY « E] ».

Ona NoMmaHOM IMHUM N MHOTOYTOJIbHMKA MOMKHO BPYYHYIO OTPEAaKTUPOBaTb CMMCOK BEPLUNH, HaXaB Ha

Y
KHOMKY « 8= ».

-l-'l'] l'l'-l - 1
Onepauumn nosopoTta (14 ‘1 ) n oTpaxkeHua (=== [1i[] ) BbIAENEHHbIX 3/1EMEHTOB NMUKTOrPamMM.

MNocne 3aBepweHnAa peaaktMpoBaHnA NMUKTOrpamMmm U3IMEHEHUA cnenyeT COXPaHUTb, HaXKaB Ha KHOMKY

BHumaHue! [locne coxpaHeHUAs U3MeHeHUl, BHECEHHbIX 8 MUKMo2pammsl ycmpolicms,
Heobxodumo nepesanycmumes MoOyab «llocm oxpaHbl» 0149 omobpaxceHUs 06HOB/1EHHbIX
MUKMO2pamMm Ha 2paguyecKux rnaaHax.


https://www.w3.org/TR/SVG11/render.html#RenderingOrder
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5.3.4. I'pynnsl ynpaBaeHUs OXpaHOH

5.3.4.1. OnpejesieHre, HA3HAaYeHHE U COCTAB Py yIpaBJdeHUsI OXpPaHOU
pynna ynpasneHus oxpaHoli (FYO) onpegensetr npasa nosb3osateneir CKY[ no ynpasneHuto

YCTPOMCTBaMM OXPaHHOM CUTHAAN3aLUN.

Fpynnbl ynpasneHua oxpaHoit B MK «BacTMOH-3» NoaAepMBAOTCA HAa CUCTEMHOM YPOBHE M MOTYT
BK/tOYaTb 3/1€MeHTbI PasHbIX ApaiBepos. [pynnbl ynpasieHnsa oXpaHoi He ABAATCA ycTponcTeamm MK
«BbacTnoH-3». Tpynnbl ynNpaBieHUA OXpPaHOW He CBA3aHbl C ypoBHAMM aocTyna CKY[, ato oTaenbHan
CYLWHOCTb.

Moaaep»KKa rpynn ynpas/ieHUs OXPaHON HA CUCTEMHOM YPOBHe M03BO/AET eAMHOO0OPA3HO ynpaBasaTb
npaBamy Mo/sb30BaTesiell CUCTEMbI Ha MOCTaHOBKY / CHATME C OXpaHbl Ana Bcex apansepos [K
«BbacTnoH-3».

YO genAaTca Ha NporpammMHble 1 annapaTHble.

AnnapamHseie YO Bcerga OTHOCATCA K OQHOMY 3K3eMMAApY ApaiiBepa W HanpAmylo 3amnucbiBaloTcs B
COOTBETCTBYIOLUME KOHTPOJ/IEPLl. JIOTMKA yMNpaB/ieHUs C MCMO/b30BaHUEM annapaTHbix YO moxet
paboTtatb 6e3 yyactua MK «bacTMoH-3».

MpozpammHsie YO MOTyT COAEeprKaTb 3N1EMEHTbI, OTHOCALLMECA K PA3HbIM 3K3eMNAspam W Kaaccam
Apaiisepos. MporpammHbie YO o6beanHAOT annapaTtHble MYO.

AnnapatHble YO moryT BK/OYaTb yCTpoicTBa Tuna «Pasaen» n «lpynna pa3aenos», NpuBA3aHHble K
OZHOMY M TOMY Ke 3K3eMNAsapy gparsepa.

Mporpammuble TYO rpynnupytoT ToAbKO annapaTtHble [YO. Kaxgaa nporpammHaa YO moxket
cogepatb 1 UM HeckoNbKO annapaTtHbix YO, HO He 6osiee Yem MO OAHOW OT KaXKAOro aK3emnaapa
ApaiBepa.

Mpy BKAKOYEHMM 37EMEHTOB B annapatHble YO, Ana KaXAoro 3/eMeHTa YKasblBaeTcA MpPU3HaK
B803MOMCHOCMU CHAMUA € 0XpaHsbl. [py 3TOM NOCTaHOBKA Ha OXpaHy A0CTynHa Bceraa.

5.3.4.2. HacTpoiika rpynn ynpaBJieHUs OXpaHOu
HacTpoiika rpynn ynpaBieHWA OXpaHOW NPOM3BOAMTCA Ha cTpaHuue «CTpyKTypa obbekta — Mpynnbl

yrnpaBaeHua oxpaHoM» B naHenu ynpasnenua MK «bactmoH-3». Joctyn K ¢opme pasrpaHuMumBaeTca
OTAENbHbIM NoJIHOMOYNEM «PegaKTupoBaHue NYO».

MporpammHble M annapaTtHble YO cBegeHbl B AepeBO B /IeBOM 4YacTM GOPMbl M CrpynnMpoBaHbl B
oTAe/NbHbIe Y3/bl.

Ona kaxxgon N'YO, He3aBUCMMO OT TUMA, 34eCb MOKHO 3aaTb €€ Ha38aHUe, HeNnoOCPeACTBEHHO B AepeBe
ryo (Puc. 10).

Adpec (Homep). Onsa annapaTHbix NYO cogepKuT agpec uam Homep, nog Kotopbim NYO 3anucbiBaetca B
KOHOUIypaLMio KOHTPONEPOB. 34eCb STOT HOMEpP A0CTYMNeH TONbKO AAA YTEHUA.

Mpun HacTpolke annapaTHbIXx YO B cnMcKke No UEHTPY OoToOpaXkatoTca AOCTYMHble pasgenbl, cnpasa —
pa3fensbl, BKAYeHHble B BbiIbpaHHyto annapaTtHyto YO (Puc. 10):
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;{" Manens ynpasnesnn AMNK “Bactos-2" Cnepatop: g T - 0 x
OcHoBHOe MeHw » CrpykTypa obbekta » [pynnbi ynpaBaeHwWa oxpaHoi
= — ) | X
4 Annaparhbie Y0 Anpec: 2
4 Elsys 4 Paspen 4 Pazpen
Cepeepnan YO Pazgen 1.7_01 Pazgen 1.7_02
Elsys v2

4 [porpammnsie Y0
Cepeuc YO

>
<+

Puc. 10. CsoiicTBa annapatHoi YO

Ona pasgenos, Bxogawmx B annapatHyto N'YO, MOXKHO yKasaTb, NpeaocTaBasaTs v B 3Toi YO npaBa Ha
CHATUE C OxXpaHbl. [na npenocTaBneHUs TakMx NpaB cnegyeT YCTaHOBUTb ¢nar pagom C HasBaHUEM
pasgena, sxogauwero B YO (Puc. 10).

AnnapaTHble YO mMOryT WMMMOPTUPOBATbLCA M3 BHELWHUX WMCTOMHUKOB (dainbl KoHdurypaumu,
HenocpeACcTBEHHO M3 CETU KOHTPOJI/IEPOB U T. N.) M HACTPaMBATLCA B KOHOUIYPaTOPax COOTBETCTBYOLMX
ApansepoBs (Hanpumep, apansepsbl Elsys nam C2000). Mpu umnopTte annapatHoi YO eé cocTtaB MOXKeT
6bITb HensBecTeH B AMK «bacTnoH-3».

Mpu HacTpoike nporpammHon YO B cnucke no LEHTPY oTobparkatoTca AOCTynHble annapaTtHbie YO,
cnpaBa — annapatHble YO, BKAOYEHHbIe B BbiIOpaHHyto nporpammHyto NYO (Puc. 11).

Ona HEKOTOPbIX ,u,paﬁBepOB MOXKeT b6bITb HEOOCTYNHbIM BK/IlOYEHME HECKOJIbKMX annapaTHbIX Nyo s

i
O4HY NPOrPamMMHYL0. B 3TOM C/yyae OHM MOMEYALOTCS 3HAYKOM « “* »,

;{" Manens ynpasnesnn AMNK “Bactos-2" Cnepatop: g T = 0 x
OcHoBHoe MeHIl ¥ CipykTypa oftekta * lpynnel ynpaBneHWs oxpaHoii
;-0 E X
b C2000 4 C2000 4, - 4 C2000
4 Elsys Bce pasgens Cepewc ueHTp
Cepeepran [YO Cepeep 4 Elsys
Cxnagsl TYO Crnag A3C Cepeepnan YO
Elsys v2 Menegxepe ASC
4 [porpammnsie Y0 EprErEm aED
Kab Megeegesoi
Toproeelid 3an A3C *
Ka6 110 03U <
Ka6 N2 201

Puc. 11. Hactpoiika nporpammHoii FYO

5.3.4.3. IIpuBsA3Ka NPONYCKOB K rpyninaM ynpaBjieHUs OXPaHOU
K Kaxkgomy nponycky mokeT 6biTb NpUBA3aHa OAHa rpynna ynpasieHua oxpaHoi. Ecan obnagartento

nponycka HeobxoAMMO ynpaBAATb 3/1eMEHTaMU U3 Pa3HbIX IK3eMNAAPOB ApPaliBepos, NpeaBapUTeNbHO
HeobxoAMmo co3aaTb NporpammHyto NYO, 06begMHSAIOLLYIO 3TU /IEMEHTbI.
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Mpu npusAsKke YO K Nponycky He06X0AMMO YKa3biBaTb PEXKUM UAEHTUOUKALMMU NPONYCKa. BO3MOKHbIe
peXnmbl:

1. o Homepy KapTbl;

2. No lNMNH-koay;

3. No lNMNH-koay 1 Homepy KapTbl.
Mpusaska YO K NpOMycKy MNPOU3BOAUTCA B OKHE CBOWMCTB MPOMYCKa HA OTAENbHOM CTpaHuue
«YnpaBneHne oxpaHoih». [locTyn K 3TOW CTpaHWUUEe pasrpaHUYMBaeTCA OTAE/bHbIM MOJHOMOYMEM
«HasHauyeHue rpynnbl ynpaBaeHUs oxpaHoi». Kpome Toro, onepatopy AoJiKHa ObiTb paspelueHa
cooTBeTcTBYtOWwas NYO.

5.3.5. Hactpoiika TeppuTopui
Noa meppumopueli B MK «BacTMoH-3» NOHMMaeTcA HEKOTOPOe NPOCTPAHCTBO, OFPAHUYEHHOE OAHOW

WAN HECKOJIbBKMMM TOUYKaMM NPoxoaa (ABepAmMM, TYPHUKETAMM, BOPOTaMU U T. 4.). TaKol TeppuUTopme
MOXKET ABNATbCA OLHO KOHKPETHOE MOMELLEHME, FPpynna NOMELLEHUI, 30aHNE LLe/IMKOM, TeppuTopusa
3aBoga U T. 4. TeppuUTopmm MoryT HbiTb BAOXKEHHbIMU. Hanpumep, ob6nacTb KOHTpons «Ha Tepputopum»
MOXKET cofleprKaTb HECKObKO aApyrux obnacteit — "Lex No1", "Byxrantepua" n . a.

TeppuUTOPUN UCMONL3YIOTCA B CEAYIOWMNX CYYanX:
e [lna noucka v nogcyeta fogen.

e B KauyecTBe orpaHuumMBarLein obnactn B cucteme yvyeta paboyero sBpemeHu. Mpu aTom BXoA Ha
TEPPUTOPUIO CUMTAETCA NPUXOA0M Ha paboTy, a BbIXoA, U3 Hee — yXo40M C paboTbl.

e [InA opraHusaumm pexknma rnobanbHOro KOHTpONs nocnegoBaTenbHoct npoxoaa (Global
Antipassback).

e [1ns HACTPOWMKM YpOBHEN AOCTyNa.

[ns HacTpoiKku TeppuTopuii B naHenun ynpasnenus MK «bactnoH-3» cnegyet BblbpaTb NYHKT «CTPYKTYpa
obbeKkTa — Tepputopum». MNpun 3TOM NOABUTCA OKHO, NpeacTaBieHHoe Ha Puc. 12.

Mo ymonuYaHUio B cUCTEME OnpeaesieHbl ABe Tepputopun: «Ha tepputopumn» n «BHe Tepputopumn». 3tn
obnactM yaanutb Henb3a. Ob6nactb «Ha TeppuTOopMM» BCErda MCMOb3YETCA KaK «OrpaHuyunTesNb
TEPPUTOPUM NPEANPUATUA», TO eCTb B 3Ty TEPPUTOPUIO A0/IKHbI BXOAWUTb BCE OCTasbHble. TakXke, No
YyMO4YaHUIO 3Ta 061aCTb UCNOAb3yeTca gas yyeta paboyero BpemeHu. O6nacTb «BHe Tepputopumn» He
oTobpaXkaeTcs B AepeBe, HO e€ MOXKHO BbIOpaTb NPU HAaCTPOIiKe COCTaBa TEPPUTOPUN.
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;{" MNaHens ynpasaesua AlK "Bacwor-2" Onepatop: g T

OcHoBHoe MeHlo * CTpykTypa ofnexta # Tepputopum

+ = — & E X

Mowck... ,O Mapametpel | Coctae

4 ‘l’ Obume napameTpsl

) B 8 SR =i | Vcnanesosath ana yuéra pabouero EpemeHn
2% Byxrantepua Bpems ocryra

28 Oraen KaApOE P

Bpewms goctyna no ymonuanuo
28 Cronosas

Ykasate BpyuHyHD b
a8 Llex No1
ua Llex No2
) @& P x
[ ]
LI |
Hauano OkoHuanne
00:00:00 i 23:59:59 )

DOrn Hegenn MpazgHukm
n B € 4 0O C B Mp Ka
VY VY Y VY v

~+  AoBasuts spementyo soHy

Puc. 12. OKHO HacTPOKK TeppuUTopuii, ctpaHuua «MapameTpbi»

Ona pobasneHWa TEPPUTOPUM MOMKHO HaxaTb KHOMKY « <= » B NaHeNM MHCTPYMEHTOB M BBECTU
Ha3BaHWe HOBOW TeppUTOPUM.

Mocne pob6aBneHns TeppuTopuin ciegyeT onpesennTb, YTo byaeT ABAATLCA BXOAAMU U BbIXOZAaMu gnn
Kaxaou Tepputopmm. [1na 3Toro He06Xo0AMMO YKasaTb, OTKYAa M Kyaa BeAyT TOUKM npoxoga. Hanpumep,

Ha Puc. 13 gBepb «3aBogoynpasneHue» BefeTr w3 obnactu «Ha Tepputopum» B 06aacTb
«3aBogoynpassieHue.
;{" Manens ynpasnesnn AMNK “Bactos-2" Cnepatop: g T - 0 x

OcHoBHoe MeHIl # CipykTypa o6uekta * Tepputopun

+ = — 7 g H X

Mowck... ,O Mapametpul | Cocras

- Mpoxoanan T1

it

[~ Mpoxoanan T2

it

- Cronosaa T1

it

it

I Llex N21 T1
= [ lUexN2T1

Bre TeppuTopnn
BHe Tepputopum
Ha tepputopun
Ha tepputopun

He ykasano

gETT PR HEMEE sEE
4 &3 O 3asopoynpasnerve Touka npoxoga Otkyaa Bxo4 Kyaa sxog
ai Byxrantepun = [ Byxrantepwa D1 He ykasano He yxasano
aZ Oraen kagpos + [ Jseps 6 Byxrantepma Byxrantepusn
=2 Cronosas + [ sepe 7 He ykasaHo He ykasato
=2 Llex Ne1 £ [[H|3asoaoynpasnenme Ha tepputopua 3asogoynpasneHue
a5 Llex N22 = [ Oraen ragpos D1 3aBoaoynpaEneHue Oraen kagpos

Ha repputopun
Ha Tepputopun
Cronosas

Llex N21

He ykasano

Puc. 13. Hactpoiika coctaBa Tepputopmii

OOHOCTOPOHHME TOYKM MPOXOAa TaKKe MOryT Yy4yacTBOBaTb B TEPPUTOPMAX. ITO MMEET CMbIC/,
Hanpumep, NpU UCNO/b30BaHUKU rN0banbHOro aHTUNaccbaka — B 3TOM caydae, AOCTYN MO KapTouKe He



‘ «BbacTMoH-3». PYKOBOACTBO aAMUHUCTPATOPa 45

npefocTaBnseTcA B 3TOM TOYKE MNpoxoJa, NOKa €€ Bhajeneu, He 3allen Ha TeppuToputo,
OrPaHMYMBAIOLLYIO 3Ty TOYKY. Mpn 3TOM crepyeT BbIOMPaATb OOHY M Ty Ke TeppuToputo B cTonbuax
«OTKYaa Bxoa» n «Kypa sxoa». Hanpumep, Ha Puc. 13, oaHocTOpoHHAA «[lBepb 6» HaXOAUTCA BHYTPHU
obnactn «byxrantepua».

Mo»xHo OTd)VIﬂprOBaTb CMUCOK TOYEK NpoXoda C NOMOLLbIO KHOMOK B NAaHE/IN ynpaB/1eHUA:

. lMoKa3sbiBaTb CBO60,D,HbIe TOYKM Nnpoxona, TO eCTb Te, KOTOpble He 3a,D,eVICTBOBaHbI B

TeppuTOpUAX.

MoKasbiBaTb TOUKM NPOX0A3, CBA3AHHbIE C BbIGPaHHOW B AepeBe TeppuTopuen.

=+

=

MoKasbiBaTb TOYKM NPOX0OAA, HE CBA3aHHbIE C BbIOPAHHON B AepeBe TeppuUTopureil.

lMoKa3biBaTb TYPHUKETHI.

lMoKa3biBaTb BOpOTA.

MoKa3sbiBaTb ABEPU.

a & =

Ha cTpaHuue «MapameTpbi» (PUC. 12) MOXKHO HaCTPOUTb CAeaytolLme Onunum:

Vcnonesosame 044 yuéma paboyezo spemeHu. Ecnn dnar ycTaHOBAEH, TO COOLITUA NO 3TOM TeppUTOPUN
6yayT 3acuMTbIBATLCA KaKk npuxoa/yxos ¢ paboTbl. B AanbHenwem, B reHepaTope oT4eToB no paboyemy
BPEMEHW MOXKHO byaeT BblbpaTbh TEPPUTOPUIO, NO KOTOPON GOPMMPOBATL BbIBPAHHDLIN OTYET.

Bpemsa docmyna no ymoauyaHuro. Eciv 3To BpeMA 3aaHo, TO NPW BKIOYEHUWN TEPPUTOPUM B YPOBEHD
A0CTyna, No YMONYaHMIO OHa ByaeT BKAOYEHa C 3a4aHHbIM BpeMeHeM A0CTyna. Bpema Aoctyna MoXHo
3a4aTb BPY4YHYIO MAM BbIGpaTb OAMH M3 CO3A4aHHbIX 3apaHee BpemeHHbIX 6/710KoB. TeppuTopuKn, Ans
KOTOPbIX 33aHO BPEMA A0CTYNa N0 YMOYAHMIO, MOMEYAIOTCA 3HAYKOM « (1) ».

5.3.6. HacTpoiiku nouTsbl
B cucteme moXKHO 33paTb obLiMe HACTPOWMKWM MOAKNIOYEHMA K MOYTOBOMY CepBepy, KOoTopble ByayT

MCMNO/Nb30BaTbCA A48 OTNPABKM 3/1EKTPOHHOM MOYTbl. ITWU HACTPOMKM MOTYT MCMNOAb30BaTbCA AR
paccblNOK OTYETOB MO BPEMEHHbIM PacnucaHUAM, ANA OTNPaBKM OnoBeleHUid moaynsa «bactmoH-3 —
NHPopm» M B OPYyrMx MecTax CUCTEMbl, rae YyKasbiBaeTcA «Mcnosib3oBaTb CUCTEMHbIE HACTPOMKM
noyuTbl». N8 3TOro cnefyeT oTKPbITb cTpaHULUy «CTpyKTypa o6bekTa — HacTpoiiku noutsbi» (Puc. 14).
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B " Bbactuon-3 - lNanens ynpaenenna Onepatop: q

OcHoBHoe meHto ¥ CrpykTypa obbekTta » HacTpoiiku noutsbl

Cepeep ncxoaawWwen NoyTs:

smtp.bastion3.ru X
MopT:

25 VA
Norux

bastion@bastion3.ru X
Mapone:

sesssans L)

z Wcnonb3osate SSL

Puc. 14. HacTpoiiku noutbl

Cepsep ucxodaweli noumel — uMms Unun agpec cepsepa SMTP.

Mopm — nopT cepBepa, 0b6bI4HO 25, 587 nnn 465.

Jlo2uH — aApec 3/1eKTPOHHOM MOYTbI, C KOTOPOro ByAyT OTNPABAATLCA NMCbMA.

Maposb — Naposib ANA NOTMHA, YKa3aHHOTO B NpeablayLiem MyHKTe.

Ucnonezosame SSL — ncnonb3osaTb i NPOTOKOA SSL npu oTnpasKe.

34ecb e MOXKHO npoBEPUTDL HaCTpOIzKM, oTnpasuB TeCToBOE NMCbMO Ha ajpec, yKa3aHHbII7I B HUXKHEM

cTpoke BBoaa (Puc. 14).

5.3.7. HacTpoiika BHEIIIHUX CUCTEM

K MK «BbacTMoH-3» MOXHO NOAKAOYaTb BHELWHWE cucTemMbl Yepes «bacTmoH-3 — Web API».

B aTom cnyuae, Hanpumep, NpPW UCNob30BaHMM Moayns «bacTMoH-3 — JlorMyeckmne cxembl» BO3MOMHA
OpraHu3auMa pe)KMma Mpoxoda yepes TOYKM AO0CTyna C BbINOJHEHWEM 3anpoca Ha MNoATBepXAeHue

[0CTyNa BO BHELHWE CUCTEMBI, MOAK/OYEHHbIE Yepe3 «bacTnoH-3 — Web API».

BHewHAs cucTema J0/KHA bbiTb NpeaBapuTenbHO gobaBneHa Ha cTpaHuue «CTpyKTypa obbekta —

BHewHue cuctembl» (Puc. 15).
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B Bactuon-3 - MNaHens ynpaenenna Oneparop: q - ] X

OcHoBHoe MmeHio ¥ CTpyKTypa o6bekta » BHelwHWe cucTembl

H x
+ Oobasuts EHewHIOO cucTemy
_ X X
Baza aaHHbIX XopowuXx noaei MeaKapTei
BHewHud naeHTudmkatop: BHewHwd naeHTudmkaTop:
45f7e98-f0d2-4117-bcdb-b47858572c9¢ 4b612588-51ca-4b1b-886d-19d9294f2870

Puc. 15. CTpaHML,a HAaCTPOMUKM BHELLHUX CUCTEM

Ka)aaa BHelIHAS cUCTeMa MMeeT Ha3BaHMe U BHELWHW uaeHTUdUKaTop. BHeWHU naeHtTudumKaTop
bynet nepenasaTbcA B KOMaHAax M cobbitnsax Web APl Bonee noapobHo cm. «bactmoH-3 — Web API.
PyKoBOACTBO NporpammumcTar.

5.4. Kondurypauus gpaiBeposn

5.4.1. BHeceHue nH$OpPMALMHU O CEPBEPAX 000PYAOBaHMA U ApaKiBepax
CeTb MK «BbacTMOH-3» COCTOUT M3 cepBepa CMCTEMbl, CEPBEPOB 0O60PYA0BaHUA, KIMEHTCKUX paboumx

CTaHUMI M YCTPOWCTB, 06CNYKMBaEMbIX ApaliBepamMm.

B MK «bactnoH-3» pomkHa 6biTb gobaBneHa MHbopmaums obo Bcex cepsepax obopyaosaHuA,
nucnonbsyembix B cucteme. [106aBAsATb KOMMbIOTEPbI, UCNOAb3yeMble TO/IbKO A/1A 3aMyCKa KAUEHTCKUX
NPUNOXKEHUIN, HET HEOBXOANMOCTH.

Ona pobasneHusa, ypaneHna v pefakTMPOBAHWUA CBOWCTB cepBepoB obopyaoBaHMA Heobxoanmo
BbIbpaTh 610K «[lpaliBepbl» B OCHOBHOM OKHe U 3aTem 610K «CepBepbl 0bopyaoBaHua». Mocne sToro
OoTKpoeTcs dopma, NnpeacTaBneHHasn Ha Puc. 16.

[g BactnoH-3 — MNaHenb ynpaeneHna OnepaTtop: q = [mf

OcHoBHOe MeHK ? [palieepbl » CepBepbl o60pyaoBaHMsA

|4 & Cepaepti obopynosaus | UMS:
« [§astra | Elsys Mobile
#. Elsys Mobile Tun gpaieepa:
& 3aps BacTWoH-3 - Elsys Mobile
&' NysxkTup-C
& Ccynpema

Puc. 16. OKHO HacTpoiiku «CepBepbl 060pya0BaAHUAN»
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Ons pobaBneHua cepsepa Heobxogumo nepelTn Ha y3en «CepBepbl 060pyLOBaHUS» B AepeBe U
Ha)KaTb Ha KHoNKy «Job6baBuTb HOBbIN cepBep obopyaoBaHua» (Shift+lns). Mpu atom B Aepese
[06aBMTCA HOBbLIN y3e/, @ B NpaBoi Yact popmbl 0TOO6pasnTca none «Mma», B KOTOPOE HYXKHO BBECTU
uma unu IP-agpec cepsepa 060pya0BaHUA.

BHumaHue! Umsa cepsepa 060py0os8aHUA MOMCHO UCMO/A6308aMb MOSLKO 8 C/y4de, ecnu OH
docmyneH 0715 NOOKAoYeHUs o OaHHOMY umMmeHu. [Tposepums docmynHOCMb cepsepa no umeHu
MOIKHO C MOMOWbi0 KOMAHObI ping. B npomusHom cay4ae cnedyem ucnosns3osame IP-adpec.

Ona pobasneHusa 3aksemnnspa ppariBepa HeobxoamMmo BblbpaTb cepsep obopyaoBaHuA B Aepese,
Ha)KaTb KHOMKY «ao06asBuTb pgpalisep» (Ctrl+Iins), BBECTM Ha3BaHME YCTPOMCTBA, BbIGPATL TUN
pobasnsemoro gpavisepa (Puc. 16).

Ecnv pna nopkntoyeHus obopyaoBaHuA apariBepa mucnonbdytorcs COM-nopTbl, TO UX Heobxogumo
£06aBuTb K gpaliBepy, Bbibpas y3en apaiiBepa U HaxkaB KHOMKY «[o6asutb COM-nopt» (Ctrl+Ins). Ona
HeKkoTopbix gpansepos COM-nopT pobasnsetca aBTomaTuydeckn. Homep morKeT 6biTb BblbpaH U3
AnanasoHa oT 1 go 256, ogHaKo peanbHoe KoAnyecTBo cBoboaHbIXx COM-NopToB MOXKET 6biTb MeHbLUE.
[na KoppeKTHoro Bblbopa Heob6XoAMMO onpeaennTb HOMEepa AOCTYMHbIX (He 3aHATbIX APYrvMmMu
yctpoicteamm) COM-nopToB Ha BbiIbpaHHOM cepBepe obopyaoBaHus.

BHumaHue! [na eo3moxmHocmu pabomel cepsepa obopydosaHua ¢ COM-nopmamu 8
onepayuoHHoli cucmeme cemelicmea JIUHYKC HeobXoOUMO HA KOoMblomepe, HA KOMOPOM
pabomaem cepsep obopydoeaHus, 0obasums noab3zosamesns bastion e epynny dialout,
Hanpumep ebinosaHus komaHdy: sudo usermod -aG dialout bastion.

[ns Kaxkporo ApaiiBepa He0HX04MMO 3aN0AHUTL 4Ba NOAA:

Uma — cnyxuT gna BBOAA YHWKA/NIbHOTO MMEHM 3K3emnaspa ApalieBepa, obecneynBatowero ero
MaAeHTUPUKauMio nNpu ganoHenwern Hactporke MO. [OnvMHa Has3BaHMA He A0/KHA npesblwaTtb 40
CMMBO0B, Hanpumep, «Cnuctema TB HabaoaeHUAY.

Tun Opatisepa — none CAyUT Ana Bbibopa ApanBepa, obecneynBatloLLEro B3aMMOAENCTBME C BHELLHEN
CUCTEMOW.

[88) BacTnoH-3 — NaHens ynpaenexns Onepatop: q = =) X

OcHoBHoe MeHI0 ¥ [lpaiiBepbl > Cepeepbl o6opyaoBaHus

H x -

£ Cepsepbl 0b6opyposany ~ | M%:

4 [ astra | 33pA 2
& Elsys Mobile Tvun apaiBepa:
% 3aps 2 BacTvoK-3 - 3aps v
& 3aps
& NynHxTup-C
& Cynpema -

Puc. 17. flo6aBneHune 3K3eMnAApoB gpaiiBepoB
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Ona Toro YTO6bl BHECEHHbIE U3MEHEHUSA BCTYyNWan B cuny, H606XOAMMO nepe3anyCctntb Nporpammy Ha
Bcex pa60‘-IMX CTaHUMNAX CUCTEMDI 6e3onacHOCTW.

Mocne pobasneHna ppaviesepa B 610Ke «[palBepbl» MaHeNM YynNpasieHUA MOABATCA MYHKTbI,
OTHOCALLIMECA K HacTpolike AobasneHHoro apaisepa (Puc. 17). CBeaeHMA O HaAcTPoOMKax KaKaoro
ApaliBepa CM. B pyKOBOACTBE Ha 3TOT Apalisep.

[3% BacTmoH-3 - Maxens ynpaenexna Onepatop: q o ok B

OcHoBHOe MeHI0 ¥ [ipaiisepsl

B2 Cepsepbl 060 OBaHUA YnpaeneHue apaiBepamm CUHXPOHW3aUWA BPEMEHM
I ceveomoCopveossein o} M bReVieHG HpalieeD @) SonaiEsn

Opaiieep "Elsys Mobile"

7 7 E‘;
LAY AN\
MoBunbHbie OCHOBHBIE PerucTpauus no
TOYKM gocTyna HACTPONKW QR-kogy

bacTuoH-3 - Suprema

Y @
LAY >
Kondurypatop WHuumnanusauma
HacTpoeK 1

nepcodana

Puc. 18. Mpumep meHI0 gpailiBepa

Ons pefakTMpoBaHMA MMEIOLLEroca B CMUCKe cepBepa UM ApaiBepa cieayeT BblAenTb ero B Aepese
MbILLbIO U B NpaBoi YacTM ¢opMbl 0TOOPA3ATCA NOAA ANA PeAaKTUPOBaHMUA.

BHumaHue! Komneromep, Ha Komopbll HAa3Ha4eH cepsep cucmemsel, HedocmyrneH 014
pPedaKmMupo8aHUA U 8bloeseH 8 0epese rnoayHUpPHbIM WpPUGmMom.

Co34aHHY0 KOHUrypaumio cnesyeT coXpaHuTb, HaxaB Ha KHOMKy «CoxpaHutb» (Ctrl+S). OTmeHa He
COXPaHEeHHbIX U3MEHEHWI OCYLLLECTBAAETCA KHOMKOW «OTMeHUTb» (Ctri+Z).

5.4.2. YnpaB/jieHue ApaBepaMu

B cucteme npenycMoTpeHa BO3MOXKHOCTb PYYHOM OCTAaHOBKM M 3anyCcKa ApanBepoB HE3aBUCUMO ApYr OT
apyra. OcywecTBAATCA AaHHble AeNCTBUA B OKHe «YNpaB/ieHue ApaniBepamu» MaHenn ynpasiaeHus.
BHelwHMI BUA OKHA «YnpaBneHue apaliBepammn» npeactasnieH Ha Puc. 19.
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[5.3] BacTtMoH-3 — Manens ynpasnedus Onepartop: q - 0O x

OCHOEHOe MeHK ¥ [paiisepbl ¥ YnpaeneHWe gpaieepamu

Oparieep CocToAaHue Boikn/Bkn | COM-nopThbl

~ astra (MogxnioueH)

EacTMoH-3 - 3aps MogknoHeH a
BacTvoH-3 - Mynktp-C  Het coegurervs @D
BacTmoH-3 - Suprema  MogxnoueH a

EacTHoH-3 - Elsys Mobile MoaxnioHen a

Puc. 19. OKHo ynpaBieHus agpaiiBepamu
OTKAloyeHWe gpaneBepos B 3ToW popme npoussoguMTca IMBO A0 nepesarpysku KommbtoTepa, AMbo Ao
3anycKa 3Toro gpalisepa Bpy4Hyo.

5.4.3. llapamMeTpbl CHHXPOHH3ALUN BpEMEHU
B cucteme npeaycMoTpeHa BO3MOXKHOCTb CMHXPOHM3ALMU BPEMEHW C YCTPOWCTBamM A06aB/eHHbIX

ApaliBepoB. s BKAOYEHUA CMHXPOHWU3aLMK cieayeT BblbpaTb 610K «[paiiBepbl — CUHXPOHU3AUMA
BpemeHu» B NnaHenu ynpasneHua MK «bactnoH-3».

I;}] BactnoH-3 — MaHene ynpaeneHua Onepatop: q

OcHOBHOe MeHl » [paiieepbl ¥ CHHXPOHW3aLUA BpeMeHH

H x

BbINOMNHATL CMHXPOHW3ALMIO BREMEHI NPK
No4KMKYEHUN CepEepa 0BOPYA0EaHNA K CEPEERY
CMCTEMBI

HEPHO,D,H“IGCKEIH CHHXPOHMZAUNA EpEMEHM.

| CI.-‘IH)(pOHIv‘IBaLI,L"IH pas B Hac |V|

Puc. 20. NapameTpbl CUHXPOHM3aLMMW BPEMEHU ANA ApaiiBepos
B oTKpbiBWelica popme cnenyeT BbibpaTb OANH U3 BapnaHTOB (OTK/KOYEHa, pa3 B Yac, pas B AeHb), CM.
Puc. 20:

CUHXPOHU3aLMA BPEMEHN MexKay KomnbloTepamu MK «BacTMoH-3» Takske HeobxoamMma U [0/KHA
BbIMNOJIHATLCA CPEACTBAMM ONEPALMOHHOMN CUCTEMBI.

5.4.4. lono/IHUTE/IbHbIE MOJIA AJIS YCTPOUCTB
B cucTeme ecTb BO3MOMKHOCTb €O3AaBaTb WM ucnonb3oBaTb A0 100 AOMNOAHWTENbHbIX MOAeW ANsA

YCTPOMCTB. JJONOAHUTENbHbIE NOAA ABAAIOTCA TUNN3MPOBAHHbIMU. [LOCTYMHbI Caedytowme TUMbl None:
Lesioe uncno, ApobHoe Yncno, CTpoka, bynes, AaTa, Bpems, JaTta U Bpems.

JononHuTebHblE NOAA MOXHO A00aBNATb KaK AN BCEX YCTPOMCTB, TaK WM ANS OTAE/bHbIX TUMNOB
YCTPOMCTB. 3ano/sHeHWE AOMONHUTENbHbIX NOJe BO3MOXKHO B KOHOUrypatope ApaiiBeEpoB B Moayne
«MaHenb ynpasneHua», a Takxe B moayne «[locT oxpaHbi». Mo AOMNOAHUTENbHBIM MOAAM MOMHO
OCYLLLECTBAATb NMOWCK YCTPOMCTB U BKHOYATb UX B HEKOTOPbIE BUAbI OTYETOB.

[na pepakTnpoBaHuA Habopa AOMONHWUTENbHLIX NOJIel onepaTop Ao/XKeH 06/1agaTb NMOAHOMOUYMEM
«PegaktnpoBaHue Habopa AONOAHUTENbHbIX MOAEN YCTPONCTBY.
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Ona penakTMpPOBaHMA CNUCKa OOMOJHUTENbHbIX Nosel cnefyeT BblbpaTb 670K «[paliBepbl —
JononHutenbHble nons». OTKPOETCA OKHO, NpeacTaBaeHHoe Ha Puc. 21.

ANna Kagoro AONOMIHUTENbHOMO MNOJIA MOXHO BBECTM €ro onucaHue, KoTtopoe 6yp,eT BbIBOAUTLCA B
KayecTtBe NoACKa3Ku npu 3anosiHeHU nonA.

B 6noke «[lpaBuia NpUMEHEHUS» MOMKHO HaACTPOWUTb, AN KaKUX TUMOB YCTPOMCTB bOyaeT
MCMNO/Nb30BaTbCA KOHKPETHOE A0MNONHUTENbHOE NoJie. Mo yMONYaHUIo co34aBaemMble AOMNOHUTENbHbIE
NonsA NPUMEHAIOTCA A/1A BCEeX TUMOB YCTPOMCTB.

Ha Puc. 21 npuBeaeH npumep, Koraa AOMNOJHUTENbHOE none byaeT NpUMMEHATbCA TO/bKO AnA
TeNeKkamep AByX gpanBepoB — «bacTMoH-3 — Domination» n «bacTMoH-3 — UHTeNNeKT X».
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B Bactwon-3 - Mawens ynpaenenna Oneparop: q

OcHoeHoe meHio ¥ [lpaiigepsl ¥ [JononaHuTentHbie Nonn

+- — =l E X
Bpema obcnywmsanms (Speus) [ Onucanme:

Jara nocnegmerc -'EIOEC]:YNWEaHPi (Al Bpewmna, xoraa NpoBoAMACCE NOCAEAHEE TEXHIYECKOE OBCAYKUEAHNE

Obcmymsarowan opranmzauma (Cmpord

Mepuoa Texobcayxmeanua, aum (Hucmo (|

Mpaewuna NpUMEHEHWA

<+ AoBasuts npasuac npumenenns v

a| x

| x
Tun apaisepa: Tun gpaiisepa:
Bacruon-3 - Domination -V. .Eacmon-3 - IntellectX
Tunel yerpoicre: Tune ycrpoicTe:
() Bce () Bee
" Bribpanmsie THnEL: é Bufpanmsie TN
(9 [[roe Q [ [[reve Q
[ | Certesas rpynna -] !.Cerema rpynna
[—_l Cucrema _| Cucrema
l:‘ Cuerapuii j Cuenapuii
l:‘ Cunrmisarens j Cunreisatens
Tenexamepa E Tenexamepa
I:‘ TpesoxHan kHoNKa j TpesoxkHan KHOMKS
I:‘ TpesoxHui exos j TpesoxHui exog
I:‘ TypHuker :I TypHuKer
D Wz j Waros
:Belépano: 1 .Buﬁpano.'l

Ll »

Puc. 21. PepgaKTMpoBaHMe CMUCKA A0NO/IHUTENbHbIX NMOJIei YCTPOICTB

HecKonbKo Npasun NpUMeHeHusa CneayeT UCMoAb30BaTh, Koraa Tpebyerca oTounbTPOBaTh YCTPOMCTBa

pasfMuYHbIX ApairiBepoB. MpaBuaa NPUMEHEHUA MOXHO KOMWMPOBATb ANA APYIUX LpPaliBepoB, HaXKas

KHOMKYy « [} » B 3aronoBKe 6/10Ka npasuna npumeHexua (Puc. 22).

[6]| %

@ | %

<Bce>

Tun gpaiisepa:
[ Bactvion-2 - BOMK

I Bactuon-3 - Domination

Bactwon-3 - BioSmart

Tune ycTpoicTe: BacTvion-3 - C2000

() Bee

Bactwon-3 - Elsys Mobile
BeiBparHbie Tvnb:
% Bactvon-3 - Face

!:I Cereeasn rpynna Bactvon-3 - SecurOS
I:] Cucrema Bactvion-3 - SecurOS FaceX
D CueHapuii Bactvon-3 - SNMP-Monurop

!:‘ CyuTmisatens Bactvon-3 - Suprema
Tenexamepa Bactvon-3 - Uface

!:‘ TpesoxHas kHoNKa Bactuon-3 - Arkopamka

& I.._; - Q| Bactvion-3 - Modbus L Q:

I:] TpesoxHeid Bx0a Bacrvion-3 - 3apa

D TypHuket Bactuosi-3 - Myrkrup-A
D Waroz Bactvon-3 - Mynktup-C
| Beubparo: 1 LB L

Puc. 22. KonupoBaHue NpaBu/ NPUMEHEHUA AONO/IHUTENbHbIX NONE YCTPOCTB
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BHumaHue! Ecau 0518 KOHKpemHo20 muna Opalisepa ecmbs omoesibHOe npasusao, mo 014 e20
ycmpolicme npumeHsemcs UMEHHO OHO, He3a8UCUMO OmM Mmo20, ecmb AU MpPasusno € murom
Opatisepa "Bce". Hanpumep, 8 cray4yae, uzobpayxceHHom Ha Puc. 23, dornosiHumesibHoe nose
Opalisepa Elsys 6ydem omobpaxcamescs mosbKo Yy KOHMPOosnepos, a y opyaux opalisepos - 014
ecex ycmpoticma.

| X | X
Tun gpaneepa: Tun apaneepa:
<Bce> ' BacTvoH-3 - Elsys v2 ~
Tunbl YCTPOWCTB: THnbl YCTPOMCTE:
@) Bce Bce
) BoibpaHHbIe TUnbi: ®) BuiGpaHHbIe TUNLI:
&
Mpynna ONC =

| Mpynna pazgenos
Mpynna Tenekamep
Aeepo

| Knaenatypa

[v] Koutponnep

KoHTponnep Elsys-MB-IP
KOHTPONbBHAA TO4KA
KpyrnocyTo44as oxpaxa

Vv

Boibpawno: 0 BuibpaHo: 1

Puc. 23. MNpaBuaa npumeHeHUs gNA BONONIHUTE/IbHbIX NONEN YCTPOUCTB

[Nna pefakTMPOBaHUA 3HAYEHWUI AONOAHUTENbHBLIX Monel B moayne «lMaHenb ynpaBieHus» cnepyet

OTKPbITb KOHdUrypaTop Tpebyemoro ppanBepa, BbIOPATb YCTPOWCTBO W MNeperTM Ha CTpaHuuy
«JononHuTtenbHble nonaa» (Puc. 24).
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® ' bactnon-3 - MNanens ynpaenenna Onepatop: q e | X

OcHoBHoe meHto ¥ [paiieepbl # Ankopamka. Konduryparop

H x — & F

Q [ononHuTencHbie NoAR
4 E Ankopamka

& Hacrpoiin L‘TJ Konuposats napameTpel & ApYTUE YCTPOWCTEA...

4 n YerpoiicTea wmm 05C3.’JC‘
K Ankopamka 01

fata nocnegHero Texobcayxueanus | 01.12.2023 4:00:00

n Ankopamka 02

z = Obcny*vEatowWwans opraHnzauma 000 "Anxocepsuc” X
B Ancopamka 03

Mepuoa Texobcnyxunsanua, AHNM 60 X

Bpema obcnyxueanua
Bpemsa, Koraa NpoBOAMNOCE NOCASAHES TEXHUUECKOE 0BCAYKNBAHME

Puc. 24. PepakTupoBaHUe 3HaYE€HUI1 A,0NOIHUTENbHDbIX NONEN

5.5. HacTtpoiika onepaTopoB U MOJTHOMOYUH

5.5.1. O6uMe cBeJeHUs 0 pa3srpaHUYeHUH JOCTyNa ONepaTopoB
B MK «bacTMoH-3» npumeHseTca posieBas MoOe/lb pasrpaHMYeHUn AOCTyna onepaTopoB K GYHKLMAM

cuctembl. [1ns Ka)Kaoro onepartopa B cucTeme onpeaeneHa ero posas (ogHa). Bce npasa gocTtyna K
bYHKUMAM CUCTEMbI ONpesensoTca HaCTPOMKamMu poaeli onepaTopos.

Mo yMoAn4YaHuio, B CUCTEME OnpedeneHa eAMHCTBEHHAA Poib «ALMMHUCTPATOP», KOTOPYI Henb3A
yAanuTb.

BHumaHue! [Mpu nepsom 3anycke cucmembl 0ocmyrneH s02uH onepamopd q C naposnem q.
PekomeHOyemcsi KOK MOXHO bbicmpee CMeHUMb 3mom rnaposis.

Cuctema He XpaHWUT Mapo/aM ONepaTopoB B OTKPbITOM BuAae. [Ona cbpoca naponsa npesycMoOTpeHa
cneumanbHas npoueaypa.

MK «BbacTMoH-3» peannsyeTr perucTpaumio cneayowmx cobbiTuit 6es3onacHocTM B COBCTBEHHOM
NpPoTOKoJie cobbITHIA:

e aKTbl UM NOMbITKU AEHTUDUKALMM N ayTEHTUDMKALUM ONepaTopoB;

e (DaKTbl U3AMEHEHUA NOAHOMOUYNIM, MOoANDUKALUNA POSIEN ONEepPaTOPOB;

e (aKTbl cO34aHUA, USMEHEHUA U BIOKMPOBAHMA YYETHbIX 3aNncelt;

e [EeNCTBMA NO/Mb30BaTeNEN MO HACTPOMKe N U3MEHEHUIO KoHburypauum UC;
e  ¢aKTbl 3anyckKa (3aBepLieHna) nporpamm;

e (aKTbl 4OCTYNA K 3aliMLLaEeMbIM OObEKTaM A0CTyNa.

ObecneunBaetca ¢uKcaumua cneayolein UHOOPMaLUM ANA  KaxKOoro perucTpupyemoro cobbitma
besonacHocTu:



‘ «BacTnoH-3». PYKOBOACTBO aAMMHUCTPaTOPa 55

e  TUN cobbITMA Be3onacHoCTy;

e faTa v Bpema cobbiTna 6e3onacHocTy;

e ajpec KommnbtoTepa cobbiTUA BesonacHoCTH;

e pesynbTaT cobbITUA Be3onacHOCTU (YCnelHo UAN HeyCneLLHo);
e onepaTop.

5.5.2. PaG6oTa co cnMCKOM OIepaTopoB
Ons paboTbl cO cCNMCKOM onepaTopoB cnefyeT B moayne «lMaHenb ynpasneHusa» BblbpaTb 610K

«OnepaTtopbl M NosHoMouuns — OnepaTopbl» (Puc. 25).

B " Bactnon-3 - Manens ynpaenesus Onepatop: q — O X

OcHoBHoe MeHio » Oneparophl U nonHoMmouna » OnepaTopbl

q Norux: Metpos CmenuTs napons
Wearos

Ponb onepatopa: AgmuHnCTpaTopel v
Metpos

AxTuenpoBate

Tune! ayTeHTUGHUKALMM: Norwn/napons CepTudmkar l:‘ CekpeTHoe cnoso

AonoNHUTENbHAA MHpopMauua

ON0:

JonxHocTe:

Ajpec 3neKTPOHHOM NOYTHE:
Tenedomn:

Wwmsa nonesosatens e Telegram:

Norux B Skype:

KommenTapuii:

Puc. 25. dopma peaakTMpoBaHua AaHHbIX 06 onepaTopax

[ns 0obasneHusa HOBOro Nosib3oBaTens HeobxoaMmo:

®  Ha)KaTb KnaBuwy «A06aBuTb HOBOro onepatopa» (Shift+Ins);

e BBECTU /NIOTMH M Maposib OnepaTopa B COOTBETCTBYWOLWMX Noaax. JIOrMH W Napoib MOryT
copep)aTb Ntobble MneyaTHble CUMMBOJIbI PYCCKOTO WM aHrIWMCKoro andasuta B PasHbIX
peructpax, umdpbl U cneuManbHble CUMBOJIbI, MPUYEM CTPOYHbIE M MPOMNUCHble OYKBbI
pa3nnyatoTca NPy aHaM3e Napons;

® MOATBEPAUTb BBEAEHHbIN NApPO/b, HABPAB ero NOBTOPHO;

®  HaXaTtb KHOMKy «OK».

PekomeHayeTcA 0ob6aBnATb OTAENLHOrO onepatopa Komrmsiekca «bacTMOH-3» Ha KarKAOro 4esoBeka,
paboTatowero ¢ cuctemoi. 3To MOXKeT BbITb NONE3HO NPU aHa/M3e NPOTOKOAa COObITUIN (Hanpumep,
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onpesennTb, B UYbl0 CMEHY CAY4MAOCb MNPOUCLIECTBME WAM KTO M3MEHAN HAcTpoiku). MNpu cmeHe
AeXypcTBa cneayeT NpoBOAWTb NOBTOPHbLIN BXo4 B moayne «bactmoH-3 — MocT oxpaHbi» Noj HOBbIM
nmeHem. [11A KaXK40ro nosib3oBaTesia Ha3HayaeTcs 0AHa M3 HaCTPOEHHbIX 3apaHee posel.

PeKBM3UTbI OnepaTopa MCMOb3YOTCA A4 BbIBOAA B OTYETAX, @ TaKKe MOTYT UCMO0/1b30BaTbCA CUCTEMOM
OMNOBELLEHWN NO AOMNONHUTE/IbHLIM KaHanam cBsA3u «bacTMoH-3 — UHbopm».

Ona onepatopa MOXHO yKasaTb AOCTyMHble AAA Hero cnocobbl ayTeHTUMKAUMM B CUCTEME.
Bo3amoxHble cnocobbl ayTeHTUdMKaumMu: nNorvH/naponb (Mcnonb3yetca OB6bIYHBIMKM - OnepaTopammu
cUcTeMbl), cepTUPUKAT U CEKPeTHoe C/I0BO (MOryT MCMOAb30BaTbCA CUCTEMHBIMU, TEXHUYECKMMMU
onepaTopamu).

Ecnm cHAaTb dnar «AKTMBMPOBaTb», TO onepatop 6yAeT BpeMeHHO 3abnokuposaH. lpu 3TOM HeT
HeobXoAMMOCTU yAaNATb ero 3 cuctembl. MosTopHan yctaHoBKa dnara pasbaokupyer onepartopa.

Ona ypaneHus onepartopa cneayeT BblbpaTb €ro B CMUCKE M HaKaTb KHOMKY «Y4anuTb onepatopa»
(Shift+Del).

[N coxpaHeHWA U3MEHEHU ciedyeT HaxKaTb KHOMKY « COXpaHUTb nameHeHua» (Ctrl+s).

[na oTMeHbl U3MEHEHUI ceayeT HaxaTb KHOMKY «OTMEeHUTb uameHeHua» (Ctrl+Z).

5.5.2.1. CucremMHbI€E ONIEPaATOPHI

MmeeTcAa HECKONbKO NpeayCTaHOB/IEHHbIX CUCTEMHBIX OMepaTopoB, WMCNOAb3yemblx cay:b6amu MK
«BacT1oH-3». MPOCMOTPETb MHHOPMALMIO MO STUM OMEPaTOPaM MOXKHO, HawaB Ha KHOMKY « ¥ » Ha
naHenn UHCTPYMeHTOB (Puc. 26). YaanaTtb yYETHbIE 3aMMUCK CUCTEMHBIX ONepaTopoB UK PeAaKTMPOBaTh
WX HAaCTPOMKM He paspeLleHo.

B ' Bactuon-3 - Manens ynpaenenua Onepatop: g - O X

OcHoBHoe MeHto » Onepatopbl M nonHomouua » Onepatopbl

Noruw:

Pons oneparopa:
q AKTWEMpOEaTE

Tunel ayTeHTuduKaLMm: Norvw/napons Ceptudumear Cexpernoe choso
Tnacwe_BK JononHuTenbHaa MHpopMauma
Wearos_MK M

KommeHTapuid:
KysHeuos_AA P

Kyptuxa_AB
Megsense BB
Muxaitnos_MM

MeTpos_AA

Cwgopos_bb

Puc. 26. MpocmoTp MHGOPMaLMMU NO CUCTEMHBIM ONepaTopam
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5.5.3. CMeHa napoJisa onepaTropa
Ecnun Bbl 3abblAM Napoib ANA AOCTYMNa K CUCTEME, eAMHCTBEHHbIN BapWaHT AEUCTBUIM — CMEHUTb 3TOT

napob. HOCMOTDETb COXpaHéHHbIe B Ccucteme naposm HUKaknum o6pa30N\ HeNb3A.

Ona cmeHbl napons HeobxooMMo 3aTK B GOPMY HACTPOMKM OMEepaTopoB M HaXKaTb KHOMKY «CMeHUTb
naponb». B oTKpblBLWelica popme HeobX04MMO BBECTM HOBbIM Napo/b M NOATBEPAUTL ero. lMocae 3Toro
MOXHO BOITM B CUCTEMY C HOBbIM MapoIEM.

5.5.4. HacTtpoiika poJieil onepaTopoB

5.5.4.1. OcHOBHbIE OnepanyM C poJiAMU ONlepaToOpPoOB
[na HacTpoMku poneit nonb3osaTenel cneayeT BblbpaTb 650K «OnepaTopbl M NosHoMouMA — Ponu

onepaTtopoB». Ponb onepatopa (Puc. 27) 3apgaét Bce MNOJHOMOYMA, a TaKXKe psfd HacTpoek
nosib3oBaTeNbCKoro MHTepdelica. OgHy M Ty XKe PoJib MOXKHO Ha3HAYUTb HECKOJIbKMM OMepaTopam.

[#) Bactuom-3 - Manens ynpaenenua Onepatop: q = | X

OcHoBHoe MeHo ¥ OnepaTopki W nonHomouua » Ponun onepaTtopoB

+ @ &

AgmunncTpatopst Obwme :

Obwme HacTpomkK
PefakTMPOE3HWE TPAOHUECKHX NNZHOE
Pegaktmposanve MNyo
PefakTMpOBaHMe 3HaueHWH AONONHUTENBHBIX NOAEit YCTpoicTe
PefaKkTMpOBaHWe ONepaTtopos 1 ponei
PegakTupoeaxue napameTpos obpaboTku cobeimuii
PefakTMPOBaHWe CNUCKA BHELWHWX CUCTEM
PesakTMpoBaHme Cnucka cepeepos 060pyaoBaHna
PeaaKTMpOBaKme CNPIEOYHMKE A0NONHUTEALHEIX NOAEA YCTPOACTE

PejaKTMpOEaHWe TEPPUTOPUHIA

KommenTapuii:

Puc. 27. OKHO HacTPOIKM poneit onepaTopos
Mo ymon4aHuIo B cUCTEME AOCTYyMHa Posib « AQMUHUCTPATOPbI», KOTOPYIO HeNb3sA peaakTMpoBaTh MK
yAanuTb. na 3Tol poaun AOCTYMNHbI BCe onepaumm B cucTeme.
Monb3oBaTeNlb MOMKET CO34aTb HEOMPAaHNUYEHHOE YUCI0 PONEN.

B pgonosHeHMe K CTaHAapTHbIM onepauuam Ao06aBneHusa, peaakTMPOBaHMA W yaaneHusa, posib
onepatopa MOXeT 6blTb CKONMPOBaHa C COXpPaHEeHMeM BCeX HacTpoeK. JTO no3BoJsiAeT 6bicTpo
HacTpamBaTb CXOXME PO/ ONepaTopos.
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[Ons KonupoBaHUA poau BbibepuTe B CMUCKE UCXOAHYIO POJb U HAaXXMUTE KHOMKY « My 8 pesynbTaTte
byneTt co3gaHa HOBasA PoOJib, MAEHTUYHAA UcxogHon. Heobxoammo 3a4aTb HOBOE MMA A/ HOBOM POy,
HACTPOWUTb €€ NapameTpbl U COXPAHUTb BHECEHHbIE U3MEHEHMUS.

TaK)Ke, cuCTema noadep’kMBaeT rpynnoBylo HAcTPOWKY poneit onepatopos. [na M3MEHEeHUs CBOMCTB
Cpa3y HEeCKOJIbKMX posiei, cieayet BbibpaTb UX B CMUCKE Poneit (Mbllbio C UCMO/b30BaHMEM KHOMOK
Shift u Ctrl), U3meHUTb HeobXoANMbIe CBOMCTBA U COXPaHUTb U3MEHEHMUA.

[N Kaxgoi posiv MOXKHO NMOCMOTPETb, KaKMM onepatopam HasHadyeHa BbibpaHHasa ponb (Puc. 28).

%% Bactuon-3 - MaHens ynpasnenwna Onepatop: q - O *

OcHoBHOe MeHIo ¥ OnepaTopkl M nonHoMouma » Ponu onepatopoe

+ ol &

AaMUHWCTPaTOpDLI Oneparopsl

Biopo nponyckos

Onepatopsl

Cnucok oneparTopos © ,.'.laHHClF PoONBH:

q

WeaHos

HauansHukm cmeH

Oxpana

Metpoe

Puc. 28. Cn1coK onepaTopos ¢ BbIbpaHHOI ponbio

HeKoTopble CTpaHWLbI, OMMCaHHbIE HUMKE, MOryT OTCYTCTBOBaTb B CUCTeMe B Ciyyae, ecau
COOTBETCTBYIOLIMNIN MOAY/b HE YCTaHOB/IEH.

Kpome 06bl4YHbIX poneit onepaTopoB, B CUCTEME €CTb CUCTEMHbIE, TeXHUYECKMe Poan (Ha TeKyLiui
MOMEHT B CUCTEME TOJIbKO OfiHAa CUCTEMHasA Posib «CUCTeMa», HO 3TO MOKET U3MEHMUTCA B ByayLiem).

npeagonpeaeneHbl, 4aCctb — AOCTYNMHbI ANA PeAaKTUPOBAHUA. OnepaTopaN\M CNCTEMHDbIX poneﬁ ABNAKOTCA

[NA MX TPOCMOTPA CNYKUT KHOMKA « » Ha NaHenn MHCTPYMEHTOB. YacTb HAaCTPOEK CUCTEMHbIX ponei

npeaycTaHOB/IEHHbIE OMEePaTopPbl, UCMOJb3yeMble Pa3iUYHbIMU CAYKBammn cuctemsl.
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B
Ocroenoe menre ¥ OnepaTopui M nonHomoumna ¥ Ponw onepatopoe

+ ol

AJMUHWCTPaTOpDLI Obuwme '

Biopo nponyckos

Obuwmre HacTponku

PepakTvpoBaHmne rpa@uueckuy niaHos

HauanbHukn cmen
Oxpana

Pepaktvpoeanue Myo

PenakTvpoBaHWe 3Ha4YeHUi A0NONHUTENBHBIX NONER YCTPORCTE
PenakTvpoBaHKe ONepaTopoE U ponei

PefakTMpPOBaHWE NapameTpoE obpaboTk1 cobuITUA
PefakTpoBaHWe CMMCKa BHELUHUX CHCTEM

PenakTpoBaHWe Crvcka cepeepos 000pYyACBaHWA
PenakTvpoeaHHe CpaBoYHNKa AONONHUTENLHLIX Noneid yCTpodcTe

PefakTvpoBaHHe TeppuTopui

KommeHTapuid:

Puc. 29. OTo6pakeHue cucTeMHoI ponu

5.5.4.2. O61e HACTPOMKH poJiei
Ha Bknagke «0buime» MOXHO 3a4aTb cneaytolme HacTPonKKM (cm. Puc. 29):

PedakmuposaHue epaguueckux naaHos. Onpegenset, 6yaeT An y poau AOCTYN K pefakTUpOBaHUIO
rpaduyecknx NaaHos.

PedakmuposaHue YO. OnpepensieT, byget A y poau AOCTYN K peaakTMPOBaHUIO rPynn ynpasaeHUs
OXpaHou.

PedakmupoeaHue onepamopos u poseli. Onpeaenser, byger v y poam AOCTYN K peAakTMpoBaHUIO
poseit n onepaTopoB CUCTEMbI.

PedakmuposaHue napamempos azeHma SNMP. Onpepenset, 6yget AM y poaun [octyn K
pefakTMpoBaHMIo NapameTpos areHTa SNMP.

PedakmuposaHue napamempos obpabomku cobeimuii. Onpeaenaet, 6yaet AM y poan AocTyn K
penaKkTMpPOBaHMIO NapameTpoB 06paboTKM COOLITUIA.

PedakmuposaHue napamempos cepsepa OPC. Onpegenset, 6yger nM y poauM  [octyn K
pefakTMpoBaHuio NnapameTpos cepsepa OPC.

PedakmuposaHue napamempos LDAP. Onpepenset, 6yaer M y ponu AOCTYN K PeAakTUpPOBaHMUIO
napameTpoB ayTeHTMPUKaLMKM onepaTtopos yepes LDAP.

PedakmuposaHue napamempos Beb-3aaexku. Onpeaenset, 6yaer vy poan AOCTYN K peAaKTMPOBaHMIO
HacTpoek moayna «bactmoH-3 — Beb-3asaBKa».

PedakmuposaHue cnucka cepeepoe obopydosaHusa. Onpepenset, 6ygeT Av y poan [ocTyn K
peaakTMpPOBaHWUIO CNKCKa cepsepoB 060pyA0BaHUA, APABEPOB, a TaKXKe BO3MOMKHOCTb YNpasBieHUs
3anycKkom ApaviBepos.
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PedakmuposaHue meppumopuli. Onpepenset, byaeT AnM y poan [OCTYN K PefaKTUPOBAHUIO
TeppUTOPUIA.

5.5.4.3. HacTtpoiiku poJiu ajs1 MmoayJis «IlocT oxpaHbI»

%% Bactuon-3 — MaHens ynpasnenwna Oneparop: q - O *
OcHoBHOe MeHio ¥ OnepaTopbl u nonHomouwsa » Ponu onepaTopoe

+ =1 — [l &

AgmuHnctpatopel MocT oxpaHb L

Bropo nponyckos

MocT oxpaHbl

Habop nnaoe: -

HauyansHWkM cmeH

Oxpana
2aanne ~

,ﬂoﬁaBneHue cooBLeHIi B NPOTOKON EPYUHYH
[ocTyn K GYHKLWAM NOMCKA NepCoHana | noceTuTenei

PefaKTMPOBEaHWE MECTONONOKEHUA NEPCOHS! (MepemelleHie, Aobaenenne cobemuit ¥YPE)

Kputepun otobpakeHna cooblueHwnit
LTaTHEle cobemua

[¢] TpeeoxHele cobbius
HeucnpaeHocTH
Mo NPUOPMTETY, HAUMHARA C:

2 RPN

Pabora ¢ coobweHnamm

[ ] 3anpalumeats npu NOATEEPXASHMI MPUUMHY TPEBOXHEIX COBITHI

ARTOMATUURCKOR NMENSK NKIYEHWS TNAMWUYACKUY NAAHOR NO TREROMS

Puc. 30. Hactpoiika ponu gns mogyna «Ioct oxpaHbi»
Ha cTpaHuue «Moct oxpaHbl» (Puc. 30) MOXHO 3agaTb pAa NAapameTpoB, KoTopble 6yayTt
MCNo/s1b30BaTbCA A5 BblIOpaHHOM ponn onepaTopa B moayne «bactmoH-3 — MNocT oxpaHbi».

Cucrtema no3BoseT onpesenaTb 3a4aTb ceaylolimne napameTpsi:
Habop naaHos — no3BonseT 3af4aTb 418 POAN UCNOSb3yeMblit Habop rpaduyecKkux nNaaHos.

JlobasneHue coobuweHuli 8 NMPomMokosa epy4Hyro — NO3BOJIAET onpeaenvutb, byaer nAn onepatop C
BbIOPAHHOM POJIbI0 UMETb BO3MOXKHOCTb A06aBAATb COOLITUA B KYPHaN COOLITUI BPYYHYIO.

Jocmyn K hyHKYUAM MOUCKa nepcoHana u nocemumeseli — N03BoOAAET onpeaenuTb, byaeT am onepaTtop
C BblBpaHHOM PONbI0 MMETb BO3MOMHOCTb OTKPbIBAaTb OKHAa MOMCKAa nepcoHana u «locetutenn Ha
TeppuUTOpPUN».

PedakmupoeaHue MecmornosnoxceHUs MepcoHbl — MO3BOSET ONpeaenntb, byaetr nM onepatop C
BbIOPaHHON PONbI0 MMETb BO3MOXKHOCTb BPY4YHYIO YKasbiBaTb TEPPUTOPUIO, Ha KOTOPOM HaxoauTcs
nepcoHa, a Takxe aobasnsaTb cobbiTna YPB.

Kpumepuu omobpaxceHus coobujeHuli Ha OCHOBe Tuna cooblleHnin (WTaTHOe, TPEBOXHOE,
HeMcnpaBHOCTb), M UX Npuoputeta. Pnarv TMNOB cOObLLEHMI 06BEAMHAIOTCA MO SIOFTMYECKOMY «UINY», 3
dnar otbopa No NPUOPUTETY — MO SIOFUYECKOMY «M» CO BCEMM OCTa/IbHbIMU. TaK, N306parkEHHbIE Ha puC.
30 HacTpoliKkK obecneymnBatoT BbIBOA, COOOLEHMI AN BCEX CODOLITUI C NPUOPUTETOM OT 2.

3anpawusame npu nNoomeepmOeHuU MpU4UHy MpPesoXHbix cobbimuli — onuus NO3BOASET YyKasaTb,
HeobxoaMmMo NU onepaTopy C BbiIGPaHHOW POJbI0 YKa3blBaTb MPUUUHY TPEBOXHOro cobbiTMA Npu ero
NoATBEPXKAEHUN.
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AsmomamuyecKoe rnepekayYeHue 2paguyeckux naaHos8 no mpesoze — MNpPU YCTaHOBAEHHOM dnare
rpaduyeckne nnaHbl 6yayT aBTOMaTUYECKM MepekntoyaTbca A1a oTobparKeHUs MecTa BO3HUKHOBEHMUSA
nocneaHero TPEBOMKHOIO COObITUS.

lMepeKknoyamecsa mexcoy MAAHAMU MOsbKO M0 cObbIMUAM C NPUOPUMEMOM He MeHee — OMnuuA MMeeT
CMbIC/1 TONIKO MPU BKJKOYEHHOM pPEKMME aBTOMEPEKNOYEHMA MO COBLITUAM. B 3TOM pexume npu
BO3HWKHOBEHWWN TPEBOXKHOMO COBbLITUA CUCTeMa mepeiaer K Tomy rpaduyeckomy mnaaHy, Ha KOTOPOMm
YCTaHOBNEHO YCTPOMCTBO-UCTOYHUK AAHHOrO CO6bITUA. MCKAOUUTL U3ULWIHE YacToe MepeK/toyeHmne
NN1aHOB MOXHO, MPU MOMOLLLM COOTBETCTBYIOLLEN HACTPOMKM NPUOPUTETOB COBBITUIA.

5.5.4.4. Hacrpoiika posiu i1 «B1lopo NpomycKkoB»
Ha cTpaHuue «Biopo nponyckoB» (Puc. 31) MoKHO 3afaTb psajf, napameTpoB, KOTopble 6yayTt

MCNO/Ib30BaTbCA AN BbIOpaHHOM posiv onepatopa B moayne «Blopo NponyckoB», a TaKKe B APYrux
NPUNOKEHUSAX.

% bactwon-3 - MNanens ynpaenenna Onepatop: q = O X

OcHoBHoOe MeHI0 ¥ Onepatopkl ¥ noaHomMounA ¥ Ponw onepaTopoe

+ =1 — [l &

AZMWHUCTPATOPEI Bropa nponyckoe ’

Bropo nponyckoe

Bropo nponyckor

HauansHmkn cvex

Cxpana A,ﬂ,MHHHCTpP‘IpOBaHHe NPONYCKHOMO peXXrma -

AZMUHWUCTPMPOBEHUE PexXMa paboTkl C KapTamu 40CTyna
AamuHUCTpUpoBaHe QR-Nponyckos

BOZMOXHOCTE ayAMTa AOCTYNa K NePCOHANLHBIM AaHHEIM
JocTtyn K 0T4ETaM

MNpaeo pegakiMpoBaHns GopM QOTOMASHTUDMKILMA
PefaKkTMpOoBaH1e KaTeropuii Mponyckoe

PefaktmpoeaHne oBumx HacTpoek paboTel C NPONYCKaMu

PefaKTHPOBaHHE CNPABOYHKKA «DOPMbI NPONYCKOE=

Pabora ¢ ypoBHAMMK gocTyna

PefaKTMPOBAHWE EPEMEHHLIX 20H U YPOEBHEN AocTyna
PeaKTMPOEAKME NIEHSE M3MEHEHWI YpoBHEH AocTyna

Pepaktmpoeakve cnpaBouHnKa "TMpazgHudHEIe gHK"

Onepauum ¢ NponycKamm

JlocTyn K nepcoHansHeIiM A3HHBIM

MMMopT ¥ 3KCNOpT NponycKoe -

Puc. 31. Hactpoiika ponu gna «bopo nponycKkos»
Cnctema no3BoasaeT onpeaenAtb 3a4aTb cneayolwme napameTpbl:
AOMUHUCMpUpOoBaHUe NPonyCcKHO20 pexcuma

AOMUHUCMpUpOoBaHUe pexcuma pabomsi ¢ Kapmamu docmyna — onpegensner, 6yaer Au onepaTop C
BbI6PaHHON POAbI0 MMETb BO3MOMKHOCTb HACTPaMBaTb MapameTpbl paboTbl C KapTamu AOCTyna Ha
cTpaHuue «MponyckHoi pexkum — MapameTpbl — KapTbl 4OCTyNa» B NaHeNM yNpaBieHus.
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AdmuHucmpuposaHue QR-nponyckos — onpeaensaeT, byaet M onepaTtop C BblIOPaHHOW POSibI0 UMETb
BO3MOXHOCTb HAaCTPamMBaTb NapameTpbl paboTbl ¢ QR-Nponyckamm Ha cTpaHuue «PonycKHOW pexnm —
MNapameTtpbl — QR-nponycka» B NaHenn ynpasaeHuma.

Locmyn Kk omuémam — onpegensaeTt, byaeT M onepaTop C BbIOPaHHOW POSbIO UMETb BO3MOMKHOCTb
NPOCMOTPa OTYETOB O MPOMYCKHOM peXnme. He BAMAET Ha BOSMOXKHOCTb NeYaTh Nponycka U Ha A0CTyn
K oT4éTam B moayne «bacTMoH-3 — OTYET».

PedakmuposaHue kamezopull rponyckos — onpegenser, byaet nM onepaTtop € BbiOpaHHON ponbio
MMETb BO3MOXKHOCTb PeAaKTUPOBAHMA MAaPaMeTPOB KaTEropuiA NPOMYCKOB.

PedakmuposaHue obuwux HacmpoeKk pabomel ¢ nponyckamu — onpepensaeT, byaet nv onepatop ¢
BbIOPaHHON POJIbI0 MMETb BO3MOMKHOCTb HACTPOMKM O6LMX MapameTpoB pPaboTbl ¢ Nponyckamu B
mogayne «laHenb ynpasaeHua».

Paboma c yposHamu docmyna

PedakmupoeaHue 8pemMeHHbIX 30H U ypogHeli 0ocmyrna — NO3BOASAET ONpeaennTb, byaeTt v onepaTtop ¢
BblIBPaHHOM PONbI0 UMETb BO3MOXHOCTb pedaKkTMpoBaHUA Habopa U CoAepPKMMOro YPOBHel A0CTyna M
BpeMeHHbIX 30H.

PedakmupoeaHue naaHa usmeHeHus yposHeli docmyrna — No3BoAseT onpenennTs, byaet i onepaTtop ¢
BbIOPaHHON PO/IbI0 MMETb BO3MOXHOCTb CO37aBaTb 33aJaHMA Ha U3MEHEeHUA YPOBHA AOCTyna AnA
NPONYCKOB, KOTOPbIE 4O/IKHbI BbIMONHATLCA B OyAyLLEM.

PedakmuposaHue cnpasoyHuKa «fpa3zdHuYHble OHU» — NO3BOAET onpeaenuntb, byaeT an onepaTop ¢
BbI6PaHHOM PO/IbIO UMETb BO3SMOMKHOCTb PeAakTUPOBaHUA CreumnasbHbiX AHEN B cucteme.

Onepayuu c nponycKkamu

docmyn K nepcoHasnbHbiM OQHHbLIM — onpeaenseT, byaeT An onepaTop € BbIBPaHHOW PONbID MMETb
BO3MOXHOCTb NPOCMOTPa M pPeAakTUPOBaHMA MepCcoHabHbIX AaHHbIX, BKAOYAKOWMX AaTy U MecTo
POMKAEHMA, MacrnopTHble AaHHble, KOHTaKTHble AaHHble NepcoHbl. MonHOMOYME AEWNCTBYET Ha BCIO
cucTemy B Le/IoM, TO eCTb, eCIM Yy onepaTtopa ero HeT — OH He CMOMeT YBUAEeTb MnepeyncsieHHble
nepcoHanbHble AaHHble HUTAEe B cUCTEME.

Ymnopm u akcnopm nponyckog — onpegenset, 6yaet Au onepatop C BblIGpaHHON POAbLID UMETb
BO3MOHOCTb MMMOPTa M 3KCNOPTa MNPONYCKOB B/M3 CUCTEMBI.

lMpaso Ha usmeHeHue cmamyca npornycka — onpepensaeT, 6yner A onepatop € BbIBpPaHHON PoOsbIO
MMETb BO3MOMHOCTb BbIMONHATL ONEpaLMy Bblaauu, BO3BpaTa, U3bATUA, NPOAJEHUA, BIOKMPOBKU U
pa36/10KMPOBKM NPOMYCKOB.

Mpaso nonyyams / npodsnesams coznacue Ha 06pabomky nepcoHasbHbix OaHHbIX — onpeaenset, byaert
N1 onepaTop ¢ BbIBPaHHON PO/SbI0 UMETb BOSMOXHOCTb BbINOJIHUTL ONepaL Mo NOAYyYEeHUA COracma Ha
06paboTKy N Uan NnpoannTb AENCTBUE STOTO Cornacus.

PedakmuposaHue 0amel OKOHYaHUA Oelicmeus Mporyckog — ecnn OTKAKYEeHO, onepaTtop He 6yaer
MMETb BO3MOMHOCTU BPYUYHYIO YCTaHOBUTbL CPOK AENCTBUA BblAaBaEMbIX NPOMYCKOB. 3TOT CPOK, B TAKOM
cnyyae, byzeT onpenenaTbcs Ha OCHOBE NpaBu 06paboTKM KaTeropumii NPoMNycKoB.
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PedakmuposaHue nponyckos 8 apxuse — onpegenseTt, byaeT m onepaTop ¢ BbIGpaHHOM Posbio UMEeTb
BO3MOKHOCTb PeJaKTMPOBaHNA MPOMYCKOB CO CTaTyCOM «BO3BPalLEH» N «u3bAT». CreayeT MMeTb B
BMAY, YTO €CNM A7 OAHOM MepcoHbl MMEETCA W 3aABKa, M NPOMYyCK B apxuBe, TO M3MEHeHue
NEePCOHANbHbIX AAHHbIX B 3asiBKe NPUBEAET K U3MEHEHMIO OTobpaXkaembix CBeAEeHUI O NepcoHe U Ans
apXMBHbIX MPOMYCKOB.

PedakmuposaHue ceolicme riporyckos — onpeaensaet, byaet M onepaTtop C BbIOPaHHOW POJIbIO UMETb
BO3MOXHOCTb pelaKTMPOBaHMA CBOMCTB NPOMYCKa M NEPCOHbI.

YdaneHue niporyckos — onpegnenset, byaeT an onepaTop ¢ BbIOBPAHHON PO/bI0 MMETb BO3MOXKHOCTb
yAanATb NPONycKa U3 cUCTeMbI.

JlocmynHsle Kame20puu NponycKkoe — 3Ta rpynna napameTpos onpeaenser, NPonycka Kakux Kateropui
CMOXKET co3aBaTb onepaTop ¢ BblIbpaHHOM posbio. Mpn Aob6aBAeHNN KaTeropun HeobxoaMmo yKkasaTb
po/Iv oNepaTopoB, KOTopble CMOryT paboTaTb C HOBOW KaTeropuei.

JdonoaHumeneHble onepayuu c nponycKkamu

HasHayeHue epynnbl ynpasaeHuUs oxpaHoli — onpegenseT, byaet v onepatop € BbiGpaHHOW PoOJbIO
MMeTb BO3MOXHOCTb Ha3Ha4aTb rpynny ynpasaeHua oxpaHon ans nponyckos. Ecav 3anpeuweHo, rpynna
ynpaBaeHus OXpaHol byaeT ycTaHaBAMBATLCA CUCTEMOM Ha OCHOBE MPaBWU 418 KaTeropuii NPomnycKoB.

Mpaso Ha sHeceHue buoMmempuyeckux OaHHbIX — onpegenseT, 6yaeT n onepaTop ¢ BbIBpaHHOM Posblo
MMETb BO3MOKHOCTb BHOCUTb BMOMETPUYECKME AaHHbIE B CUCTEMY.

Mpocmomp u pedakmuposaHue PIN-koda — onpepenseTt, byaet nv onepatop C BblGpaHHON pPoO/biO
MMeTb BO3MOKHOCTb NPOCMaTpuBaTb M Ha3HayaTb PIN-koa nponycka.

PedakmupoeaHue npoguneli nepcoHana — onpeaenset, byaeTt M onepatop ¢ BbIOpaHHOM PO/ibI0 UMETb
BO3MOXHOCTb HasHadyaTb npoduan CKYO ana nponyckos. Ecam 3anpeuwieHo, npodunb 6yaet
yCTaHaB/MBaTbCA CUCTEMOM Ha OCHOBE MPaBWA AJ/18 KaTeropuin NPonycKos.

PedakmupoeaHue crnipasoYHUKO8

OTaenbHO ANs KaXKAoro CnpaBoOYHMKA MOXHO YCTaHOBUTb, MOMKET /I OMnepaTop C BbIDpaHHOW PoJiblo ero
pegakTMpoBaTtb. Ecan oTKAlOYeHO, onepaTop CMOXKET TONbKO BblOMpaTb 3HaYyeHMA M3 BBEAEHHbLIX B
cuctemy paHee. CnMCOK AOCTYMNHbIX CNPaBOYHUKOB:

1. [JononHuTenbHble NONA ANA NepPCoH.

2. Kaptbl gocTtyna. ECav oTKAOYEHO, CMIMCOK KapT A0CTyna A0/KeH bbiTb BHECEH B CUCTEMY
npeasapuTenbHo. Y onepatopa 6yaeT BO3MOMKHOCTb TO/IbKO Bbl6paTth KapTy A0OCTyna u3
MMEIOLLINXCA B CUCTEME.

3. BuAabl LOKYMEHTOB.

4. T[paxpaHcTeo.

5. [JomxHocTu.

6. Kem BblaaH AOKYMEHT.

7. Tpu4nHbl 6NOKMPOBKM.
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8. [MpuuynHbl BO3BpaTa NpoOMycKa.

9. LUenb noceuweHuns.

5.5.4.5. HacTpoiika npaB A0OCTyna K OpraHu3anuam
Ha cTpaHuue «[JocTyn K opraHusaumsam» GopmMbl HACTPOWKM PONU onepaTopa MOXKHO 3aJaTh BCe NpaBa

[0CTyna K OpraHu3aLumoHHOM CTPYKTYPe CUCTEMBI.

[Nna yCcTaHOBKM OrpaHMYeHuUli Bbibepute posib onepaTopa B CMIMCKE C/ieBa U NnogpasgeneHume B cpeaHnit
yactn (cm. Puc. 32). B npaBoit YacTn oKHa 6yaeT oTobpaKEéH CNUCOK AOCTYMHbIX paspeweHuin ans
Bbl6paHHOro noapasaeneHus.

MpM HacTpolKe NOAAEP)KMBAETCA BO3MOMHOCTb BblBMPaTb OAHOBPEMEHHO HECKO/AbKO posieit
onepaToOpoB M HECKOJIbKO opraHusaumii/noapasaenenuii (cm. Puc. 32). PaspelueHus, KOTOpble AaHbl He

Ans Bcex BblbpaHHbIX posielt U ycTpoicTs, byayT oTobparkeHbl Kak « ».

[nsa BCcex opraHMsaumin U noapasgeneHnii NpegycmMoTpeH cneayowmin Habop npas:

Mpocmomp cobbimuli u compydHukos — onpeaensaet, bygeT M onepaTop € BbIBPaHHOM PoO/blO MMETb
BO3MOKHOCTb MPOCMOTPA COBbLITUIA C yYacTUEM COTPYAHMKOB BblI6paHHOro NoApasAeNeHUs, a TaKKe U
CNWCKa COTPYAHUKOB NoApasne/ieHus B CUCTEME.

PedakmuposaHue (HassaHue U BHyMpeHHAA cmpykmypa) — onpepaenset, 6yaeTr nuM onepaTtop C
BbIGPaHHOMN PO/IbI0O MMETb BO3MOMHOCTb PeAaKTMPOBaTh HasBaHMe opraHusauuu/noapasgeneHuns, a
TaK}Ke M3MEHATb AoYepHue opraHusaummn/nogpasaeneHus.

PedakmuposaHue cnucka compyOHuUKos 8 rnodpasdeneHuu — onpegenser, byaer An onepatop ¢
BbIGPaHHOM PONbIO UMETb BO3MOXKHOCTb Ha3Ha4YaTb BblIbpaHHOe noapasaeneHne ans NponycKos.
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Puc. 32. HacTpoiika npaB focTyna K opraHusauuam u nogpasaeneHnam

5.5.4.6. HacTpoiika npaB A0OCTyna K TEpPUTOPHUIM
Ha cTtpaHuue «[octyn K Tepputopuam» GOPMbl HAcCTPOMKM pPOAM OnepaTopa MOXHO 3a3aaTb

pasrpaHUYeHne npaB K TeppuTOpusm, KoTopoe OyaeT MCro/b30BaTbCA MPU HACTPOMKe YpOBHEN
aoctyna.

OnepaTop CMOXET BK/OYaTb B YPOBEHb A0OCTyNa TO/IbKO Te TEPPUTOPUM U YCTPOMCTBA, HA KOTopble Y
Hero ecTb npasa. Hanpumep, ecnu cuuTbiBaTe/b ABAAETCA BXOAHbIM Ana Tepputopumn «lUex 1», T0
onepaTop CMOXKET BK/UYUTb 3TOT CYUTbIBATE/Ib B YPOBEHb AOCTYNa TO/IbKO, €CAU Y HEero ecTb Npaso
poctyna K Tepputopumn «Lex 1». [pn 3TOM y4nTbIBAOTCA TONbKO BXOAHbIE CYUTbIBaTENN. TO ecTb, ecu
«CuyunTbiBaTeNb 1» BeaeT n3 Tepputopum «Bcs Tepputopua» B «Llex 1», a «CynTtbiBaTenb 2» - B 0bpaTHOM
HanpasneHun, U y onepaTopa ecTb NPaBO Ha A0CTyNa K Tepputopum «Bca TeppuTopua» U HeT npasa
[ocTyna K tepputopun «Llex 1», To onepaTop CMOMKET BKAOUYUTb B YpOBEHb A0CTyna «CunTbiBaTens 2»,
HO He CMOXeT BKAUUTb «CunTtbiBaTeb 1».

5.5.4.7. HacTpoiika npaB AOCTyna K yCTPOMCTBaM
Ha ctpanuue «JocTyn K ycTpoicTBam» GopMbl HACTPOMKM PO/M OnepaTopa MOXKHO 3a4aTb BCE MpaBa

[A0CTyNa K YCTPOMCTBAM CUCTEMBI.

[nA yCcTaHOBKM OrpaHUYeHn BbibepuTe poab onepaTopa B CNUCKE CaeBa U YCTPOMCTBO B CPeAHWUI YacTu
(cm. Puc. 33). B npaBoit 4acTu oKkHa byaeT oTobpaxKEH CNUCOK AOCTYMHbIX pa3pelleHnii Ana BbibpaHHOro
yCTpOMCTBa.

Mpy HacTpoWKke NOALEPKMBAETCA BO3MOMKHOCTb BbIOMPATb OAHOBPEMEHHO HECKO/IbKO poJieit
onepaTopoB U HECKONbKO OAHOTUMHbIX YCTPOMCTB (cm. Puc. 33). Pa3spelueHus, KoTopble AaHbl He ANs
BCeX BblOpaHHbIX posiel U yCTPOMCTB, byayT OTObparKeHbl Kak « ».
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[epeBo yCcTpoiCcTB MOXKeT bbITb 0TODpPaXKeHOo B ABYX BUAAX — MO TUMY (%; ) ¥ No NOAKNOUYEHUIO (ﬁ -
oTObpaXKaTb CTPYKTYPY YCTPOMCTB).

FpPynnupoBKa yCTPOMCTB No Tuny obaeryaer maccosyto paboTy C OAHOTUMHbLIMU YCTPOMCTBAMU — ANA
M3MeEHEeHUA A0CTyMna Ko BCEM YCTPOMCTBaM Tuna «Pa3aen» passepHyTb y3en «Pasaensi» U BblAeUTb BCe
€ro AoYepHUE 31EMEHTbI, NOC/E YEro MOXKHO BbiGpaTb Tpebyemble paspelleHus.

OTobpaxkeHre No NOAK/IOUYEHUIO NO3BOAET YBUAETb MEPAPXMIO YCTPOMCTB B ApaiiBepe M NOHATb, Kakue
AOoYepHUe yCTpoicTBa f06aBNEHbI K AaHHOMY y3y.
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Puc. 33. HacTpoiika npaB gocTyna K ycTpoucTBam

Coaepnmoe CnucKa paspelleHuid 3aBMCMT OT TuMna BblbpaHHOro ycTpoictea M Apaisepa. Habop
paspelleHmnin, Kak NpaBuaO, COOTBETCTBYET KOHTEKCTHOMY MEHI0 MUKTOrpaMm YCTPOMCTBA, a TaKKe
BK/1IOYAET NPABO Ha HACTPOMKY NpaB 4OCTyNa K YyCTPOMCTBY.

[nsa BCEX 3NeMEHTOB AOCTYMNHbI CAeAyloLMe paspeLleHmns:
MonHsIli docmyn — paspeluaeT BCe onepaLmMm C yCTPOUCTBOM.

ModmeepxcoeHue cobbimuli — pa3pellaeT onepaTopam C BbIbpaHHOM POJIbI0 NOATBEPKAATb TPEBOXKHbIE
cob6bITMA OT BbIBPaHHbIX YCTPOMCTB.

OmobpaxceHue cobbimuli — pa3pellaeT BbIBOA, COObITUIA OT BbIOpaHHbIX YCTPOWUCTB AJ/15 ONEPATOPOB C
BbIOpPaHHOM posblo. ITO MpPaBO BAMAET U HA BbIBOA COObLITUM B moayne «[locT oxpaHbi», W Ha
oTObparkeHne cobbITUIN B OTYETAX, M PACNPOCTPAHAETCA Ha ntobble gpyrue caydyaum, Korga onepaTtop
3anpallMBaeT y CUCTEMbI CIIMCOK CODbITUIA.

BHumaHue! lNpu dobasneHuu Hosbix ycmpolicme 8 cucmemy, U3HA4dsibHO ece delicmsus ¢ HUMU
b6ydym paspeweHbl 044 poau, Nod Komopoli dobasunu ycmpolicmeo, a makie 048 poau
«AOMUHUCMPAMOpPbI».
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5.5.4.8. IIpaBa Ha pa6oOTy c MaTepUaJILHbIMHU U TPAHCIOPTHBIMU MPONYCKaMH
Ha cTpaHuue «MTIM» MOXHO HacTpoOWUTb MpaBa pPoaeil onepaTopoB Ha paboTy ¢ maTepuanbHbIMKU U

TPaAHCMNOPTHLIMK Nponyckamu. JoCTyMHbI cieaytowme napameTpsbi:

Hacmpolika obujux napamempos pabomesi ¢ MTI1 — onpegenseT BO3MOMXKHOCTb A4 POau onepaTopa
peaakTMpoBaTbh NapameTpbl 06paboTKM B CUCTEME MATEpPUasIbHbIX M TPAHCMOPTHbIX MPOMYCKOB.

PedakmuposaHue crpasoyHUKa MamepuanbHuix yeHHocmel — onpeaenseTr BO3MOMKHOCTb ANA POaU
onepaTopa pefaKkTUPOBaTb CMPAaBOYHMK MATEPUA/IbHbIX LLEHHOCTEN.

PedaKmupoeaHue CrpaeovYHUKa aemompaHcrnopma — onpegenaet BO3MOXXHOCTb 414 PO/ onepaTtopa
PEeEONAKTUPOBATb CMNPAaBOYHUK aBTOTPaHCNOPTA.

[Nna maTepuranbHbIX MPOMNYCKOB €CTb BO3MOXKHOCTb 334aTb CeAytolue npasa 414 POiM ONepaTopos:
*  BO3MOXKHOCTb peAaKTUPOBaTb 3anABKMK;
*  BO3MOXHOCTb peAaKTUPOBaTh BblAaHHbIE MPOMNYCKa;
*  BO3MOXHOCTb yAanaTb NPONycKa;
* [lpaBo Ha M3MEHeHUe cTaTyca NPOonycKa;
* [lpaBo Ha peAaKTMpOBaHWeE AaTbl OKOHYAHWUA AeNCTBUA NPOMYCKa.

[na TPaHCMOPTHbIX MPOMYCKOB €CTb BO3MOXHOCTb 334aTb C/iedytolme npasa 414 PO/ onepaTopos:
*  BO3MOXHOCTb peAaKTUPOBaTb 3aABKMK;

*  B03MOXHOCTb pefaKkTMpoBaTb BblAaHHbIE TMPOMYCKA W MPUKPENJIEHHbIE TPaHCMOPTHbIE
cpeacTsa;

*  BO3MOXKHOCTb YAanaTb NPonycka;

* [lpaBo Ha M3MEHeHUe cTaTyca NPOMyCKa;

* [lpaBo Ha peAaKTMpOBaHMeE AaTbl OKOHYAHWA AeNCTBUA NPONYCKa;

*  BO3MOXKHOCTb PeAaKTUPOBAHMA CNNCKA AOMNONHUTENbHBIX NONEW TPAHCMOPTHbIX MPOMNYCKOB;

° BO3MOXXHOCTb pefakTUPOBaHUA 3HaYeHNA AONOJAHUTENbHbIX nonemn TPAaHCNOPTHbLIX NPONYCKOB.

5.5.4.9. IIpaBa Ha AOCTyN K OTYéTaM
CvcTtema npefocTaBAseT BO3MOMKHOCTb YCTaHOBUTL MpaBa ANA psAfa NapamMeTpoB reHepatopa OT4ETOB

(Puc. 34).
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Puc. 34. PegakTupoBaHue npaB Ha AOCTYN K OTYETAM

PedakmupoeaHue crucka omyémos — onpeaenaeT, MOXXeT In onepaTtop C Bbl6paHHOV1 PONbIO CO34aBaTb
CBOW BUAbl OTYETOB UIN USMEHATb UMEtoLLLMeECA.

PedakmuposaHue hopm om4émos — onpeaenaet, MOXKET M ONepaTop C BbIBPAHHON PONbIO U3MEHATb
dopmbl 418 NeYaTu OTYETOB.

5.5.4.10. IIpaBa a/151 cMCTeMbI CHHXPOHU3aL U1 NPponycKoB ¢ LDAP
Ha ctpaHuue «CuHxpoHusauusa ¢ LDAP» ecTb BO3MOXHOCTb 3a4aTh C/eAylollime npasa, UCcnosiblyemble

moaynem «bactnoH-3 — LDAP» ansa cMHXpOHM3aUum cNncKa nponyckos ¢ LDAP:

PedakmupoeaHue Hacmpoek — onpeaenser, CMOMET /I OnepaTtop C BblOPaHHOM PONbI0 U3MEHATb
HaACTPOMKM NOAKNHOYEHUA N CUHXPOHU3aLmMmM ¢ LDAP.

PyyHol 3anycK CUHXpOHU3GUUU — ONPeAenneT, CMOXET M ONepaTop C BblIOPAHHOW POJIbIO BPYYHYHO
3anycKaTb npoueaypy cMHxpoHmsaumm ¢ LDAP.

5.5.4.11. [IpaBa Ha rpynnsl ynpasBjieHUsA OXpPaHOH
Ha cTpaHuue «YnpasieHve OXpaHON» AAA KaXKAoW poaM onepaTopoB MOMHO YKasaTb Habop rpynn

ynpasneHua oxpaHoi (MYO), KOTOpbIM OHM CMOTYT MCNO/Mb30BaTb A/ HAa3HAYeHMA nponyckam. Ecam y
po/sn onepaTopa HeT NpaB Ha rpynny ynpasjeHUA OXPaHOM, TO OnepaTop C 3TOM POAbIO HE CMOXKET
HasHa4vaTb 3Ty YO gnAa nponycKos.

5.5.4.12. IIpaBa aJia cucTeMbl y4éTa pa6o4yero BpeMeHHU
Ha cTpaHuue «YPB» Ans KaxAoW ponu onepaTopoB MOXHO yKasaTb NpaBa A/f A0CTyNa K GyHKUMAM

cucTembl y4éTta paboyero BpemeHu. [loctyneH caeayrouwmin Habop npas:

PedakmupoeaHue 2pagpukos cMeHHOCMU — OnpeaenseT, CMOXeT M onepaTop HacTpauBaTb rpaduKkm
CMEHHOCTH.

PedakmuposaHue Criucka u napamempos om4yémos — Onpenenser, CMOXKET /M onepaTop U3MeHATb
Habop 1 napameTpbl OTYETOB.

Omaadka omuyémos — onpeaenser, CMOXET /M OnepaTtop M3MeHATb WabaoHbl neyvaTHbIX $opm
OTYETOB.
PedakmuposaHue obwux napamempos — oONpefensieT, CMOXeT /i1 OonepaTop M3MeHATb obuwme

HaCTPOWMKM cUCTeMbl y4éTa paboyero BpemeHMu.
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PedakmuposaHue paboyux OHeli — onpeaenseT, CMOXKET /I ONepaTop U3MeHATb NapameTpbl paboumx
[AHEN, UCNONb3yeMbIX ANA MOCTPOEHUA rPadUKOB CMEHHOCTM.

PedakmuposaHue cripaso4Huka "Tumnbi paboyux OHeli" — onpeaenseT, CMOXKET i onepaTop U3MeHATb
CMPaBOYHMK TMNOB paboumx AHEN, MCNONb3YEMbIX B CUCTEME.

Lobaenerue 3anuceli yyema paboyezo epemeHU Bpy4HYyHd — ONPeaenseT, CMOXEeT /U oneparop
BPYYHYI0 406aBAATL COBLITUA BXOA0B M BbIXOA0B B CUCTEMY Y4ETa pabouyero BpemeHu.

PedakmuposaHue mpyoosbix 002080p08 — ONpPeaenseT, CMOXKET U onepaTop M3MEHATb TPyLOBble
[0roBopa COTPYAHMKOB, UCMOb3yeMble B cUCTeMe y4éTa paboyero BpemeHMu.

PedakmuposaHue crieyuanbHbix OHeli — onpeaenaeT, CMOXeT N onepaTop co3aaBaTb W ynpaBaaTb
WCKNOYEHNAMM 13 0BbIYHOTO peXnma paboTbl (cneymansHble g4HK).

Mpaso ¢opmuposams cobeimus YPB Ha oCHogse OCHOBHO20 MPOMOKOAA cobbimuli — onpegenser,
CMOMKET /1 onepaTop BbINONAHATL onepaumio nepedopmMmmnpoBaHma cobbITUI yYETa paboyero BpeMeHu Ha
OCHOBE OCHOBHOTO NPOTOKOAA COBbITUIA CUCTEMDI.

dopmuposaHue omyémos — onpeaenser, CMOXeT au onepatop GopmMuUpoBaTb OTYETHI MO YYETY
pabouero BpemeHMu.

Co30aHuUe HasHa4yeHHbIx 3a0aHUll Ha hopMuposaHUE om4YEmos — OnpeaenseT, CMOXET K onepaTop
€034aBaTb 3a4aHMA Ha popmmupoBaHme oT4éToB YPB no pacnucanuio.

5.5.4.13. Hacrpoiiku Be6-3aaBKu
Ha ctpaHunue «Beb-3aAaBKa» MOXKHO 3a4aTb HaCTPOWKM, KOTOpble ByayT NCNONb30BaTbCA 414 BbIOpPaHHbIX

ponei onepaTtopoB nNpu pabote ¢ moaynem «bacTnmoH-3 — Beb6-3anaBka». HacTpolikn, 3agaBaemble Ha
3TOW CTpaHULE, BAUAIOT Ha BHELWHMI BUA, CTPaHUL, Beb6-3as8BKM U Ha 3HAYEHUA, UCMOJIb3yemble B HEW MO
ymonuyaHuio. Mpun pabote c Beb-3aABKOW MNPUMEHAIOTCA BCe MpaBa, 3adaHHble Ha AocTyn K
opraHusaumam / noapasaefnieHUam, yCTpoNCTBam, TePPUTOPUAM U NPOoUME NPUMEHMMbIE NpaBa.

O6Lwme napameTpbl HACTPOMKN PONM A4 BeD-3aABKMU BKNKOUALIOT:

Kameeopus nponycka no ymonyaHuro — 3afaeT KaTeropuio, Kotopas 6yaeT MCno/ib30BaTbCA Mpu
CO34aHMM HOBbIX 3aABOK Yepes cuctemy «Beb-3asiBKa» No ymondyaHuio.

OpZGHU3GL4UFI no ymosiY1aHUK0 — 3a4aeT OpraHmsauunio, KoTopaA 6yAET ncnonb3oBaTbCA NpU CO34aHNUU
HOBbIX 3aABOK Yepe3 CUCTEMY « Beb6-3anBKa» no YMO/T4YaHUIO.

TakXe, 34eCb MOMHO YCTaHOBUTb caefylowmne napameTpbl paﬁOTbI C MmaTepuasibHbiIMn U“
TPAHCNOPTHbIMU NPOMNYCKaMU:

*  OTobparkaTb 3aABKM Ha TPAHCMOPTHbIE MNPOMYCKa;
*  OTobparkaTb 3aABKM Ha MaTepuasibHble NPONYCKa;

* T[logpasgeneHne HasHayeHWa pAaa  MaTepuanbHoro MNponycka Mo ymonyaHuio  (Kyga
npegHasHa4yaloTCcA MaTepuasbHble LeHHOCTH);

*  YCTaHOBMTb MPABO Ha BHOC MO YMO/MYaHMIO (4R HOBbIX MaTepUasbHbIX NPONYCKOB 3TO MPaBo
6y[eT yCTaHOB/IEHO MO YMOYAHMIO);
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*  YCTaHOBMTb MPABO Ha BbIHOC MO YMOMYAHUIO (4N HOBbIX MaTepPManbHbIX MPOMYCKOB 3TO NPaBo
6y4eT YCTaHOBAEHO MO YMOYAHMIO).

OTAenbHO MOXKHO YCTaHOBUTb BUOANMOCTb nonew 8 MHTedeEl\;ICE Beb6-3asBKMU.

[1na nepcoHasnbHO20 MPOMycKa 3afaeTtca BUAMMOCTb CAeAylolWMX nosein: TabenbHbli Homep,
opraHm3auua / nogpasgeneHue, AO/KHOCTb, YpOBeHb AocTtyna, potorpadusa, potorpadus ¢ nacrnoptTom
B pYyKax, Kateropusa nponycka, PIN-Koa, npuopuTeT, TUN [AOKYMEeHTa, cepus [AOKyMeHTa, Homep
LOKYMEHTa, KemM BblAaH AOKYMEHT, AaTa BblAA4yn ALOKYMEHTA, AaTa POXKAEHMUA, MeCTO POXKAEHMA, agapec
NPOXKMBaHUSA, FPaXKAAHCTBO, TeNedOoH, INeKTPOHHasA NoYTa, No.

18 mpaHcnopmHo20 nporycka 3a[aeTcA BUAMMOCTb c/iedylowmx nonei: ¢otorpadusa, moaens,
onucaHue, rog BbiNycKa, LBeT, BeC, Bepcua (Ky30B), Bragened, Tvn.

[na mamepuanbHo20 Mporycka 3afaeTca BUMAMMOCTb CNeAylowWwmux Mosieid: Ha BHOC, Ha BbIHOC,
OpraHusaumMa Ha3HayeHus, KonuyecTtBo, Bec (Kr), obbem (n), Homep A0BEPEHHOCTU, Kem BblaaHa
[OBEPEHHOCTb, HOMEp HaK/iadHOW, Kem BblgaHa HaknagHas, Ne Ber. CBuaeTenbcrea, Homep
pa3HapAaKK, Kyaa npeaHasHavaercs.

TakKe, ecnn B cucteme HaCTpoOeHbl AONONHUTENbHbIE NONA, MOXHO Pa3rpaHN4nTbL U UX BUANMOCTb B

Beb-3anBKe.

5.5.4.14. IlpaBa Ha NPUJIOKEHU A
Brknagka «MpwunoxkeHus» (Puc. 35) CNyRUT oA HACTPOMKKM NPaB 3amnycKa NPUIOKEHUIN CUCTEMDI.

Mpaso docmyna K cucmeme vepe3 mMobusnbHbIl KaueHm — onpegenset, byaet v y onepatopa ¢
BbIOPAHHOM PO/IbIO BO3MOXHOCTb AOCTYNA K CUCTEME Yepe3 MOOU/bHbIE MPUNOKEHMUA.

Mpaso docmyna K cucmeme «Beb-3ad6ka» — onpeaenseTt, byaet n y onepaTtopa ¢ BbiIOpaHHOM ponbio
BO3MOXHOCTb 40CTyna K cucteme «bactmoH-3 — Beb-3asnBKa».

Mpaso 3anycka npunoxeHus «bopo nponyckoe» — onpenenseT, MOXeT /M onepaTop C BbiBpaHHOM
POANbIO OCYLLECTBAATL BXO, B MOAY/b «BbacTMOH-3 — BIopo NponycKoB».

Mpaso 3anycka npunoxceHua «Omyém» — onpenensieT, MOMKET AN onepatop C BbibpaHHOM pPosbIO
OCYLLECTBNIATb BXOA4 B MoAy/b «bacTUOH-3 — OTYETY.

lMpaso 3anycka npunoxceHus «llaHenb ynpasneHuUa» — NO3BOAAET paspelmnTb, 1M60 3anpeTuTb BXOA
No/b30BaTe/IA C COOTBETCTBYIOLLEN PO/IbIO B MPUAOKeHMe «bacTnoH-3 — MaHenb ynpasaeHusa».

Mpaso 3anycka npunoxeHua «llocm oxpaHbl» — NO3BOASET pPaspewntb, AMbo 3anpeTuTb BXon,
No/1b30BaTe/IA C COOTBETCTBYIOLLEN POJIbIO B MPUIOXKeHUe «bacTMoH-3 — [MocT oxpaHbi».

lMpaso 3anycka npusnoxeHua «Yyem pabovez2o epemeHU» — MO3BOAAET paspewmnTb, AM6o 3anpeTuTb
BXOZ, N0/1b30BaTe/IA C COOTBETCTBYIOLLEN PO/biO B NPUNOMKeHMe «BacTMoH-3 — YueT paboyero BpemeHmn».
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B " Bactuon-3 - MNanens ynpaeneHna Onepatop: q — O e

OcHoBHoe MeHo # Onepartopbl M NoAHoMouwAa » Ponu onepaTopob

+ =1 —
ASMUHWCTPaTOPEI 4 MpunoxeHwna

Bropo nponyckos

MpunoxeHna

I:' I'IpaE.o AOCTyna K CHCTeMe Jepes MOSUABHBIA KNUEHT

HauaneHukm cmer
Cupana

Tabensuykn |:| Mpaeo gocTyna Kk cucteme Web-3areka
Mpaeo 3anycka NpUACKeHWA =BHOpo NpoNYyCKoB=
Mpaeo 3anycka NPUACKEHWA =0TYET=
|:| MpaBo 2anycka NpUACKEeHNA =laHe/b yNpagaeHua=
|:| Mpaeo 2anycka NpUACKeHnA =1oCT oXpaHsl=
|:| Mpaeo 2anycka NPUACKEeHWA <¥ueT pafouero BpemMeHns

|:| Mpaeo MCNOAL30B3HWA MOAYNA «BaCcTHOH-3 — MKC=

Puc. 35. Hactpoiika npaB AoCTyna K NPUAOXKEeHUAM

Mpaso ucnonv3osaHua mooyasa «bacmuoH-3 — MKC» — no3BosifAeT pa3pelnTb, AMbo 3anpeTnTb J0TMH OT
MMEHM No/SIb30BaTeNA C AaHHOM ponbio Yyepes APl «bacTnoH-3 — MKC».

5.5.4.15. Pa3rpaHuyeHue AOCTyNa K NPONYyCKaM, KATETOPUAM U NOAPa3aeIeHUIM
MpaBa onepaTtopa C 33a4aHHON PO/IbIO Ha BbIMNOAHEHME PA3/MYHbLIX OMepaunii C NepcoHaNbHbIMK

NpPonycKkamm onpesenstoTca LebiM pagom noJHOMOYNIA:
1. Ob6LecncTemHble noAHOMOYMA B rpynne «Onepaunn ¢ nponyckamm» (cm. n. 5.5.4.4. ).
2. TonHomoumA Ha opraHM3auunmn u nogpasaenenma (cm. n. 5.5.4.5. ).
3. TonHomoumA Ha pefaKTUpOBaHMe NPOMNYCcKOB B Kateropuax (cm. n. 5.5.4.4. ).

Kpome Toro, an1s Kaxgoro nogpasgeneHns moryT ObiTb HaCTPOEeHbl OrpaHUYeHMA — KaKue KaTeropuu
NPOMNycKOB MOryT 6bITb Tam co3gaHbl (cm. n. 2.2.4 pokymeHTa «bacTmoH-3 — Blopo nponyckos.
PykoBoACTBO onepaTtopa»).

OnepaTtop MOAYYUT AOCTYN K BbINONHEHMIO KOHKPETHOM onepaLmm TONbKO B TOM C/ly4ae, ec/im no BCeEM
nepeyYncieHHbIM KPpUTEPUAM OH MMEET AOCTYN K €€ BbINOJHEHUIO.

Mpu 3TOM cneayeT yyuTbiBaTb, YTO NPW CO34aHMM HOBbIX CyLWHOCTElM (KaTeropuit nponyckos,
nogpasgenieHunit) cnegyet npoBepATb HAaCTPOMKM A0CTyna K HUM. MO yMOAYaHMIO, AOCTYN K HOBbIM
CYLHOCTAM M0J1y4aT OnepaTopbl C PO/bIO TOFO, KTO CO343a/ CYLLLHOCTb, M aAMUHUCTPATOPbI CUCTEMDI.

5.5.5. [lTapameTpsbl 0TOGpPAKEHMA PACIIUPEHHBIX COOOLIEHU I
MapameTpbl BbIBOAA PaCLIMPEHHbIX COOBWEHMI O COBLITUAX 33aJatoTcAd  HEMOCPeACTBEHHO B

npuaoxeHnn «Moct oxpaHbi» MK «bactnoH-3» (Puc. 36).
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OTtobpakeHue pacluiMpeHHbIX coobLueHnI

+' | 3aKphIEaTH OKHA PECLIMPEHHBIX CooBWEeHM yepes: 10 cex.

OrobpakaTe pacluMpeHHbe cooBLWEeHNA Ana:
OBbiykbIX COBBTHMA

~' | TpesoxHbIx coBLITURA

~ | HewcnpasHocted

+ | CobbITHid ¢ npuopuTeTomM ot | 2

OTmena

Puc. 36. HacTpoiika napameTpoB oTobpaXKeHUA paclIMpPeHHbIX
coobueHuit

OKHa paclmpeHHbIx cooblueHnit (Puc. 37) npegHasHayeHbl 414 NPUBAEYEHNA BHUMaHUA onepaTtopa K
0c060 BaXKHbIM COOBLLEHUNAM.

BHumMaHwe! X

Manene 001: MoTepa CBA3U C
naHenbr

[ v |

Puc. 37. OKHO paclmMpeHHoro coobweHus

TaK Ke, KaK U N NPOCTbIX TEKCTOBbIX COOOLEHUI, cucTeMa NpeaocTaBAseT BOSMOMXKHOCTb YCTaHOBKM
dunbTpa no TMny cobbiTna n ero npuopuTeTy. Tak, N306paKEHHbIE HA HACTPOMKM 0becneuynBaloT BbiBOA,
pPacWMpPEHHbIX COOOLEHMUA TONIbKO ANA TPEBOXHbLIX COObITUIA U HEUCNPaBHOCTEW C MPUOPUTETOM
paBHbIM UK 6oNbLINM 2.

Onuua «3aKpblieams OKHA pacuupeHHbIX coobueHuli asmomamuyvecku» (Yepes 3aaHHbl NPOMENKYTOK
BpeMeHM) npeAHasHayeHa 444 MpeAoTBPalleHUs 3arpoOMOMKAEHMA OCHOBHOIMO OKHa NpPorpammbl
usnunwHen (yctapeswen) nHbopmaumnen.

5.5.6. [losiIuTUKM 6€30MaCHOCTH U aBTOpHU3anus yepe3 LDAP

5.5.6.1. HacTpoiika mo/JIMTUK 6€30MaCHOCTH
[lns HacTpoWiKkM NoNUTUK Be3onacHOCTV Naposeit onepaTopos caeayeT B moayne «MaHenb ynpasneHusa»

OTKPbITbL popMy «OnepaTopbl U NoAHOMOUUA — MoAUTUKKM Be3onacHocTn» (Puc. 38).
Ha Tekywuit MOMEHT AOCTYMNHa eANHCTBEHHAA HAaCTPOMKa 3TOM NOJIUTUKMN:

MuHumanbHasa O0auUHA naposas ornepamopd. CucTema NpoBepseT AJIMHY Naposisa onepaTtopa npu ero
n3meHeHuUn. MorKHO BBECTM 3HaYeHmA oT 1 go 20, no ymonvaHuto 1.
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5.5.6.2. Hactpoiika aBTopusanuu LDAP
MK «BbacTtMoH-3» No3BOAAET MUCNO/Ib30BaTb CAyXby Active Directory wnam nobon apyron cepsep LDAP

(Hanpumep, OpenLDAP) gns naeHTMdmKaummn nonb3oBatenein. Hactpoika atol GyHKLMM NPON3BOANTCS
B NaHenu ynpasneHus Ha popme «Onepatopbl M nosHOMoUUA — MoanTukm 6esonacHocTn» (cm. Puc. 38).

OcHoBHOE MeHIO OnepaTtopbl U NoAHOMOUWA MoantkKn GezonacHocTH

W X

O6Lre napameTpbl

MuHumansHan ANWHA NapoaA ONepaTopa:

s ——4

Astopusauwns LDAP

+'| Wcnonszoeats asTopusauuio LDAP

AsTOpw3auuna Ha cepeepe LDAP

BXODMTh 3HOHWUMHO

@ forvk/napons

BastionAdm

BastionUsername

BastionRolelD

OU=Bastion-2, OU=Vector, DC=vector

Puc. 38. Hactpoiika nonutuk 6esonacHocT M napameTpos aBTopu3auum LDAP

Onuus «Mcnonb3osaTtb aBTopusaumio LDAP» nossonset ambo mncnonb3osath (pnar ycraHosneH), nnbo
He UCnosb30BaTh (daar He YCTaHOBAEH) 3TY BO3MOXHOCTb. 10 ymonyaHuio, dpaar He yCTaHOBAEH.

Mpw ycTaHoBNEeHHOM diare akTUBUPYIOTCA CeAyoLLne Onumm:
Xocm cepsepa LDAP — appec cepsepa aBTopu3sauum LDAP.

Mopm cepsepa LDAP — nopT, Ha KOTOPbIM HacTpoeHa cnyxba cepsepa LDAP (06bluHO 31O 389 ans
He3allMLLEHHOro coeAnHeHUs 1 636 — 1A CeaHCoB, MHKAMCY/IMPOBaHHbIX B SSL).

JloeuH Oocmyna K LDAP — yHUKanbHOe uMa 3anucu B KaTanore LDAP, noa Kotopon byper
NpPon3BOAUTLCA NOUCK.

Mapons docmyna k LDAP — naponb gns gocTyna.

Onuusa «BxoOums GHOHUMHO» MOMXET 6bITb BblbpaHa, ecin Ha cepsepe LDAP HacTpoeHa aHOHMMHasn
npueAska. B Takom cayyae nona «JlormH pgoctyna K LDAP» un «laponb pgoctyna K LDAP» He
MCcnosb3ytoTca n ByayT HeAOCTYNHbI ANA PeAakTUpPOoBaHuUA.
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Mone «Ampubym snoz2uHa orepamopa» [AOMKHO COAEeP:KaTb Ha3BaHWe aTpubyTa, rae B CBOMCTBAX
nosnb3oBatenna B AD [Jo/KeH XpaHUTbCA forvH onepatopa MK «BbacTMoH-3». BblOpaHHbIA aTpubyT
[0J1KEH ObITb TEKCTOBbLIM.

Mone «Ampubym ponu onepamopa» AO/KHO coAepaTb HasBaHuMe aTpubyTa, rae B CBOWMCTBAX
nonb3osatensa B AD JOMKHO XpaHUTbCA Ha3BaHWe ponu onepaTopa MK «bactnoH-3». Mpodunb B sTOM
none B CcBOWCTBax nonb3oBaTena LDAP pomkeH cOOTBETCTBOBATb poau, cywectsyowen B MK

«BbacTnoH-3». BbibpaHHbIM aTPUOYT A0MKEH ObITb TEKCTOBbIM.

Mone «Ipynna noucka K «bacmuoH-3» [ONKHO coaepXaTb YHUKaNAbHOE UMA 3anncKu KaTanora LDAP, B
KOTOpYIo BXOAAT nonb3oBatenu MK «bacTnoH-3».

5.5.6.3. AsnroputM pa6oTsl aBTopusauuu LDAP
Ecnu yctaHoBneHn dnar onumn «Mcnonb3oBatb naeHtudukaumo LDAP», To B MOMEHT BBOZA /IOTMHA U

napona MK «bactnoH-3» nposepseT, cywecrtsyeTr AW MNOAb30BaTe/lb C MMEHEM, PaBHbIM MMEHMU
nonb3sosartena LDAP, B K «bacTMoH-3». [lanee nponcxogmTt aHanms:

1) Ecnm nonb3oBaTens B LDAP umeeT BepHylo Napy /NOrMMH-Naponb, a TaKXKe 3anoJIHEHHble
aTpubyTbl, NO3BOAAOLME eMy ncnonb3oBaTth MK «bacTnoH-3», Ho B MK «BbacTMoOH-3» gaHHble O
HEM OTCYTCTBYIOT — 3TOT NoJsib3oBaTenb Aobasnsetcs B MK «bactmoH-3». OKHO BBOAA Naponsa He
nosasnaetca, 61okuposKa MK «bacTMoH-3» — oTKAOYaeTcs.

2) Ecnu nonb3oBatenb B LDAP mmeeT BepHylo Mapy JIOTMH-NApPOJib, a TaKKe 3ano/IHEHHble
aTpubyTbl, He no3BosstowMme emy nosb3osatbca MK «bacTnoH-3», a B MK «bacTnoH-3» gaHHbIE O
HEM OTCYTCTBYIOT — 3TOT Nosib3oBaTenNb fobasnseTca B MK «bacTMoH-3», NoABAAETCA OKHO BBOAA
NIorMHa n napons, onuuna 6noknposkn AMNK «bacTMOH» — BKAOYEHa.

3) Ecau nonb3oBatenb B LDAP nmeeT HeBepHy napy N0rnH-naponb, a B MK «bacTMoH-3» AaHHble
O HEM MNPUCYTCTBYIOT — MOSIBAAETCA OKHO BBOZA JIOTMHA WM Mapons, onuusa 6nokuMpoBku MK
«BbacTnoH-3» — BKAOYEHa.

4) Ecnu nonb3osaTtenb B LDAP nmeet HeBepHyto napy A0rMH-naponb, a B MK «bacTMoH-3» AaHHble
O HEM OTCYTCTBYHOT — MOABAAETCA OKHO BBOZA NOMMHa W naposs, onuua 6aokuposku MK
«BbacToH-3» — BKAtoYeHa.

5.5.6.4. /lo6aB/ieHUe aTPUGYTOB B cxeMmy Active Directory
Ha KOHTponnepe gomeHa cnegyet 3anyctutb regsvr32 schmmgmt.dll ¢ npasamu noKanbHOro

aAMMHUCTPATOpPa. ITa OCHACTKa MO YMOJIYAHUIO He 3aperucTpupoBaHa. locne 3TOro OTKPbITb U3
KOHCO/IM mmc OCHAcTKy Cxema Active Directory v nepentu B pasgen Attributes (ATpu6ytbi). Ans
nobaBneHns HOBOro aTpmnbyTa TaKKe NoTpebyroTcsa NpaBa AoMMHUCTPaTopa cxembl. Ecnn nonb3oBaTesb
nmeeT npasa "AgMUHUCTPATOP NPeanpuATMA", TO 3TOro A0CTaTO4YHO.

Ons pobaBneHus HoBoro atpubyta noTpebyetca BeecTn X.500 OID — yHWMKaNAbHbIA MAEHTUUKATOP
obbekTa. na GopmMMPOBaAHUA KOPPEKTHOro MAaeHTUdMKaTopa MOXKHO Bocnonb3oBaTbcs Power Shell
ckpunTtom (https://gallery.technet.microsoft.com/scriptcenter/Generate-an-Object-4c9be66a)

#___

$Prefix="1.2.840.113556.1.8000.2554"


https://gallery.technet.microsoft.com/scriptcenter/Generate-an-Object-4c9be66a
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SGUID=[System.Guid] : :NewGuid () .ToString ()

SParts=Q ()

$Parts+=[UInt64]::Parse ($guid.SubString(0,4),"AllowHexSpecifier")
SParts+=[UInt64]::Parse($Sguid.SubString(4,4),"AllowHexSpecifier")
SParts+=[UInt64]::Parse($Sguid.SubString(9,4),"AllowHexSpecifier")
$Parts+=[UInt64]::Parse ($guid.SubString(14,4),"AllowHexSpecifier")
SParts+=[UInt64]::Parse($Sguid.SubString(19,4),"AllowHexSpecifier")
SParts+=[UInt64]::Parse ($Sguid.SubString (24,6),"AllowHexSpecifier")
$Parts+=[UInt64]::Parse ($guid.SubString (30,6),"AllowHexSpecifier")
SOID=[String]::Format ("{0}.{1}.{2}.{3}.{4}.{5}.{6}.{7}",$prefix,$Parts[0],$Parts[1],
SParts[2], $Parts[3], $Parts[4], SParts[5], $Parts[6])

Soid

#___

CKpunT HeobXxo0AMMO CKONMPOBaTb B OKHO KoHcoaun PowerShell u BbinonHuTs ero (Puc. 39).

(C) Knpnnpaﬁun Mauxpncan (Hicrosoft Corporation),

C:\lsers\Aamuauc TpaTop?
C:illsersh\AarunucTpaTop?
C:\lsers\Aamuauc TpaTop?
C:vlsersh\iarunucTpatop? %
C:vlsersh\iarunucTpatop? %
E:\Users\ﬁnﬂunuchaTop> ;
C
C
C
C
C

Asers\iamuaHc TpaTop>

Alsers\iamuauc TpaTop?
Alsers\iamuauc TpaTop?
t\llsersZigruuuc TpaTop>
Alsers\iamuauc TpaTop?
Alsers\iamuauc TpaTop?

AamuHwuctpatop: Windows PowerShell

i —

$Parts+= [UIntﬂh]
SParts+=[UIntéh]
SParts+=[UIntéh]
SParts+=[UIntéh]
SParts+=[UIntéh]
SParts+=[UIntéh]

arse($gquid.
arse{Squid.

2013. Bce npapa 3awmyeHs.

$Prefix="1.2.840.113556.1.8000.2554"
D=[System.buid]::Hewbuid().ToString()
()

SubString(D,4),

1d.SubString(®,4),"
1d.SubString(1d4,4),"
id_SubString(1%,8)
1d.SubString(24,6),

1d.SubString(30,6),

SubString(h,h),“

Alsers\AamMuauc TpaTop>

$0ID=[String]::Format(" {ﬂ} 3.2 (3. 1453 .

“fAllowHexSpecifier™)

nllanexSpecifier“)

nllanexSpeclfler ")

“AllowHexSpecifier” )

“fAllowHexSpecif

“AllowHexSpecif

nllanexSpeclfle )

L6} . L73",Sprefix, $Parts[ﬂ] $Parts[1],%Parts[2]

$Parts[3] $Parts[4],%Parts[5],5Parts[6])

PS C: \Users\ﬂnﬂunuchaTnp> $o id

1.2.840.113556.1.8000.2556. 14102 1575119849 18122.45426.5728533. 14528930
PS5 C:vlsers\AamuuucTpaTop?

Ed *new 1 - Notepad++ [Administrator]

®aiin lMpaeka [Mowck Bua  Kognposkw Cudtakcwcel  Onuwmn  Makpocer  3anyck  Mnarvdel Okda 7 X
cHEHBEGE Dociaylaxx B[ EEEN U D@ =

Enew 1 GS]
1 1.2.840.113556.1.8000.2554.14102.15751.19845.18122.45426.5728533.14528930

Mormal text file length: 73 lines: 1 Ln:1 Col:74 Sel:0]0 Dos\Windows UTF-8 w/o BOM INS

Puc. 39. leHepauma X.500 OID

PesynbTaT BbINO/NIHEHWUA CKpUNTa — HOBbIN X.500 OID, KoTopbi HYyXXHO ByaeT BBECTM B COOTBETCTBYIOLLEE
nose Ha ¢opme cosgaHuaA aTpmbyTa.

Janee cnegyer co3gaTb HOBbIM  aTpubyT bastionopers

HeobxoaMmMbIi ans xpaHeHua npoduna (cm. Puc. 40).

(cuHTaKemce  «Ctpoka  HOHukopa»),
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OB |
E bastionopers
Onvcanne: name operator’s profile of bastion
OBwee uma: bastionopers
¥.50001D: 1.2.840.113556.1.5000.2554.61419 64357 4578,
CurTakenc v manasoH
CuHTakeue: Crpoxa Irmkona
iHianayma: [
Makcumym: I
3T0 OBHOSHAYHEIA aTPMEYT.

[V 3moT atpuiyT akTeEH.

™ Whnexcuposats aTpubyT

I™ | BemonHans paspelleHie HennHosHaHER HveH (SRR
[~ Penmuyiposats aToT aTpUyT B rNofankHsNt KaTanor.
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Puc. 40. flo6aBneHune atpubyra bastionopers

3atem cneayet Aob6aBuTb aTPUOYT B Kacc user. [1/1a 3Toro B ocHacTke «Cxema Active Directory» moKHO
nepeiitn B pasaen Classes (Knacchi) (Puc. 41).

= Konconel - [Kopenb konconw\Cxema Active Directory [daikoku.nihon.ru]\Knacce]

Koncons  [eficteme  Bug  MsbpanHoe Owknvo  Cnpaeka
&= | 2imllc=|
| KopeHs kKoHcomm 4L | Tun | CocToAHKe | |
= E Cxema Active Directory [daikoku.nihe | ®12 account CTpYKTYpHEIR AKTHEEH )
J B2 acsPolicy CTpYKTYpHBIF AKTHBEH
| ATpubyTeI A1 aCSResourceLimits CTPYKTYPHEI AKTHEEH
2 acssubnet CTPYKTYPHBIA AKTHEEH
91 addressBookContainer CTPYKTYPHBIR AKTHEEH
H12 addressTemplate CTPYKTYPHBIA AKTHEEH
472 applicationEntity CTPYKTYPHBIR AKTHEEH
=j"I:appliceﬂjanF’rDcess CTPyKTyPHBIA AKTHBEH
12 applicationSettings ABCTpaKTHLIA AKTHBEH
914 applicationSiteSettings ABCTpaKTHLIA AKTHEEH
ﬂT:appIicaﬁnnversion CTPYKTYPHBIR AKTHBEH H
H12 attributeSchema CTPyKTYPHBIA AKTHEEH
4 bootableDevice Ccobbii AKTHBEH
572 builtinDomain CTPyKTYPHBIA AKTHEEH
ﬂT: categoryRegistration CTpyKTYPHbIR AKTHBEH [
973 certificationAuthority Tun 88 AKTHEEH [
ﬂT: classRegistration CTpyKTYPHbIR AKTHBEH [
912 dassschema CTPYKTypHBIF AKTHBEH |
12 dassStore CTPYHTYPHBIR AKTHEEH [
:sa-[: comConnectionPoint CTPYKTypPHEIH AKTHBEH |
i“T: computer CTPYHTYPHBIR AKTHBEH [
:sa-[: configuration CTpyKTYPHBIR AKTHBEEH |

Puc. 41. Pasgen "Knaccbl" cxembl Active Directory

B cBolicTBax Kiacca user Heo6Xo4MMO NepenTu Ha 3aknaaky Attributes (ATpu6yTbl) 1 Tam £06aBUTb
HOBbI aTpPUBYT Knacca (Puc. 42).

KomaHgon adsiedit.msc Mo)KHO 3anycTutb peaaktop ADSI Edit (PegaktupoBaHue ADSI) yTo6bI
caenatb HOBbIA aTpubyT BMAMMbIM B oOcHacTke Active Directory Users and Computers. B
napameTpax NogKAlouYeHus cneayet BbibpaTb Configuration. 3aTem nepeiTn K KoHTeliHepy CN=419,
CN=Display Specifiers, CN=Configuration. [1na otobpaxeHus B aHrN10A3blYHON KoHconn CN=409.
Ons otobparkeHuna aTpnbyToB Ha yposHe OU BbibMpaem KoHTeliHep CN=organizationalUnit-Display.
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B cBoicTBax KOHTelHepa HeobxoaMMO HamTu aTpubyT extraColumns, KOTOpbIA OTBEYAET 33 BbIBOA,
AONONHUTENbHbIX aTPNBYTOB M A06aBUTL B HErO CTPOKY B popmare:

1) HasBaHue aTpubyTa;
2) 3aronoBOK KOJIOHKK, B KOTOPOM byaeT oTobparkaTbca aTpubyT;
3) bygaet M oTobpaxkaTbca NO ymonyaHuio (ctasmum 1);
4) LWunprHa KONOHKM B MUKCENSX, 3HaYeHMne 1 03HayaeT aBTOMaTUYECKMIA Noab0p LWMPKUHDI;
5) 3apesepBupoBaHHoe 3Ha4yeHue (ctasmum 0).
Hanpumep: ExtraColumns bastionopers.Bastion_operator.1.1.0

Buumanne! [lna moeo, ymobbl Hosblli ampubym cman sudeH 8 ocHacmKe Active Directory
Users and Computers, nocse 0obasneHus ampubyma eé Heobxo0UMO repeomxkpsime.

Terminal Services Default ...  user :
Terminal Services Session ... user Buibop obbexTa-cxembl il
Terminal Services Session ... user
e BriGepuTe ofbekT-Cxemy:
Ofwme I Omowermna  ATPMEYTE! | BesonacHocTe Mo ymonuaHo I ﬁggﬂ:g‘?&g;&ﬂzﬁ?me ;I 0K I
attribute|D = | 0
"I. user attribute SecurityGUID e |
u attribute Symtax
attribute Types
_ audio
OfazaTensHo: auditingPolicy
autherticationOptions
authorityRevocationList
audliaryClass
badPassword Time
badPwdCount
bastionopers
birthLocation
boatFile
HononswnTensHo: |account Expires ﬂ OoBzenTs... | bootParameter
aC5PaolicyMName bridgehead ServerListBL
adminCourt U aniTe | bridgehead TransportList
audio buildingName
badPassword Time buitinCreation Time :I
badPwdCount T
bastionopers
businessCategory
carlicense LI
oK Crmeta | MprMeHnTE | Crpasxa |
e T T O T ST

Puc. 42. ATpmnbyTbl Knacca user

5.5.6.5. HacTtpoiika ngearudukanuu noab3oBares Active Directory as I[IK «bacTuon-3»
[na HacTpolikn mnaeHTMdUKaumm nonb3osateneit Active Directory ana MK «bactMoH-3» cneayet

BbINO/IHATbL NOCNEA0BATE/IbHOCTb AEWUCTBUIA, MPEACTaBAEHHYIO HUXKeE.

Ha koHTponnepe gomeHa Active Directory 3anyctuTb ocHacTky Active Directory Users and Computers,
BblOpaTb B gepeBe cneBa y3en Users M co3gaTb OTAENbHYHO rpynny (group), npeaHasHayeHHyo Anan
nonb3osartesnel MK «bacTnoH-3», Hanpumep, ¢ umeHem apk_bastion_users.

BHumaHue! Umsa epynnel donxcHo 6bimb 6e3 npobesos u cneycumesosos.

MomecTnTb B CO34aHHYO rpynny Tex nonb3osaTtenent AD, KoTopble byayT Bnocneactsmm pabotats ¢ MK
«BacTnoH-3» ¢ yueTHol 3anucbio AD (3aknagka member of B cBoicTBax nonb3osatens, cm. Puc. 43).
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Security I Environment I Sessions | Remoate contral
Teminal Services Profile I COM= I Attribute Editor
General I Address Prafile I Telephones I Organization

Published Certficatesy Member Of | Bassword Replication | Dialin | Object

Member of:
Mame Active Directory Domain Services Folder
apk_bastion_users  test.u/Users
Domain Users test ru/Users
Add... | Bemove |
Primary group: Domain Users

S et Priman Grou There is no need to change Primary group unless
= L4 B you have Macintash clients or POSX-compliant
applications.

QK I Cancel Lpply Helm

Puc. 43. HacTpoiika uneHcTtBa B rpynnax gna noab3osatens MK
«bacTuoH-3»

Echn B cBOMCTBax nosib3oBaTesns oTobparkaeTca 3aknagKka attribute editor (cm. Puc. 44), 1o cnegyet
HalilTM B CNKUCKe aTpubyTOB MoO/b30BaTeNA aTPUOYT, 3apaHee CO34aHHbIA ANA XPaHEHMA Poau
nonb3osatens MK «bactnon-3». MNocne yero He06xo0AMMO NPUCBOUTL AaTPMOYTY, NpeaHA3HaYeHHOMY AN
XpaHeHus poaun (cosgaHHoro B MK «BbactnoH-3») onepatopa MK «BbacTMoH-3» cMMBONLHOE 3HauYeHMe,
coBnajatoliee C UMeHeM pou.

Echu  Takux aTtpubytoB HET, TO cneayeT HanTu  nwbon  HesaHATbIM  aTpubyT, KOTOpPbIA
NPUHUMaET CUMBOJIbHbIE 3HaYeHUA (Hanpumep, sn). ITo byaeT aTpMbyT ANA XpaHeHUs Posiv onepaTopa
MK «BbacTnoH-3». MNpUcBoUTb 3TOMY aTpMbYTYy CUMBOJIbHOE 3HaYeHWe, coBnagaroLLee ¢ umeHem poau MK
«bacTtnoH-3», cozpaHHol B MK «bactnoH-3» ana nonb3osatenen AD.
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Security I Environment I Sessions I Remate control I
" General I Address | Account | Profile I Telephones I Organlzatmn I
Published Certificates | Member OF | Password Repjjesté

Terminal Services Profile I COM+ Attribute Editor
Attributes:

Aftribute I Value -
account Expires never) —
accountMameHistory  <not set>
aC5PolicyMame <not set>
adminCourt <not set>
adminDescription <not set>

adminDigplayMame <not set>
alt Securtyldentities <not set>

assistart <not set

attributeCertficateAttr... <not set>

audio Znot set>

badPassword Time 6/3/2014 5:51:40 PM Russian Daylight Time
badPwdCount ]

bprafile <not set>

businessCategony Znot set> -
4 | _'I_I

Edit | Fiter

QK I Cancel Lpply Help

Puc. 44. Attribute Editor

Ecnm B cBolicTBax nosib3oBaTens He otobparkaetca 3aKnagKa attribute editor, Toraa cnegyert B meHio

«View» («Bua») Bbibpatb onumio «Advanced features» («PacwmpeHHble BO3MOXKHOCTUY). Mocne aToro

attribute editor ctaHeT gocTynHbim (cm. Puc. 45).

File

- Active Directory Users and Computers

Action | wiew Help

i= =p | bl Add/Remove Columns. .. f%

=

FEEEEBEE gl

[+

Puc

=] Active Direq  Large Icans I Descrii

Saved Small Icons

o test.ru List
2| apk w Detail
Buil

con  Wsers, Contacts, Groups, and Computers as containers

Eal | v Advanced Features
For|  Filter Options...
Los
Pro
System
Users

NTDS Quotas

Customize...

. 45. HacTpoiika otobparkeHua KoHconu Active Directory

Mocne atoro cneayet AobasuTb pabouyto cTaHUMIO, rae yctaHoBaeH MK «bacTMoH-3» B aomeH Active

Directory.

3atem, B K «bacTMOH-3» NpOU3BECTN HACTPOIMKY KaK yKa3aHo B n.5.5.6.2.



‘ «BacTnoH-3». PYKOBOACTBO aAMMHUCTPaTOPa 80

Mocne sToro npu nepsom 3anycke MK «bacTMoH-3» aoaxkeH byaeT NoABUTLCA onepaTop, O4HOMMEHHbI
c nonb3oeaTenem Active Directory, nog KOTOpbIM BbIMNOJHEH BXOA, B CUCTEMYy Ha AaHHOM pabouei
CTaHLUMK.

5.5.7. ABTopusanusa yepe3 Open ID Connect

5.5.7.1. CueHapuii aBTopu3sanuu 4yepe3 Open ID Connect
HaunHaa ¢ sepcmn 2024.1, MK «bactmoH-3» nogaep»kmsaet aBTopmsaumio onepatopos yYepes OpenlD

Connect. Wcnonb3soBaHue aBTopmsaummn yepes OIDC (OpenID Connect) nossossdeT npunosxkeHuam MK
«bacTMoH-3» CBA3ATbCA CO BHELWHeN CcAyXK60M uaeHTUdMKaumMmM, 4Tobbl NOAYYUTb Heobxoaunmble
AaHHble 06 onepaTopax U BEPHYTb UX B NpUIOKeHWNe, obecneyms NOHYIO 3aWMUTY AAHHbIX.

B cucteme mMcnonb3yeTca ciedyowmin cueHapuii asTopusaumm yepes OIDC:

1. B OKHe BX0oAa B CMCTEMy OMepaTop Ha*KMMaeT KHoMKy «Boitu yepes OpenlD» (Puc. 46). Mpu
3TOM OH byaeT nepeHanpasneH B OoKHO Bxoga OIDC, koTtopoe byaeT oTKpbiTo B bpaysepe,
YCTaHOBNEHHOM B CUCTEME MO ymondaHuto. A npunoxerue MK «bactmoH-3» B ¢oHe bByaeT
noKasbiBaTb Gopmy, NnpmuBeaeHHyto Ha Puc. 47.

Bxoa B cuctemy

OTmena Bo#t uepes OpenlD

- T~ L_// ~F
2024.1 (debug)
(c) 2024 00O "EC-npom™

Puc. 46. OKHO BXoAaa B cuctemy

2. B bpaysepe onepatop A0/IKEH BBECTM Kog A4/1A BXOAad. ITOT KOA aBTOMATUYECKM KOMUPYETCs B
b6ydep obmeHa npu HarkaTumM Ha KHOMKY «BoiTtn yepes OpenID». Mpu HeobxoAMMOCTH, KOZ
MOXHO CKOMWPOBATb BPYYHYIO WMAM MOCMOTPETb B OKHE OXWAaHuA nornHa 4depe3 OpenlD
Connect (Puc. 47).

3. Nocne atoro onepartopy 6yp,eT npegnoxeHo BBeCT CBOU aBTOPU3aUUMNOHHbIE AaHHbIE.

4. NK «bacTMOH-3» NepuoaMYEecKM onpawuBaeT caykby waeHTUOMKAUMM O pesynbTaTte
aBTopu3aumm onepatopa. Mpu Noay4yeHUM MNONONKUTENbHOrO OTBETa CUCTEMa NPOBEPUT POJb
onepaTopa v asTopusyeT ero. Mpu Bo3HMKHOBEHUM OWNGOK B aBTOpU3aLmMn ByaeT oTKasaHo.
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Aetopuzyiitecs 8 OpenlD Connect

OTKpLITE CTRaHWULY BXOaa )

Koa ana Bxopa: BIZX-HUT O

OTmena

2024.1 (debug)
(c) 2024 OO0 "EC-npom”

Puc. 47. OKHO oxXngaHua noruHa yepes OpeniD Connect

Takxke, MK «bactoH-3» nponssoanT GpOHOBbIE NPOBEPKM AENCTBUTENbHOCTU CECCUM MO/b30BaTeNs B
OIDC. Ecaun ceccua cTana HegencTeuTenbHon, npomsonaeTt 610knuposka npunoxkeHnn MK «bactmoH-3»,
TO eCTb — 3aBepLUeHMe NOJIb30BATEbCKOW CECCUM.

N3 okHa 610KMPOBKM onepaTop TaKKe MOXKeT aBTopmusoBaTtbea Yepes OIDC (Puc. 48).

Ceccua onepaTopa zabnokvpoEaHa

Boiitk yepes OpenlD

Puc. 48. OKHO 6/10KMPOBKU C BO3MOKHOCTbIO aBTOpPU3aLMmn
yepes Open ID Connect

Onepatop, AobasneHHbIn B MK «bacTnoH-3» yepes OpenlD Connect, He MOXET BOUTU B CUCTEMY C
MCNosib30BaHMEM J/I0OTMHA W napona 6e3 ceaAsn ¢ OpenlD Connect. MNMaponb Takoro onepatopa He
xpaHutca B MK «bacTnoH-3».

5.5.7.2. Hacrpoiika KeyCloak
Hanbonee pacnpoctpaHeHHOW cuctemol, peanusyioweir OpenlD Connect, sBnsetca KeyCloak.

PykoBoacTBo no yctaHoBKe KeyCloak BbIxogmMT 3@ paMKu 3TOro AOKYMeHTa. 34ecb NPUBOAATCS CBeAeHUA
0 Tex HaCTPOMKax, KoTopble HeobxoanMmo BbINOMHMTL B KeyCloak, 4tobbl nHTerpauus sapaborana.

Ona pabotbl ¢ KeyCloak Heobxoaumo onpeaenutb Realm, yepe3 KoTopbih byaeT npousBoaMTbCA
B3ammogeincteme c MK «bactMoH-3». Realm — 3To BbiCWas CTPYKTypHaa eauHuUA KOHOUrypaumm
Keyloack. Realm copepuT B cebe Habop KnmMeHTOB, Habop nonb3oBaTenen, Habop scope, Habop rpynn
n 1. a. lonyckaetca paboTa yepes n3HavyabHO cywecTsyowmin Realm ¢ HasBaHuem "master".
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[na BHewHel cuctembl naeHTuoUKaumm MK «BactmoH-3» aBasetca KaneHtom. Mostomy, B KeyCloak
Heob6XoAMMO CO34aTb OTAENLHOMO KAWEHTA. [ 3Toro cieayeT:

1. Mepeittn B pasgen Clients (B neBoit yacTn Beb-nHTepdeica) n HaxKaTb KHoMKy "Create client".
2. 3anonHuTb cregytolme obsasaTenibHble NapameTpbl:
. Client type = OpenlID Connect;
. Client ID - npon3BobHbI TEKCTOBbIN MAEHTUPUKATOP;
. Client authentication = ON;
. Authorization = ON;
. OAuth 2.0 Device Authorization Grant = ON;
3. CoxpaHuTb NapameTpbl Ha*KaTMem KHOMKK Save.
HacTtpoitka cnocoba ayteHTUPUKaAL MU KNNEHTA

B MK «BacTnoH-3» A0CTYNHO UCNOJIb30BaHWe ABYX cnocoboB ayTeHTUdMKauum KamenTa: "Client Id and
Secret" n "X509 Certificate". Ona ncnonb3oBaHWs BTOPOro HYy)KHO HacTpauBaTb MTLS Ha cepBepe
Keycloak u B MK «BbacTnoH-3».

[na HaCTPoIMKKn cnocoba ayTeHTUDMKALNM KINEHTa c/ieayeT:

1. 3aiiTi B HacTPOMKKU KamneHTa (Bbl6paTh pasgen "Clients" B nesoit yacTn MHTepdeinca 1 BbibpaThb
Tpebyemoro KamMeHTa 13 Cnucka).

2. Mepelitn Ha BKNagKy "Credentials";
3. BbibpaTtb "Client Id and Secret" nnu "X509 Certificate";

4. B cnyyae Bblbopa nyHkTa "Client Id and Secret" creHepupoBaTb M cKonupoBaTb AAA
KoHUrypaumm MK «bacTMoH-3» TEKCTOBbINA CEKPET KANEHTa;

5. [na sapmaHTta "X509 Certificate" moxHO 3aaaTb KOHKpeTHoe 3HayeHue "Subject DN", nnbo
334aTb onpenenéHHoe regex-BbiparKeHne ANA MPOBEPKU KAMEHTCKUX mTLS-nogxntodeHnin no
COCTaBY K/IMEHTCKOro cepTudukara.

CosaaHue rpynn

Ponb onepatopa B MK «bactmoH-3» onpegenAetcd MO NPUHAANEKHOCTM COOTBETCTBYIOLLEro
nonb3osartena OpenlD K onpeaeneHHol rpynne. Heobxoanmo, 4tobbl B Keyloak 6611 HacTpoeH Habop
rpynn, Kotopble 6yayT COOTBETCTBOBATb poasAmM onepatopos B MK «bacTnoH-3».

[Nna cyXeHna MHOXeCTBa MCMOAb3YEMbIX FPYMNN MOXXHO HACTPOUTb onpeaenéHHbli NpeduKe, C KOTOPOro
byayT HauMHaTbCA MMeHa rpynn, npeacrtaBasaowmx poam onepatopos B MK «bactnoH-3». MpeduKc
HacTpaumaeTca B MK «bacTMoH-3» B KOHGUIrypaumm noagkatoueHus K cepsepy OpenlD.

CootsetcTaue rpynn OpenlD ponsm MK «bactMoH-3» onpeaenserca no TeKCTOBbIM MAEHTUDMKaTOopam
— Mo MMeHaM (MckatoYasa npeduKc, ecim OH ecTb), T.e. UMA TPYNMbl AOKHO COOTBETCTBOBATL UMEHMU
posn onepatopos (be3 y4éta peructpa cmmposios). Hanpumep, ecan B MK «BacTMoH-3» ecTb posib C
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nmeHem admins n HacTpoeH npedukc «bastion_», To B KeyCloak mosmkHa 6bITb co3gaHa rpynna c
nmeHem bastion_admins.

B MK «bacTnmoH-3» onepatop MOXeT NpuHagNexaTb TONbKO K ogHoW ponu. [oatomy, BBOAMTCA
WUCKYCCTBEHHOE CTPYKTYpHOE OrpaHuYyeHne Ha cucTteMy nosnb3oBatener u rpynn B Keycloak:
nofb3oBaTe/lb AO/IKEH MNpUHAANexaTb TONbKO OAHOW rpynne W3 MHOMKecTBa rpynn, KoTopble
oTObparkaloTcs Ha posiv onepatopoB (a 3To Bce rpynnbl M3 cooTBeTcTBytowero Realm, ecam B MK
«BbacToH-3» He HacTpoeH nNpeduKc ANs TaKUX rPynbl, NGO rpynnbl, KOTOPbIE HAYMHAOTCA C 3343aHHOTO
npedurKkca). Ecnnm nonb3oBaTenb NPUHALNEKUT Honee 4yem K OAHOM rpynne w3 Tex, KoTopble
oTobparkatoTca Ha posiv onepaTopos, TO byAeT B3ATa NepBasA NO CAUCKY.

Ons cospganusa rpynn B KeyCloak cneagyert:
1. NepeiTtn B pasgen Groups.

2. Cos3patb Tpebyembli Habop rpynn npu nomowm KHonku Create group. [na Kaxzgow rpynnbl
CNefytoT 3a4aTb MMSA, HauMHatoweecs ¢ npeduKca, eciv oH onpeaenéH.

CospaaHue non b3oBaTtenei

Monb3osatenu onpegeneHHblx rpynn OpenlD cooTBeTcTBYIOT onepaTtopam [MK «bactnoH-3». Mpu Bxoae
nonb3osatena OIDC B kayecTBe onepaTopa MK «bacTMoH-3», onepatop 6yayT co3aaH aBTOMaTUYECKUN B
cnyyae ero otcytcteuA B MK «bacTnoH-3» (ecan no aTpmbytam nosb3oBaTeNs MOXKHO ONpeaeuTb Pob
onepaTtopa; ecam poab onpeaennTb HEBO3IMOXKHO, UIN B CUCTEME OTCYTCTBYET POJb C HYXKHbIM MMEHEM,
TO BXOZ, He NPOM30NAET).

Ona cozpgaHuna nonb3osaTena B KeyCloak chegyert:
1. NepeiTtn B pasgen Users.

2. CospgaTtb nosb3oBaTtesien npu nomowm KHonku "Add user", npucoeauHAs UX K HYKHbIM
rpynnam npu NomMoLLmM KHoMNKKM "Join group" B HacTpolikax Noab3oBaTens.

3. 3apaTtb N0/ab30BaTENSAM MAPOAM MO YMOAYAHUIO. 15 3TOro B HACTPOMKax No/Ib30BaTeNA HYXKHO
3aMTM Ha BKnaaky "Credentials" u HaxaTb KHoNKy "Set password". MoXHO 3343aTb BpEMEHHbIM
naposb, IM60 3a4aTb NOCTOAHHbIN.

Keycloak nopaeprkMBaeT MHOMXKECTBO BapWaHTOB ayTeHTUOUKALMU KOHEYHOro Mnonb3oBaTens. 34ech
onucaH 6a30BbIi (N0 NOrMHY 1 NaPoIo).

HacTtpoitka nepegaum nidopmauum o rpynna B atpubyrax (Claims) nonb3osareneii

Mo ymonuanuio Keycloak He nepenaér B ID-ToKeHe MHPOPMALMIO O TOM, B KakKMX Fpynnax coCTouT
nonb3oBaTtesb. [1nA Toro, YTobbl HACTPOUTL Nepesavy UHPOPMaLLMK O rpynnax, HeobxoaMmo:

1. Mepeittn B pasgen Client scopes.

2. Haxatb KHonky "Create client scope", 3agaTb 06s3aTenbHO MMA U BbibpaTb Type "Default"
(4TobbI aTpMbyTBI M3 3TOro Scope cogepykanucb B ID-TOKeHe Bcerga M He Tpebosanu
OONONHUTENbHbIX AENCTBUIA OT KNMEHTCKOWN CUCTEMDbI).

3. B HacTpolikax HOBOro scope MepenTn Ha BKAaaKy Mappers n HaxkaTb KHonKy "Configure new
mapper".
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4. B OTKpbIBLUEMCS OKHe BbibpaTb mapper ¢ umeHem "Group Membership" n onncatmem "Map
user group membership".

5. 3apatb Ana Hero ob6s3aTenbHOE UMSA M 3aNoNHUTb HacTponKy "Token Claim Name" 3HaueHuem,
KOoTopoe byaeT ucnosb3oBaHo B KoHourypaumm MK «bactMoH-3» B HacTpoiKke «ATpubyT posaun
onepaTopa».

6. MoctaBuTb 3HauyeHue HacTpoikm "Full group path" B OFF. OcTasnbHble HACTPOMKM MOMKHO
OCTaBUTb CO 3HAYEHMUAMM MO YMONYAHMIO.

7. MMepeliTn B HacTPoOIiKM KnneHTa (BbibpaTh pasaen Clients B 1eBoit yacTn nHTepdeiica 1 BbibpaThb
HY»KHOFO K/MeHTa U3 CNMCKa).

8. MepeunTtun Bo BKNaaKy Client scopes.

9. Harkatb KHonMKy "Add client scope", BbibpaTb U3 cNMCKa paHee Co3AaHHyo rpynny u Aob6aBuTb
€€ nyTém HakaTuAa KHonku Add. B nosiBuBemMCcs MeHto BbibupaTb NyHKT "default".

5.5.7.3. Hacrpoiika IIK «bactnoH-3» Ay aBropusanuu yepe3 OpenlD Connect
[na HacTpoliku aBTopusaumm Yepes OpenlD Connect (OIDC) cnepyeT B moayne «MaHenb ynpasaeHUA»

OTKPbITb CTpaHuuy «OnepaTopbl M NosHOMOYMsA — [loNUMTMKKM 6e3onacHocTM — ABTopu3aums yepes
OpenlD Connect» (Puc. 49).

3aecb cneayet BKAOUMTb dnar «Mcnonb3osatb aBTopmsaunto OpenlD Connect», nocne 4Yero HacTpouUTb
napameTpbl, NepeyncieHHble HUXKe.

ID kKnueHMa — 3TO WAEHTUOUKATOP K/AMEHTa, CO3[4aHHOIO BO BHELIHeW cucTemMe MAeHTUdUKaLMK
(Client ID).

Xocm nodknroyeHus — nma unm IP-agpec cepsepa BHELHEN CMCTeEMbl MAEHTUPUKALLUN.
Mopm nodKaYeHUs — NOPT CEPBEPA BHELLIHEN CUCTEMbBI UAEHTUPUKALMMN.
RealmID — naeHTUOMKATOP BbICLIEN CTPYKTYPHOM eaAnHMUbI KOHOUrypaumm cuctemol OIDC.

Ampubym no2uHa onepamopa — vma aTpubyTa, KOTopbI ByaeT UCNO/b30BaTbCA B KA4ecTBe NOrMHa
onepaTtopa B MK «bacTnoH-3». 3aaaHHoe No ymonyaHuio 3HayeHune preferred_username cooTBeTCTBYyeT
HacTpoiKkam KeyCloak no ymonuaHuio.

Ampubym ponau onepamopa — UMs aTpubyTa, KOTOpbIM OyAeT MCNosib30BaTbCA B KAayYecTBe pPoswu
onepatopa B K «bactnoH-3». 3agaHHOE NO YMOAYaHUIO 3HAayeHue groups COOTBETCTBYET rpynnam
nonb3sosatenen B KeyCloak.

MpeguKkc 3HavyeHus ampubyma poau orepamopd — WCMNONb3YeTCA [ANA CYKeHUA MHOXKecCTBa
MCMNOMb3yemMblX B MHTErpauuu rpynn nosnb3oBateneir. Tak Kak B MK «BbacTMoH-3» onepaTtop MOXeT
NPMHAANEXKaTb TO/IbKO K O4HOW POAK, TO UCMO/Ib30BaHMe npeduKca NO3BOAET UCKIIOUYNTD KOHGANKTI
C APYrMMM rpynmnamm, B KOTOPbIX MOXKET COCTOATb Nonb3osaTesb OIDC.

lMpusemcmeeHHbIli mekcm — TeKcT, oTobparkaemblii Ha dopme OXMOaHUA norMHa dvepes OpenlD
Connect (Puc. 47).
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B " Bactnon-3 - MNManene ynpaenenna Onepatop: q — ] X

OcHoBHoe MeHIo » OnepaTtophl M noaHomouna ¥ MoauTukK GezonacHocTH

Obuwme NnapameTphbl
AsTopuzaLma LDAP Astopusauua yepes OpenlD Connect
AsTopuzauwna uepes OpenlD Connect Wcnonezoeate aeTopusayuio OpenlD Connect

ID knuenTa:

bastion1
XocT nogxnioueHma:
ocalhost
MopT nogkAHeHnA:
8080 N A
RealmlD:
master
ATpuByT norvHa onepaTopa:
FIEfE’I’EC_USEr"E'ﬂE
ATpuSyT ponu cnepatopa:
groups
MNpeduke sHa4eHWA aTpubyTa ponn onepaTtopa:

bastion_

MpUBecTEEHHEIN TEKCT:

AsTopusyitece 8 OpenlD Connect

Wcnonesosams TLS

Ceptudukar

Msaarens:

CyGrexT:

Cpok aeicTEMs: c no
3arpysvTe

KopHesoi ceptudukar
Wsaarens:

Cytrekm

Cpok acicTEMs: c no

3arpysvTe

Tun ayTeHTUdUKaUnmn
. Mo cexpeTHoMY K4y

CexpeTHuld katou:

9

(_J Mo ceprugmkaty

Puc. 49. Hactpoiika asTopusauum yepes OpenlD Connect

Ucnons3osamse TLS — ecnn BKAKOYEHO, TO NpKU NogKaoueHun K cepsepy OIDC 6yaeT ucnonb3oBaTbCA
3alMLLEHHOE cOoeAMeHeHMe € nepefadvein cepTUduMKaTta KameHTa. CepTUPUKAT KAMEHTA U KOpPHEeBOM
cepTUdMKaT HeEObXOAMMO 3arpysuTb 34ech Ke. Mcnonb3osaTb TLS 06A3aTenbHO Npu ayTeHTUdMKauum
K/IMEeHTa Mo cepTudmKarty.

Tun aymeHmugukayuu — pexxum ayTeHTUdUKaumMm KameHta Ha cepsepe OIDC. Tun ayteHTUDMKaUUmM
[0MKeH COOTBETCTBOBATb HacTpolikam Ha cepsepe OIDC.

CekpemHblli K04 — UCMONb3YETCA NPU ayTeHTUOUKALMM KaneHTa Ha cepBepe OIDC no cekpeTHomy
KAtouy. Koy Heobxoanmo CKoNMpoBaTh M3 HAacTpoeK KaneHTa Ha cepeepe OIDC.
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5.6. HacTpoiika napaMeTpoOB 06pabOTKHU COOBITUM

5.6.1. HacTpoiika o61MX NapaMeTPOB 06PaGOTKHU COGBITHI
Ona HacTpolkM obwmx napametTpoB o0bpaboTkn cobbiTuii cneayet B moayne «laHenb ynpasieHUsa»

Bbl6paTb 610K «OBbpaboTKa cobbiTniA — MapameTpbi».
3aecb cucTema No3BoIAET 334aTb C/ieAyHoLMe HAaCTPOMKM:

Tpebosamb nodmeeproeHUs HeumamHbix cobbimull MosbKO € NpPUOPUMemMom He MeHee 3a0aHHO20.
Bce cobbITUA C NPMOPUTETOM HUMKE 334aHHOMO BYAYT CYMTATLCA WTATHLIMU M BbIBOAUTHCA TONLKO B OKHE
LUTATHbIX coobuleHn cnpaBa. MoaTsepKaeHMA byayT TpeboBaTb TO/ILKO COObLITUS C NPUOPUTETOM Bblille
3aZaHHoro. Takum obpasom MOXKHO nepeonpesennTb NoBeaeHNe CUCTEMbI MO YMOYaHMIO.

Bpemsa akmyansHocmu cobbimuli — 0603Ha4aeT, YTo A4 CObbITUI, NpULIeaWnX ¢ onosgaHmem 6osblie
3aJaHHOro nopora (B MMHyTax), He TpebyeTcs:

e  BbIBOAUTb pPaclIMpPEHHOE COObLLEHME;
®  BbINOJIHATb CLLEHAPUK;
e npowusBoauTb doTonaeHTUdUKaLMIO.
Ecnv ykasatb O — TO Bpems akTyasibHOCTU cObBbITUIN OFpaHNYMBATLCA He byaerT.
JOnoNHUTENbHO, MOXHO 3anpeTUTb BbIBOAWUTL YCTapesBlMe cobbiTMA coBCEM, €CAU CHATb dnar

«Bblgodumb ycmapesuiue cobbimus».

5.6.2. [lapameTpsbl NPOTOKOJIUPOBAHUS
MapameTpbl MNPOTOKO/IMPOBAHUA TaKXKe HacTpamMBaloTCcA Ha CcTpaHuue «O6pabotka cobbiTuit —

MNapameTpbi».

Echn BbibpaHa onuuA «3anucbiBaTb B MPOTOKON COOOLWEHUA», TO aKTUBM3IMPYETCA CMNUCOK ONuMiA,

onpeaenAarwnx KputTepmmn 3anncun:

mammHoelie. TlpU BKAOYEHHOW ONUMWM WTaTHble cobbiTWA, NocTynawowuMe OT ApaiBepos, bGyayT
3anucbIBaTbCA B MPOTOKO.

TpesoxHble. NpU BKIOYEHHON OMUUK TPEBOXKHblEe CcObObITUA OT ApaliBepoB OyaAyT 3anucbiBaTbCcA B
NPOTOKOJI.

HeucnpasHocmu. [pu BKAIOYEHHOW oONUMM COBBLITUA O HEUCNPABHOCTAX OT ApailBepoB byayT
3anunCbIBaTbCA B MPOTOKO.

C npuopumemom He meHee. Ecan dnar BKAKOYEH, TO AOMNOAHUTENBHO ByAET NPOBEPATLCA NpuopuTeT
cobbiTna. 3anucb ByaeT nponsseaeHa TOMIbKO B TOM C/yyae, ecan npuoputet cobbitna 6onblie anbo
paBeH yKasaHHOMY U cooblieHne BXOAMT B OAHY U3 OTMEUYEHHbIX Bbille rpynn.

TaKKe, MOXKHO COBCEM OTK/IIOUMTb 3anuncb cobbiTUIM OT ApaliBepos, Bbibpae onuuio «He 3anucbiBaTb B
NPOTOKO/ COOBLLEHNSA YCTPOMCTBY.

Paa cobbiTUii MOXKeT conpoBOXaaTbca nsobpaxkeHuem (potorpadpuein cobbitma). AT M30bparkeHUs
TaK)Ke MOTyT 3aMucbiBaTbCA B NPOTOKOA. CUCTEMA NO3BONAET HACTPOUTb, A1A KaKUX MMEHHO COBbITUIM
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6yayT 3anucbiBaTbCA M306paykeHUn. Bce napameTpbl aHANOMMYHbI HACTPOWKaM 3anucy coobLeHuin ot
YCTPOMCTB, PACCMOTPEHHbIM BblILUE.

BHumaHue! 3anuce uzobpaxceHuli scex cobbimuli moxcem CywecmeeHHo 8aUAMbs Ha obbvem
3anucbieaeMblx 8 POMOKOsa OaHHbIX. PekomeHOyemcsa 0ocmasasmes  30MUCb  MOJSbKO
delicmeumensHo HeobxoduMbix u3obpaxceHuUl (Hanpumep, MosabKO mpesoe).

5.6.3. HacTpoiika npoduien coo61LLeHUA
MapameTpbl OMoBeLWEHMA O cobbITUAX onpeaenatTca npoduaamm cooblleHnit o cobbituax. Ons

pefakTMpoBaHuA npoounern coobuieHnin Bblbepute 610K «O6paboTka cobbiTnii — Tpodunn
coobuieHnin» (Puc. 50).

Bcem cobblTuam B cucTeme Bcerda HasHadyeH oauH U3 npogusneli coobweHuli. UsmeHntb npoduib
Co0bLEHNA MOXKHO, ECAN NepeonpeaennTb cobbITUE ANA KOHKPETHOrO YCTpolicTBa (cm. n. 5.6.4. ).

Mawens ynpaenenua ATK "Bac

H-2 B X

OcHOBHOE MeHH O6patoTka coBbITMiA Mpoduan coobuermii

+ — H X

Id | Hazeanwe T | Npuopwrer Mprmep | Liser wprdTa ‘ Liser dona | Yucno ssykoser | Ten coboitra 3sykoBoi curHan
36 Hapywenue cessu 1 35 Mpumep 1 Hopmanehoe Bes zeyka
37 Hapywenwe cersun 2 35 MNpumep _ l:l 1 TpesomHoe bes seyka
il He nokasnisats 1 Mprmep _ l:l 1 Hopmansroe Bes seyxa
40 HencnpasHocte 40 Mpumep _ l:l 1 HencnpasHocte  bes seyka
41 Hencnpashocms 1 40 MNpumep _ l:l 1 Hopmanshoe bes seyka
42 HewncnpagrocTs 2 40 Mpumep _ l:l 1 TpesoxkHoe bes sByKa
34 Hu3KonpHopHTETHBIE HEWCMPABHOCTH 33 l:l _ 1 Hencnpastocte  bes seyka
45 MonuiTka HEWTaTHOTD EX0Aa Mpumep _ l:l 1 TpeeoxHoe Bes zeyka
45 MonuiTka HewTaTHOrO BX0ga 1 45 MNpumep _ l:l 1 Hopmansroe bes seyKa
47 Moneitka ewratHoro exoga 2 43 Mprmep _ l:l 1 Hewncnpagrocre  bes zsyxa
7 Mpoxoa ¢ Hapywexuem 7 l:l _ 1 Hopmanshoe Bes seyka
Tun gpaiisepa Twn ycrpoiicTea TekcT cobeimvA AnA Gasosbix coobuienni | Opaiieep | Ycrpoiictso | TexkcT nepeonpeaenéntoro coobweHnA
Bactuon-2 - Peridect Koutponnep BckpuiTie xopnyca Peridect Mepumerp 01 Brumadmne Ha %po M.

Bactvon-2 - Peridect OxpaHHoid wneidd  Brumanne

Bactuon-2 - Peridect Pasgen Brumanmne Ha %hpo m.

Bactvon-2 - Mynktup-C  OxpanHuiid wnefi¢  Brumanue

Puc. 50. OKHO HacTpoiiku npoduneii cooblieHnii

Mpodunb coobuieHna onpeaenaet NPUOPUTET U TMN COBbITUA, €ro BHELHWIA BUA NPU OTOBpaXKeHnn B
OKHe COODbLLEeHNI, a TaKKe 3BYKOBOE COMPOBOXKAEHUE COObITUSA.

Moa npuopumemom cobbimus NMOHMMAETCA YPOBEHb BaXKHOCTU CObbITUA, onpeaenaArLwuii cnocob ero
BblBOAA W 006paboTkM. Hanpumep, MOXKHO BbIBOAWUTb TOJIbKO COObITUA C npuopuTeToMm 6onblie
33aHHOrO, 3aNMCbiBaTb B MPOTOKON COBLITUA TONLKO C NPUOPUTETOB Bbille 33[aHHOrO, BbIBOAWUTL OKHO
doTomaeHTUdMKaUMM Ans cobbITUI C NPUOPUTETOM HE MEHEEe 3a4aHHOro U T. 4.

Mpodunn cobbITUin cogepKaTt cneaytolime nons:

HaszsaHue — no3BonsAeT BBeCTU Has3BaHWUE I'IpOd)VIﬂFI. OnnHa HasBaHWA He [O0/KHA npesbilaTb 40
CMMBOJ10B, BK/1KOYaA I'Ip06el'lbl, Hanpumep «He NoOKasbIBaTb».

[Mpuopumem — CAYKUT gNA BBOAA YMCNOBOrO 3HaYeHUA NpuopuTeTa cobbiTna B AnanasoHe ot 1 go 99.
Camblli HU3KMI NPUOPUTET MMeeT 3HayeHume 1, cambll BbICOKMI — 99. MOMHO €034aTb HECKO/IbKO
npodunen cobbITUn C 0AMHAKOBbLIM NPUOPUTETOM.
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Lieem wpugma — obecneunBaeT BbibOp LBETA WPUPTA, KOTOPbIM B OKHO TPEBOMKHbLIX UM LWITATHbIX
coobuieHnit byaeT BbiBeAeHO coobLLEHME 0 COBLITUM C AaHHbIM NPOodUAEM.

Lleem ¢oHa — cnykut ansa Bbibopa useTa ¢oHa, Ha KOTOPOM B OKHO TPEBOMKHbLIX MM LUTaTHbIX
coobueHn byaeT BbiBeAeHO coobuieHne 0 cobbITUM C AaHHbIM NpodUIeEM.

Yucs10 38YK0OBbIX MOBMOPO8 — CNYMUT A/1A YKa3aHMA KOMYECTBa NMOBTOPOB 3BYKOBOro coobuieHUA npu
BO3HMKHOBEHUU COBbITUA C AaHHbIM Npoduaem.

Tun cobbimua — CAYXWAT ANA 33a4aHuA TUNa BblbpaHHOMY cobbITMIO. MOMKET NpuHMMaTb OAHO W3
Cneayowmnx 3HaYeHUM: HOPMabHOE, TPEBOXKHOE, HEMCMPABHOCTD.

B HMKHel yacTn oKHa oTobparkaeTca MCnonb3oBaHWe BblIbpaHHOrO Npoduna s PasHbIX CObbITUIA.
CneBa oTObparkaeTcA WUCNONb30BaHWe npoduns ANA  CTaHAAPTHbIX CcOObITMIA, cnpaBa — AnA
nepeonpegenéHHbIX Nosb3oBaTesIem CoObbITUIA.

5.6.4. [lepeonpeeseHue COGLITHI
TekcT 1 npodwnb cobbITUM, 33faHHble MO YMOMYaHWUIO, MOXHO MW3MeHATb. [lpu 3ToM uMmeeTcs

BO3MOXHOCTb YKa3aTb OTAE/IbHO ONA KaXX40ro YCTpOﬁCTBa CBOU NapameTpbl.

[ns BbINONHEHUA 3TUX OAENCTBUIN cnepyeT BblbpaTb 670K «O6paboTKa cobbiTnin — MepeonpeaeneHme
Cob6bITMIAY B NAHENM yNpaBAeHUSA, NOC/e Yero NoABUTCA OKHO, M306parkéHHoe Ha Puc. 51.

B nesBoi 4actm ¢opmbl HaxoguTcA AepPeBO YCTPOMCTB-UCTOMHMKOB COObLITUA, B NpPaBOM — CAWMCOK
nepeonpeaenéHHblx cobbITUIA AN BbIBPAHHOMO YCTPOICTBA U BCEX €70 AL04MEPHUX YCTPOWCTB.

Mawens ynpaenenus AMNK “Bacrvon-2 [m 4
OcHoBHoe meHio * O6paboTka cobbITMA MepeonpegeneHue coBLITUA
+ 4 = . X
4 B Peridect CoteiTe | Ycrpodicteo | TekcT coobuieHma Mpodune 3eykoBoi curHan
4 G NepumeTtpal BHumanue Bxog, 01.01 Brumanme HU3KONPUOPUTETHBIE HEWTATHEIE
A4 Nepumerp 01 BHumanue Bxog 01.02 Brumanme HU3KONPUOPUTETHBIE HEWTATHEIE
A4 Nepumerp 02 BHumanue Bxog, 01.03 Brumanme HU3KONPUOPUTETHBIE HEWTATHEIE
A4 NMepumerp 03 BHumaHue Bxog 01.04 BHumarue HuskonpuopHTeTHBIE HEWTaTHEIE
A4 NMepumerp 04 BHumaHue Bxog 01.05 BHumaHue HuskonpuopHTETHEIE HEWTaTHEIE
A4 Nepumerp 05 BHumanue Bxog 01.06 BrHumaHue HuzkonpuopuTeTHbie HewWTaTHEIE
4 g NMpubope Brumanue Bxog 01.07 Brumarme HuskonpuopwuTeTHbie HewWTaTHeIe
4 B Brumanune Bxog 01.08 Brmarue HuskonpuopuTeTHble HeWTaTHbIE
P S Cnucok Bxoa08 BHumMaHue Datumk PDS 01.001  Brumanwe HusKonpropHTeTHbIE HEWTaTHEIE
P G Cnucok BbIXO40E BHumanue Darumk PDS 01.002  Brumanue HU3KONPUOPUTETHBIE HEWTATHEIE
A Gy Cnucok gatawkos PDS BHumanue Darumk PDS 01.003  Brumanue HU3KONPUOPUTETHBIE HEWTATHEIE
A Aamak PDS 01.001 BHumanue Darumk PDS 01.004  Brumanue HU3KONPUOPUTETHBIE HEWTATHEIE
A Aamuk PDS 01.002
A Aamaak PDS 01003
A Aamumk PDS 01.004
b B Npwubop PV] 02
b B Npwnbop PVI 03
b B Npwtop PV) 04

Puc. 51. OKHO nepeonpepeneHus cobbiTuii
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[na nepeonpegeneHuns cobbiTna BbibepuTe YyCTPOMCTBO-UCTOMHUK B AepeBe C/1eBa U HaXXMUTE KHOMKY
«+» B NaHeAn MHCTPYMeHTOoB. B noasusLieica dopme (cm. Puc. 52) HacTpoiiTe Tpebyemble napameTpbl
cobbITMA N HaxkmuTe «OK».

Cobeimie: | BoccraHosneHue CBASK v
Texcr coobuwenua: | CEAsL ecTe
Mpodune: | WratHoe cobumue, npuopuret: 4 E

3eykoeoi curnan: bes seyka

Ok | OTmeHa

Puc. 52. OkHo gob6aBneHus cobbiTuA

HasHayeHue oTAeNbHbIX NapameTpoB CObbITHIA:
Cobbimue — cnyuT ans Bbibopa cobbITMA, MapameTpbl KOTOPOro HeEo6XoANMO NepeonpeaenTb.

Tekcm coobuwjeHua — CNYKWUT A4 BBOZAa HOBOrO TEKCTOBOro cooblieHusa ana BbibpaHHOro cobbiTus,
KoTopoe byaeT otobparkaTbcs B 04HOM 13 obnacten coobuieHni. TeKcT coobLLeHNA MOXKET coaeprKaTb
cUMB0s1bl hopmamuposaHus, obecneynBaiolLMe BCTaBKY nepemeHHoin nHbopmauumm. Takme CMMBObI
MOTYT HaxoAuTbCA B II0BOM MmecTe coobLeHNs 1 0becrneymBaloT BbIBOA, C/IeAYOLWNX AaHHbIX:

%dn HasBaHuMe ycTpoincTBa, Bbi3BaBLIEro cobbiTve. MOXKET MCNo/b30BaTbCA C 0ObIM TUMOM
Apavisepa.
%cn Homep KapTbl gocTtyna. M03BoAAET BKAOYUTL B COOBLLEHME HOMEpP NpeabABNeHHOM KapThbl

A0CTyna Ansa coobuieHui, opmupyembix YCTPOMCTBAMM CUCTEMbI KOHTPOAA gocTtyna. Ecan
CObbITUE He COAEPKUT KoAa KapTbl, CUMBOJ ByaeT BbiBeaeH 6e3 U3MeHeHMA.

%nm  damunua Bnagenbua KapTbl goctyna. CMMBON MUCMOJIb3YETCA B TEX Ke C/y4asax, yYTo U

npeablayLmii.
%nl Mma Bnagenbua KapTbl 4ocTyna.
%n2 OT4yecTBO BagenbLa KapTbl 4OCTyNa.
%pn PIN-koa, HabpaHHbIN BNagenbLem KapTbl 40CTyna.
%st Site-Kkog, (cepua) npegbABAEHHOM KapTbl 4OCTYNa.
%nb Pacno3sHaHHbI HOmep. Mcnonb3yeTca Ans cUCTEM TPAHCMOPTHOTO y4yeTa.

YKasaHHble Kogbl MOTyT MCNO/b30BaTbCA B 110601 KOMBUHAUMN.
lMpoguns — NO3BONAET HA3HAYUTb OAUH U3 3apaHee Co3AaHHbIX Npoduiel Tekylemy cobbiTuio.

38yk — no3BosiseT BblbpaTb ¢alin 3BYKOBOro OMNOBELLEHWS O COObITUM. ITO MOJie He sABAseTcA
0653aTeNbHbIM, €r0 MOKHO OCTaBUTb NyCcTbiM. MK «BbacTMoOH-3» Ucnonb3yeT 3ByKoBble daiibl popmaTa
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Wave audio (.wav) nan MP3. 3sykoBble ¢aiinbl 3arpyKatorca B b, cuctembl 1 ByayT AOCTYMNHbI HA BCEX
KOMMNbIOTEPAX.

CyliecTByeT BO3MOMKHOCTb BbINOJIHATL KOMWPOBaHME COOOWEHUH. [OnA 3TOro CAy»KaT KHOMKM
"KonupoBatb coobuieHne ana ycrtpoucts..." u "KonuposaTb coobuieHue...". B nepBom caydyae
Nno/ib3oBaTe/lb NOJIYy4aeT BO3MOXKHOCTb YCTAaHOBUTb ANA HECKONbKUX YCTPOWCTB OAMH WU TOT e BUA,
06paboTKM Kakoro-nnmbo cobbiTsa cpasy. Bo BTOpOM — YCTAHOBUTb AN TEKYLLEro YCTPOMCTBa
OfMHaKoBble NapameTpbl 06PabOTKM HECKONBbKMUX PasnuyHbiX cobbITUi. MpU KONMMPOBAHUK MMeeTCA
BO3MOXHOCTb BblbpaTb, KAKME UMEHHO MapaMeTpbl KOMMPOBATb — TEKCT COObITUA, NPOPUb, 3BYK.

[na coxpaHeHuA N3MEHEHMUN HEO6XO,CI,MMO HaXaTb KHOMKY «COXpaHMTb» B NaHe/ I MHCTPYMEHTOB.

5.6.5. HacTpoiika cueHapueB M peaKMii Ha COGbITUSA
CueHapuli — 3TO ynopAgoYeHHas Moc/ieAoBaTe/IbHOCTb AEUCTBUIA, KOTOpad MOMKET BbIMOJIHATLCA

aBTOMATMYECKM MpPU HACTYMIEHUU KaKUX-IMbo cobbituii (Npu cpabaTbiBaHUM TaK Has3blBAaeMbIX
Tpurrepos), "Mbo nNo KomaHge onepaTtopa. CueHapuuM NO3BONAIOT aBTOMATU3MPOBaTb peakuuu Ha
BO3HUKHOBEHUE B CUCTEME KaKUX-TMBo cobbITUN.

CueHapun ana yaobctBa MOXKHO 06beAuHATb B 2pyrnsbl CUeHapues, KOTopble CAy»aT TOAbKO ANA
IOTMYECKOM rpynNnNUPOBKU CLLEeHapUeB.

CueHapumn U rpynnbl CUEHapUeB ABAAOTCA YCTPOUCTBAMM CUCTEMbI, MOSTOMY C HUMKU MOXKHO paboTaTb
TAaK ’Ke, KaK C OCTa/ibHbIMU YCTPOWCTBAaMW — BbIHOCUTb MUKTOrpammy Ha rpaduyeckuii nnaH,
pasrpaHn4MBaTh AOCTYN M NpoYee.

Mpy BbIHECEHUWU Ha rpadUUECcKUn NAaH MUKTOrpamMmMbl CLLEHAPUA, ero KOHTEKCTHOE MEHI0 No3BoaseT
BbINO/IHUTL CUEHapUin. A NUKTOrPaMmbl TPymnbl CLEeHapuMeB B KOHTEKCTHOM MEHIK OTobparkaeTcs
CMUCOK BXOAALLNX B HEE CLLeHapMeB, KOTOPbIE MOYKHO BbINONHUTD.

PasrpaHuyeHMe [OCTyNa K BbIMOJIHEHUIO CLLEHAapWEB B PYYHOM PeXMMe HacTpamsaeTcsa B OKHe «JocTtyn
K ycTpoictBam» (cm. n. 5.5.4.7. ).
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[3%) BacTMoH-3 — Nakens ynpasnexna Oneparop: q

OcHoBHOe MeHK ¥ O6pabGoTka cobbiThin ¥ CLeHapWKM M peakunn

+~- =0 — 7|
Mouck... Q|Y AKTMHMpoEaTD
4= Bce DTpeﬁoaa'rh nogTEepKAeHHe
4 TprE e
[] Cuenapnii E'__l @
[EljCherappil2 Tun Tpurrepa Ycnosue
4 = Tpynna cueHapwes 2
. EXeHeBHOE pacnucaHue ExefHesHo B 12:00
[ Cuewapwii
[] Cuerapnii 2 CofbITHe OT YCTPOHCTBA Elsys - KoHTponnep a - BoccTaHOBNEHUe CBA3N

[ Cuewapwii 3

DNeidcTBNA

+‘

YcTpoHcTED OeicTene MapameTp 3anepxKa, ceK.

Elsys - TypHukeT 1 HopManbHbIn pesxum 0 ‘A

Puc. 53. OKHO pefaKTMpoBaHMA cLeHapues
Ona pepaktupoBaHua cueHapueB Bbibepute 610K «O6paboTKa cobbiTMt — CueHapuUM U peakuum».
O6wuit BUA, pesakTopa cueHapues npeactassieH Ha Puc. 53.

[na dobasneHua HOB020 CUEHAPUA HAXMUTE KHOMKY "+" B IeBOM BEPXHEM YTy OKHa, nbo BbibepuTe
nyHKT «Co34aTb CLEeHapuii» B KOHTEKCTHOM MEHI0 AepeBa CLueHapues.

TONbKO YTO CO34aHHBIV CLLEeHapUii ABAAETCA NYCTbIM, TO €CTb HE COAEPKMUT HU AEUCTBUN, HU TPUITEPOB.
Ons dobasneHus delicmeuli HaxXmuUTe KHOMKY "+" B naHenn «Oencreusax». Mpu aTom NOABUTCA OKHO AN
nobasneHus gencteuii (Puc. 54).

B 3TOM OKHe HeobxoauMMO BblbpaTb YCTPOMCTBO M ero Aeicteue. [nA HEKOTOPbIX AENCTBUIA TaKKe
HeobxoAMMO YyKasblBaTb NapameTpbl B MaHeau nog CMCKOM AeNCTBUA. [LJOCTYNHO BblAeneHwe cpasy
HECKONbKUX OAHOTUMHbIX YCTPOWUCTB M UX 0bOLWEero AenCTBMA, MpM 3TOM B CLEHapuii gas KaxKaoro
BbIOpaHHOro ycTpoicTea byaet AobaBneHo BbIOpaHHOE AecTBUE.
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HobaBneHve aencTBUMA

o ey

4 §2 Elsys “ | MocTaBuTs Ha oxpaHy
a s KCK 1 CHATE € OXPaHkl
4 B Kontponnep 1.1
4 Bopota 1
Bxoa 1.1 01
Bxon 1.1 02
Bxon 1.1 03
I Buixon 1.1 01
I Buixop 1.1_02
= Buixog 1.1 03
[[] Oeeps 2
% Paspen 1.1 01
4% Paspen 1.1_02
%" Paspen 1.1 _03
= TypHUKkeT 1

4 CeTesas rpynna {1} -

Puc. 54. OKHo gob6aBneHuna AencTBUA cueHapusa

BHumaHue! fina oelicmeua «3anycmume ¢haiin» opalieepa «Cucmema» He0bX00UMO YKaA3bi8aMb
¢halin, noKaneHo xpaHawulica Ha cepsepe cucmemel.

Cnncok AencTBuUin cueHapua ABAAETCA YNOPAAOYEHHbIM — AeNCTBUA BbINOAHAKTCA NOC/e0BaTeNbHO B
TOM MOpAfKe, B KOTOPOM OHM PacCnosioKeHbl B Tabnuue peinctsuid. [nAa M3MeHeHMA nopagKa Mx
BbIMNOJIHEHNA WCMNONB3YKOTCA KHOMKU CO CTPesikaMW BBEPX W BHW3, Pacno/IoXKeHHble B NaHenu
«Jlencreunay.

Ona pedakmuposaHus delicmaus HY»KHO BblOpaTb ero B Tabauue M HaxaTb Ha KHOMKY "PegaktupoBaTtb'.
Mpu sTOM 0TOBPa3nUTCA OKHO, aHa/IOrMYHOE OKHY Ha Puc. 54.

[eincTBne cueHapua MOXEeT BbINOAHATLCA C 8pemeHHol 3a0epxKoli, 3aJaHHOM B CEKyHAaXx.
PepakTMpoBaHWe 3a4epP’KKWN BbINOMHEHUA AeNCTBMA AOCTYMHO B CTONBUE «3aAepyKKa, ceKk.» Tabauupl
AeNCTBUN.

[na cueHapuA ecTb BO3MOMKHOCTb HACTPOWUTb CMWUCOK poJield OnepaTtopoB, A1A KOTopbix OGyaer
oTO6parkaTbCsA M306pakeHme ¢ BUAEOKaMep B NpuaokeHnn «Moct oxpaHbl». [1aa 3Toro ectb oTAe/1bHOE
OKHO (cM. Puc. 55), KoTopoe OTKpbIBAETCA C MOMOLLbIO KHOMKKU «PeAaKkTMpoBaTh 0OTOOpaXKeHne Kamep» C
MUKTOrPamMMon Kamepbl HabaloAeHWUs, PacrnofioXKeHHOW B naHenun «Jeicteuax». HacTpoika AaHHOro
CMMCKa aKTyanbHa A/1A CLEeHapueB, Y KOTOPbIX B CMMUCKe AENCTBUIA ecTb OTOBparkeHne M3obpaxkeHua ¢
BMAEOKaMepbl.

BHumaHue! K cobbimuto npomokoaa moxem bbimb rpussa3aHo He bonee 8 sudeokamep. B ceAsu
C amum, ecau Kakoe-aubo cobbimue Mocay¥uno mpuazepom 075 BbINoaAHeHUs 00HO020 UAU
HECKO/IbKUX CUueHapues, y Komopsix ecmb Oelicmeus 0714 8UOEOKAMEP, Mo 8 MpomokKosae K
0aHHOMY cobbimuto bydem npussa3aHo nepsvie 8 Kamep, 83ameoie cpedu scex delicmeauli OaHHbIX
cyeHapues. [pu amom, ecau cobbimue NOCMynusa0 om 8udeoKamepsl, Mo 00UH C/10M U3 80CbMU
yxce byoem 3aHam 0aHHol kamepod.
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OTobpaxkeHne kamep

BuifiepuTe ponu onepaTopoe, ANA koTopslx 6yayT oToBpamaTees
KaMepkl MpY BEINONHEHWN CLUEHAPWA:

ALMUHUCTPATOPSI
Pone
Ponk 2
Pones 3
|:| Pone 4
I:‘ Pone 5
Ponk 6
Ponk 7
Pone 8
[ ]Pons9
Pons 10
|:| Ponb 11

Puc. 55. OKHO pefaKTMpOBaHUA CNUCKA poneit

onepaTtopos Ana oTobparkeHusa usobpakeHus c
BMAEOKamep
MomMnmo AencTBuin, AN cueHapua HeobxoaMmo [06aBUTb TpUITEpbl, NMPU CPabaTbiBaHUM KOTOPLIX
AencTBmA byayT BbINONHATLCA.

B MK «bacToH-3» ecTb BO3MOXHOCTb CO34aBaTb CNOXHble YCNOBUA cpabaTblBaHWA Tpurrepa nyTém
KOMOMHMPOBAHUS YCNOBUN pPasinYHbIX TMMNOB. B oTanume ot AMK «BbacTMoH-2», rae AnA Tpurrepa
33/1aBasioCcb OAHO YyC/0BME CpabaTbiBaHWMA — BO3HMKHOBEHME KOHKPETHOro COOLITUA OT KOHKPETHOro
ycTpoiictBa, B MK «bacTMoH-3» ana Tpurrepa 3a83aETcA OCHOBHOE YC/NOBUE, @ TaKXKe MOXKET 3343BaTbCA
OZHO WU HECKOIbKO A0NOIHUTENbHbIX.

YcnoBuAa (Kak OCHOBHOE, TaK W [AOOMNOJIHUTENbHblE) MOTYT 6biTb Pa3/INYHLIX TUMNOB, Hanpumep:
«YCTpONCTBO+CObbLITUE» (BO3HMKHOBEHME KOHKPETHOro COobbITUA OT KOHKPETHOro YCTPOWCTBa),
«YcTporictBo» (n0boe cobbiTMe OT KOHKpeTHoro yctpolictea), «[llepcoHa» (nwboe cobbiTue,
cogepallee B cebe MHbOpMaLMIO O BbIBpaHHOM NepcoHe) u gpyrue. YCNoBUsA HEKOTOPbIX TUNOB MOTyT
BbICTYNaTb KakK B KayecTBe OCHOBHbIX, TaK M B KayecTBe AONOJHUTE/bHbIX: Hanpumep, «Mpodub
cobbITMA» (cobbiThe c 3agaHHbIM Npodunem). YCNoBmUa HEKOTOPbIX APYrUX TUMOB MOTYT BbiTb TONbKO
OONONHUTENbHBIMM: Hanpumep, «Bpemsa» (Bpema BOSHUKHOBEHUA cobbITUA).

B Kaxkpoe ycso8ue MOXHO ,CI,OGaBMTb HECKOJZIbKO 3/1EMEHTOB (Hanpmmep, HECKOJ1IbKO yCTpOﬁCTB).
Ycnosue 6y,c|,eT CYNTATbCA BbINOJIHEHHbLIM, €C/1IN B cobbiTnmn nony4yeH xota Obl OAWH U3 ero 3/IeMeHTOB.

Mpn BO3HUKHOBEHMM B CUCTEME CO6bITVIFI, Tpurrep 3anyCKaeT BblNO/HEHUWE CUeHapwuAa, ecau
BbIMNO/IHAKOTCA €ro OCHOBHOE M OO0MNOJ/IHUTE/IbHbIE YyC/10BUA (ECIIM OHU 3a4aHbl 4Yepes «I'Iapameprl»), d
TaKXe Cpa6aTbIBaHMG Tpurrepa pa3pewieHo 3a,CI,aHHOﬁ 8EepoAMHOCMbIO CpG6GmbI6CIHUFI.
JononHutensbHble ycnoBuA MPOBEPAIOTCA, €CAN BbINOJIHEHO OCHOBHOe ycnosue. [ononHutenbHble
YCNOBUA CHUTAKOTCA BbINMNO/IHEHHBbIMMW, €C/IM BbINO/THAETCA KaXXA0€ AO0ONOJ/IHUTE/IbHOE yCNhoBUE.
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[na dobasneHus mpuzeepa HaxkMUTe KHOMKY «[06aBuUTb TpUrrep-cobbiTue» B NaHenu «Tpurrepbl». Mpu

3TOM NOABMTCA OKHO Ans aobasneHua Tpurrep-cobbiTma (Puc. 56).

JobaBneHune Tpurrepa-cobulTns

Tpmrrep-coﬁblee 3anyCKaeT BbINONHEHWE CUEHapPWA NPW BOZHWKHOBEHWW B CUCTEME cobbIThA OT yCTDOﬁ(TBa, COOTBETCTEYHOLWEES
3afaHHbBIM B TRUrrepe YCNOBWUAM.

OcHoBHOE YyCcnoeue

YcTpoiicTao ~

Tpurrep cpaboTaeT, ecan cobbITHe MOCTYNWAD OT BeIBPaHHLIX YCTPOACTE

|% ‘-’*: =l | BeibpaHHble ycTpoRCTEA
Mo Q A Elsys - Bxog 1.1 02
4 42 Elsys - A Elsys - Bxog 1.1 03
¥ com1
4 KCK 1
4 B Kowtponnep 1.1
Ed Bopota 1
A Bxog 1.1 01 E
A Bxon 1.1 02
A Bxon 1.1 03
I Buixopg 1.1 01
I Buixog 1.1 02
I Buixog 1.1 03
[ Ozeps 2
&4 paanen 1.1 01
4% pazpen 1.1 02

MapameTpsl OTMeHa

Puc. 56. OKHO go6aBneHua Tpurrep-cobbiTUA

Ona Tpurrepa HEO6X0,CI,VIMO 3a4aTb OCHOBHOE yc/oBue: Bbl6paTb B BbliMagaowem Cnncke Tmn ycaosma n

B MaHenn Huxe LI,O6aBVITb OANUH NN HECKOJIbKO 3/1EMEHTOB B CMUCOK Bbl6paHHbIX. Harlpwv\ep, anAa

OCHOBHOTO YCN0BMA TUNa «YCTPOMCTBO» HY}KHO BbI6PaTb O4HO MM HECKO/IbKO YCTPOMCTB.

Mpy HeobXOoAMMOCTH, HaXKaB Ha KHOMKY «lMapameTpbl», MOXHO 33J4aTb BEPOATHOCTb CpabaTbiBaHWA

Tpurrepa, Bblpa*XeHHYO B NPOUEHTaX, a TaKXe AO0MNOJIHUTe/NIbHble YCNOBUA. OKHO pPenakTMpoBaHUA

napameTpoB TpUrrepa npeacrtasaeHo Ha Puc. 57.
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HNobasneHune Tpurrepa-cobbiTna

Tpmrrep-coﬁblee 3anyCKaeT BbINONHEHWE CUEHapPpWA NPY BOSHWKHOBEHWW B CUCTEME cobbiThA oT yCTpOIﬁ(TBa, COOTBETCTEYHOLWEES
3aflaHHbBIM B TDUITEepe YCNOBWUAM.

MapameTpsl

BepoATHOCTb
YKaMWTe BEPOATHOCTE, € KOTOPOI Tpurrep 6yneT cpabaTeiBaTh NPY BLINCAHEHWA OCTANEHLIX YCNOBWM:

80 [ | A

|:| MpOToKONMPOBATE NPONYCK 3aMYCKa CLEHAPUA W3-33 BEPOATHOCTKM cpabaThIBaHWA TpUrTepa

JonofnHUTENbHbIE YCMOBUA

-+ Lobasuts ycnosure \v

Bun cobbiTua

Tpurrep ¢ 36T AnA BeIGPaHHEIX BUOCE cobbITUA

‘ Tpesora H HewcnpaeHocTe ‘

MpuoputeT coDLITUA
Tpurrep

3ET, eC/IN NPUOPWTET cobBITUA ff}',.EET nonagaTe B 3aAaHHbIN AWanasoH

‘ Owana3soH [5, 15] ‘

Owanasod [50, 70] ‘

Puc. 57. OKHO peaaKTUPOBaHUA NapamMeTpoB TpUrrep-cobbiTuaA

Ona 0obasneHua 00MOAHUMENbHO20 YCA0BUA HYKHO Ha)KaTb Ha KHOMKy «[1o6aBuTb ycnosue»,
pacno/IoXeHHYI0 Moj, 3aro10BKOM «[loNoIHMUTE/IbHbIE YCNOBUAY», U B BbiNadatolLem crnmcKke Bbi6paTb TMN
ycnosua. locne 3T1oro otobpasvTcd OKHO AN peaakTMpoBaHMA  ycnosus. [lpumep  OKHa
peaakTMpoBaHUA AONONHUTENBHOrO YCA0BUA TUNa «Bpema» npeactasneH Ha Puc. 58.

Mofa KHOMKOW A0B6aBAeHUA YCA0BUA pacnonaraloTca y:e aobasneHHble A0MN0AHUTEbHbIE ycaoBua. Aas
peaakTMpoBaHua/yaaneHua 40N0SHUTENbHOIO YC/I0BUA HYXHO MCMOJ/1b30BaTb KHOMKM, Pacno/IOXKeHHbIe
psAOM C HasBaHMeM ycnosus (Puc. 57).

CNM1CoK TMNOB A0NOJ/IHUTENbHBIX YCAOBUIA, AOCTYMHbIX ANA A06aBAeHNA, 3aBUCUT OT OCHOBHOIO YCNOBUS:
OAHMW TUMbl AONOJIHUTENbHbIX YC/I0BUIA MOTYT BbITb AOCTYMHbI BCEraa, a Apyrne AOCTYMHbl TO/bKO Mpu
BbIMNO/IHEHUWN ONpeaenéHHbIX TpeboBaHMI. Hanpumep, ANA OCHOBHOrO YCA0BMA TUMNA «YCTPOWCTBOY»
BCeraa [AOCTYMHbl AOMNO/HUTE/bHbIE YCNOBUA TUMOB «Bua cobbiTva» (WTaTHOe, TPEBOXHOE WAn
HeucnpasHOCTb), «Bpemsa», «Mpuoputer cobbitna» n «Mpodunb cobbiTMA», B TO BPeMS KaK TUMbl
«OpraHusauma» n «Kateropua nponycka» AOCTYMNHbI, TOJbKO €CAN Yy BCeX YCTPOMCTB, YKa3aHHbIX B
OCHOBHOM YCN0BMM, €CTb TUMbI COOLITUIN, TEKCT KOTOPbIX BK/IOYAET B C€O6SA KOHCTAHTY NOACTAaHOBKM %nm
(damununs nepcoHsbi).

Mocne Toro, Kak Ans Tpurrepa 3agaHo OCHOBHOE YC/I0BME W MapaMeTpbl, HaXKMUTE KHOMKY «106aBuUTb».
[ob6aBneHHbI Tpurrep otobpasunTca B Tabamue B NaHenn «TpuUrrepbi».

Ons pedakmuposaHua napamempos mpuaaepd HYXXHO BbibpaTb ero B Tabauue M HarKaTb Ha KHOMKY
«PepaKktupoBaTtb». pn 3TOM OTOOPA3nUTCA OKHO, aHa/orM4yHoe OKHy Ha Puc. 57. PepaktupoBaHue
OCHOBHOTO YCNOBMA HeAOCTYMHO.
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Bpemsa

Tpurrep cpaboTaeT, ecnw BpeMa cobeiTuA BygeT nonagaTe B

OOWH W3 330aHHBIX MHTEPBANOE BPEMEHHN.

-+ OoBaeuts wHTEpEEN

@ &g
| |
Havano OKOoHYaHWe
10 : 00 : 00 19 : 00 00
OHw Hegenu
MH BT Cp 417 Mt C6 Bc
O OMODO
[ f- sl

Ha4ano OKOHYaHWe
8 : 00 : 00 16 : 30

[OHW Hegenu
MH BT Cp 417 Mt C6 Bc

OMUOMUOMO

0o

oK

OTMeHa

AONOMIHUTENIbHOrO YC/N10BMA TUNa «Bpema»

Puc. 58. OKHO pepakTMpoBaHuA

CLI,EHapMVI MOTYT BbICTYNaTb HE TOJ/IbKO B Ka4ecTBe peaKu,Mﬁ Ha BO3HUKHOBEHWe cobbITUI B cncreme, HO
MOTYT BbINOJIHATLCA U NO PAaCNUCAHUIO.

B cucteme goctynHbl 4 TMNa pacnucaHuii:

OaHOKpCImHOe — O4HOKpaTHOE BbINOJ/IHEHNE CUEHAPUA B HAa3HAYEHHbIE AAaTy U BPEMA;

exxedHegHoe — exegHesHoOe BbINOJIHEHNME CUEHAPUA B HAa3HAYEHHOE BPEMA;

exceHedesnbHoe — BbIMOJHEHME CLEHapUA KaXkAylo Hejento B YKasaHHble AHW Heaenu B
Ha3HayeHHOoe Bpems;

exemecAa4YHoe — BbinosiHeHMe cueHapuAa B Ha3Ha4YeHHble AeHb U BpemMA YyKa3aHHbIX mecAleB
roga. [leHb BbINONHEHMA MOXHO 334aTb nmbo YKasaHnem nopAagKkosoro Homepa aHA mecdAua,
nmbo YKa3aHMem HoMepa Heaenn n gHA Hegenu.

Ona dobaeseHUA pacnUCAHUA HaXMUTe KHOMKY «[o6aBuUTb pacnucaHue» B naHenn «Tpurrepbi». Mpu

3TOM NOABUTCA OKHO A1a fobasneHus pacnmcaHma (Puc. 59). B oKHe Hy»KHO BblbpaTb TUN pacnmcaHus u

33a4aTb €ro napameTpbl.
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[obaBneHune pacnncaHuns

Twn pacnucaHKa Bpems Ha4Yana

|O,D,HOKpaTHDe V| 15 25

OfHOKPaTHOE BhbINOJIHEHWE
LaTa BLiNoAHeHWsA

28 HoABpe | 2023

Puc. 59. OKHO pepaKkTMpOBaHUA NapameTpos

pacnucaHua

BHumaHue! [na koppekmHol pabombel pacrnucaHuli npu cmeHe 4acoeo2o roAca Ha cepaepe
cucmemeo! Heobxodumo nepesanycmume cayrcby Bastion3AgentSvc.

Ona  pedaKkmuposaHUA PACHUCAHUA HYXHO BblbpaTb ero B Tabauue M HaxaTb Ha  KHOMKY
"PepakTnposatb". MNpu 3Tom 0TO6Pa3nUTCA OKHO, aHaNOMMYHOE OKHY Ha Puc. 59.

Cnucok cueHapues, KoTopble ByayT BbINOMHEHbI 8 caedyrowue 24 4yaca, MOXKHO NOCMOTPETb, Bbibpas
610K «ObpaboTKa cobbiTuii — PacnucaHue cueHapues» (Puc. 60). Mpu HeobxoAMMOCTU, Hanpumep, Npu
NyCKOHaNaAaouHblXx paboTax, MOXHO OCTaHOBWUTb M 3anycTUTb paboTy BooblLe Bcex pacnucaHuii (He
TONbKO Tex, YTo 6yAyT BbiNOJIHEHbI B cneayouwme 24 yaca), UCNONb3ysA COOTBETCTBYHOLLME KHOMKU B
naHeNn UHCTPYMEHTOB.

[gl EBactmoH-3 — MaHenb ynpasnenuns Onepatop: q

OcHOBHOe MeHI » O6pab6oTKa co6bITHIA # PacnucaHue clieHapues

Q [

Bpems BINONHEHKWA ‘Ha MMEHOBAHWA CLEHapKa ‘
28.11.2023 17:30:00 CueHapwii 2

28.11.2023 20:00:00 CueHapuii

28.11.2023 20:20:00 CueHapwii 4

28.11.2023 23:38:00 CueHapwii 3

Puc. 60. OKHO pacnucaH1A BbINONIHEHUA CLUEHAapPUeEB Ha cnepytowme 24 yaca
5.6.6. O6pa6oTKa NOATBEPKAEHUN COOBITHI
B cucteme ecTb BO3MOXKHOCTb HacTpOUTb, Koraa byaeT TpeboBaTbcs NOATBEPKAEHME COOLITUMI, KaKMM

06pasom onepaTop AO/IKEH MOATBEPXKAATb COBbITUA U KaK MOATBEPKAEHUA ByAyT y4MTbIBaTbCA MpU
onpeaeneHnm TeKYLL,Ero COCTOAHNA YCTPOMUCTBA.

Ha cTtpaHuue «O6paboTKa cobblTnin — MNapameTpbl» UMEOTCA caeaytowme HaCTPOMKM:
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Tpebosamb nodmeeproeHuUs HeumamHbix cobbimull Mosb6KO € MPUOPUMemMom He MeHee 3a0aHHO20.
Bce cobbITMA C NPUOPUTETOM HUMNKE 33aZaHHOro OyayT CUMTATbCA LWITATHLIMU W BbIBOAWUTLCA B OKHE
LUTATHbIX coobuleHM cnpaga. MoaTsepKAaeHMA byayT TpPeboBaTb TO/ILKO COObLITUS C NPUOPUTETOM BblilLe
3afaHHOoro. TakMum 06pa3om MOXKHO nepeonpeaennTb NoBeaeHNe CUCTEMbI MO YMOHYAHUIO.

Yyumelieames Hernoomeepu0éHHble cobbimusa npu omobpaxeHUU cocmosHua ycmpolicmea Ha
epaguyeckom naaHe. MNpu BKAOYEHHOM dnare (MO yMONYAHUIO), TEKYLLEE COCTOSIHME YCTPOMCTBA Ha
rpaduyecknx naaHax oTobpalkaerca C YY4ETOM HaA/MYMA HENOATBEPXHAEHHbLIX COObLITUIA ANA 3TOro
yCcTpolcTBa. YCTPOWCTBO He OyaeT BO3BPaAWEHO B HOPMANbHOE COCTOAHWE A0 MNOATBEPKAEHUA
onepaTopomM BCEX €ro TPEBOMKHbIX COObITMIA. [pu BbiKAOYEHHOM ¢nare YCTPOMUCTBO BEPHETCA B
HOPMa/ibHOEe COCTOSIHME Cpa3y NpW YCTAHOBKE ApaliBEpOM HOPMAJIbBHOFO COCTOSIHMA YCTPOMCTBA.
(Hanpumep, npu nonayyeHun noboro cobbiTvA, NepeBoAALErOo ero B LTATHbIM pexum (Hanpumep,
«Cbpoc Tpeorny, «LLUtaTHbIN BXO4» UMK « CHATUE C OXPaHbI»)).

Cucrtema no3BOASET NPOU3BOAUTL MOATBEPKAEHME B ABYX PEXMMAX — C 3aMpPOCOM MPUYMHBI COBbITUSA
unn 6e3 Hero. ITa HacTPoOWKa 3a4aETcA ANA KaXKA0oW poan onepaTtopa oTAenbHO (cm. n. 5.5.4. ). MpuunHa
cobbITUA NPU NOATBEPKAEHUN BbIBMpPAeTCa U3 NpeasapuTe/ibHO 3aNoIHEHHOMO CNPaBOYHMKA.

Ons HacTpOMKKM CNUCKa NPUYMH CAYKUT dopma «MpUYMHBI COBBLITUNY, BbI3BaTb KOTOPYID MOMHO U3
6n10Ka «CobbITMA U peakuum» BKNaaku «KoHpurypaumsa» rnaBHoro okHa. [na yanobcrsa, B cucteme ye
[06aBneH CNMCcoK Hanbonee BEePOATHbIX NPUYUH cobbITUI (Puc. 61). Mpu noaTBep:KAeHUM onepaTop
TaKXe CMOKeT BBECTM KOMMEHTAPUI K CObbITULO.

B " bactuon-3 - MNaxens ynpaenedua Onepatop: g - O *

OcHoeHoe meHro ¥ O6paboTia cobuiTuii ¥ MpuunHbl coBLITHA

+ =1 —

ABapUA BHELIHETD SNEKTPONWUTaHWA

WenbitaHue obopynosaHus

NoxHan Tpesora

HencnpaesocTs B 30HE KOHTPOAS
Henpearsamepentoe nospexgerue obopyaosaHua
MpupogHble AENEHKA / XUBOTHBIE B 30HE KOHTPONA
MponukHoseHWE / CODBITME B SOHE KOHTPOARA
PernamenHibie paboThl
PemoHTHO-BOCCTaHOBUTENBHBIE paBoThl

Caborax

¥uebHan Tpesora

Puc. 61. NpnumnHbI cO6bITUIA. HacTpoiika no ymonuyaHuio

5.6.7. MapupyTu3sanusi COOGIeHUIH
MapuwpyTmsauma coobLlieHnli No3BOAAET YCTaHOBUTb, KakMM MOJ/Ib30BaTeNAM, B 3aBUCMMOCTU OT UX

npodwuna, byayT BbIBOAUTLCA COOOLEHUA OT onpeneneHHblX YCTPoUCTB. MapLpyTusauma coobLueHmnii
HacTpamBaeTca Ha cTpaHuue «Poan onepatopos — JocTyn K ycTpolictBam» (cm. n. 5.5.4.7. ).
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5.7. JIoKa/ibHbI€ HACTPOMKHU

5.7.1. O61mue cBegeHusa
YacTb HaCTPOEK CUCTEMbI, OTHOCALLAACA K OTAE/NbHOMY KOMMbIOTEPY, XPaHWUTCA OKanbHO. ITu

HaCTPOMKM MOXKHO M3MEHATb ABYMA cnocobamu:
1. CnomoLlbto KOHCONbHOW yTUAUTBI Benfg.

2. C nomolblo NpunoxKeHusa «JIoKanbHble HACTPOMKMY. [1A 3anycKa NpunoXKeHua «JIoKasbHble
HaCTPOMKM» NOAb30BaTE/IO ONEPaLMOHHOM cUcTEMbI NOTPebYIOTCA NpaBa agMUHMUCTPaTOpA.

MpunosxeHue «JloKasbHble HACTPOMKMY» MOMKHO 3aMyCTUTb U3 «[laHenn ynpasaeHus».

HacTpolikK, oTHOcAWMECA K MPOMNYCKHOMY PEXMMY WM HACTO/IbHbIM CYMTbIBATENAM PAacCMOTPEHbI B
LOKymeHTe «bacTtnoH-3 — bropo nponyckoBs. PyKoBoACTBO onepaTtopa.

HacTpoliku 6/10KMPOBKM paboumx CTaHUMA PacCMOTPeHbl B JOKymeHTe «bactuoH-3 — LDAP.
PyKoBoACTBO aAMUHUCTPATOPA».

5.7.2. Pa6oTa c npuioxxeHueM «JIoka/ibHble HACTPOUKH»

5.7.2.1. Mlogx/04YeHMA K cepBepaM CUCTEMBI
Ha Kaxgom paboyem mecTe 3a4atoTcA NapamMeTpbl MOAKAOYEHMA K cepBepy cuctembl (cm. Puc. 62). Mpu

aTOM ANA cayx6 u npunoxeHuit MK «bactmoH-3» MOryT ObiTb 3afaHbl pasHble HACTPOMKM
noAkatoYeHnin. JonoAHUTENbHO, ANA NPUAOXKEHUIN €CTb BO3MOXHOCTb HAaCTPOWUTb HECKOJIbKO PasHbixX
NOAK/IIOYEHUIA K cepBepam CUCTEMbI, KOTOPbIE MOXKHO NEePEKoYaTh NPU 3anycKe NPUIoKEHUN.

Ona cnyx6 ecTb BO3MOXHOCTb Bblbopa crnocoba ayTeHTUdMKaLMK: NO CEKPEeTHOMY CAOBY MAM NO
cepTudmKary.

Cny»6bl U MPUNOKEHMUA MOFYT MCMOAb30BaTb OOHW U Te e HACTPOMKM MOAKAOYEHMA K cepsepy
CUCTEMbI, HO TaKKe 3TU HAaCTPOMKM MOTyT BbITb pasaeseHsi.

[na 33afaHMA pasHbiX NapaMeTpoB MOAKAOYEHUA ANA CAYXKO M NpUNoKeHui cnepyeT cHATb dnar
«Mcnonb3oBaTtb 04HM NapameTpbl 418 PaboTbl CNYKO M NPUNOKEHUII» B OKHE Ha Puc. 62.

B ob6em cnyyae, 4nA NOAKNIOUEHUI 3343a0TCA Caeayowme napameTpbl:
Xocm — agpec nnm nma XocTa, rae BbinonHaeTcAa cepsep cuctemsl MK «bacTUOH-3».

Mopm — IP-NopT, KOTOPLIM NPOCNYLLUMBAETCA CEPBEPOM CUCTEMbI (A0NKEH COBNAAATh C OAHUM M3 NOPTOB
NPOCAYLLIMBAHUSA, YKa3aHHbIX NPU YCTAHOBKE UAN B KOHOUIypaLMn cepBepa CUCTEMbI).

Ucnonesosame SSL/TLS — npwu yctaHoBKe ¢nara 6yaeT MCnosb3oBaThCA 3alMUIEHHOE COeAUHEHMNE C
cepBepom cucTembl. [Mpy 3TOM BO3MOXKHA B3aMMHaA NpoBepKa cepTUUKATOB cepBepa U KAUEHTa Nnpu
YCTaHOBKe coeguHeHus. 3HayeHue AaHHoro ¢ara [O0MKHO OblTb CMHXPOHM3MPOBAHO CO 3HAYEHUEM
TAKoro e ¢aara B HaCTPOMKax NPOCAYLUMBATENS C TEM }Ke NOPTOM B NMapameTpax cCepBepa CUCTEMBI.
Hanpumep, ecnn ykasaH nopt 6300 u yctaHosneH ¢nar «Mcnonb3osatb SSL/TLS», To B HacTpoiiKax
cepsepa cucTemMbl Ans npocaywmsaTtens ¢ noptom 6300 ¢nar «Mcnonb3osatb SSL/TLS» TosKe A0/KeH
6bITb YCTaHOB/EH.

Mposepame cepmugukam cepgepa — ecnu Gnar yCTaHOBNAEH, NPWU MOAKJOUYEHUN cepBepa KAWEHT
6yaeT NpoBepATb A4eNCTBUTENbHOCTL ero cepTudmKaTa.
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Mposepame ums cepeepa — ecnvn ¢Gnar ycTaHOB/IEH, NPWU MOAKAIOYEHUN K cepBepy KAveHT byaer

NpoBepATb UMA CepBepa, yKkasaHHoe B cepTuduKaTe.

KopHesoli cepmugukam — ecnu yKasaH, TO BaAuMAHOCTb cepTuduKaTa cepsepa byaeT npoBepaTbCA
3TUM cepTUdMKATOM. 34ecb MOXKeT ObITb YKasaH daiin ¢ nybiMyHom YacTbio ceptTuduKata cepsepa, 1mMbo

¢dalin c nybIMYHOM YacTblo KOPHEBOrO cepTUdMKaTa cepsepa.

Omnpasname cepmugukam KaueHma — ecan dnar yCTaHOBAEH, TO MPWU MOAKIIOYEHUN K cepBepy
KNMEHT byaeT oTnpasnaTh cepTUdUKaT, yKasaHHbIN B nosie «Pann ceptnudmkata KameHta». KAMeHTCKui
cepTudumKaT gomkeH bbiITb MH6O camonognucaHHbiM, MO0 NognucaH cepTuduKaTom cepeepa, AMb6O

06LWMM C cCepBEPOM KOPHEBbLIM CEPTUPUKATOM.

El:

MoakntoueHne

Cepsep cucTeMbl

paduka

ﬂlr‘ILlE'HE‘;'z‘upOBaHL‘IE

XKypHan oTnafouHbIX coobLeHui
HacTtonbHbIW cunTEIBaTEND
Hactpoiikn otobpaxeHusa snaeo

Cepsep Web-API

ﬂapamepri NOAK/NIOYEHUA K CEPBEPY CUCTEMDI

[J_] lcnonb308BaTe OAHK NapameTpsl Ans paboT cayxb 1 npraoKeHWUA

Xocr localhost

Mopr 6300 WA
Cnocob ayTenTudukaummn cayxd:

@) CexpetHoe cnoso

) Ceptudmkar

|v’] WMcnonssosats SSL/TLS
MpoeepsTe cepTvdukaT cepeepa

[¢] MNpoeepaTe uma cepeepa

KopHesoit ceptudukar C\OpenSSL\oid\rootCA.crt =
[ OTnpaEnsTs CepTUAUKAT KNMEHTa

Ceptudukar kaueHTa = | o
3aKpLITHIA KNKOY KNAKEHTE =

Mapone ans ceptudmkara | Iuauexue |V

Puc. 62. HacTpoiika nogKNIOUYEeHUN K cepBepam CUCTEMbBI C O6LLMMM NapameTpamm 4N CAyXK6 u NpuioXKeHun
®alin cepmudpukama KaueHma — 34€eCb AOJIKEH ObiTb yKasaH ¢ain cepTuduKkaTa, KOTopbi byaer

OTNPaB/IATLCA HA CepBepP Npu yCTaHOBKeE COegUHEHNA. CaMOﬂOAHMcaHHbIﬁ CepTM(bMKaT K/IMEHTA MOXHO

CreHepupoBaTh, HaXaB KHOMKY « 54 ».

®alin 30KpbIMO20 KA0Ya KAueHma — 34€eCb AOJIKEH 6biTb yKasaH ¢ann (*.key) ¢ 3aKpbITbIM KAOHOM

cepTuduKaTa KNneHTa.

Maposb 04 cepmupuKama MOXKHO yKasaTb B 3-X pexnmax:
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3HayeHue — Napo/b K cepTuduUKaTy BBOSUTCA B NoJie BBOAA U cOXpaHseTca B daitie HacTpoeK
cepsBepa CUCTeMbI B 3alLUMPPOBAHHOM BUAE.

MepemeHHasa cpedbl — B KayecTBe MapoaA MCMOMb3YeTCA 3HaYeHWe yKa3aHHOMN nepemeHHOM
cpeapl.

KomaHOa — naponb A0/IKEH BO3BPALLATLCA KOHCO/IbHOW KOMaHA0M, yKa3aHHOM B MoJie BBOAA.

Ecnun B none «@alin cepmugukama knueHma» yKkasaH nyTo K paiiny B popmate PKCSH12, BKAtoUatoLWmi
B cebs cepTUdUKAT M 3aKpbITbiA KAOY K Hemy, B none «flapone 018 cepmugukama» yKasblBaeTcs
Nnaposib, KOTOPbIN UCMOJIb30BaICA NPU co34aHuM Luenovykn PKCSH12. Mone «Palin 3aKpbimozo Kawo4ya» B
3TOM C/ly4ae ocTaétcsa nycTbiMm. Mpu yKasaHuW nyTei K oTaenbHbIM darinam ceptudurKaTa M 3aKpbITOro
KAtoua, B nose «flaposab 014 cepmughukama» yKasbiBaeTcsA Naposib K 3aKPbITOMY K/HOUY.

CekpemHoe cno80 — TpebyeTcs ANa NOAKNIOYEHUA CYXKO K cepBepy cucTembl. BBoagnmoe cekpetHoe
CNOBO [0/KHO COBMaZaTb C CEKPETHbIM C/IOBOM, YKas3aHHbIM NPW YCTAaHOBKE WM B KOHUrypaumm
cepBepa cucTembl. Ucnonb3yeTca TOMBbKO ANA MNOAKAOYeHMA cayxK6. CeKpeTHOe C/10BO MOMHO He
YKa3blBaTb, €CM ANA CAY>K6 HAaCTPOeHO MoaKaloUeHue ¢ ucnosbsosaHmem SSL/TLS, BKAOUYEHa NpoBepKa
ceptudmKaTa cepBepa M OTNpaBKa cepTUdMKaTa KAMEHTA, a TaKXe BblbpaH TUN ayTeHTUdMKaLmm
«Ceptndunkat».

Mocne yCTaHOBKM BCeX MNapaMeTpPoB MOAK/AIOYEHUS, MOMHO Ha)aTb KHOMKy «[llpoBeputb
NoAKAOUYEHMEN, YTOObI yOeanTbCsa B KOPPEKTHOCTU HOBbIX NAapPaMeTPOB.

O HacTpoliKe NOAKAOYEHUI NPU 3aNyCKe NPUAOKEHUN CM. M. 6.3.

Hactpolika ayTeHTudMKaLmMm no ceptudukaTy ana cnyo

Ha Bknagke «MoakntoueHne» B pasgene «Cnysk6bi» (Puc. 63) MOXKHO HAacCTPOUTb ayTeHTUPUKaLMIO Mo
ceptudmkaty gns cnyb «bactmoH-3 — JTokanbHbIM areHT» U «bacTnoH-3 — CepBep 060pyA0BaAHUAY.

[ns aToro Heob6xo4MMoO:
*  BblbpaTtb cnocob ayTeHTUDUKaUuM cnyKb: «CepTuduKaT;
¢ Hactpoutb nogKkntoueHue ¢ ucnosbsosaHmem SSL/TLS.

Mpun HacTpoiike noneit 6noka «SSL/TLS» obasaTenbHo AonXeH 6biTb npoctasneH dnar «OTNpaBAATh
cepTUPUKAT KNMEHTa» 1 3aM0NHEHbI NOASA, CBA3aHHble C cepTUudUKaTom.

B none «CeptuduKaTt KAneHTa» HeobxoanMMo yKasaTb NyTb K daiiny c cepTudmKaTom, nbo K dainny B
dopmaTe PKCSH#12, copepkawemy cepTMdUKaT U 3aKPbITbIN KoY K Hemy. CepTUPUKAT AOMKEH ObiTb
coxpaHéH B PEM-dopmate. [na 3aKpblTOro Kaoua noggep:kusatotca dopmatol PKCSH1 mn PKCS#8
(npeanoututeneH PKCS#8).
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[C) Bactuon-3 - NokansHeie HACTPOWNKM - O X

MNoaxntoueHne

CepBep cucTeMbl

lpadumka

NnueHsuposaHue

XypHan otnagouHbix coobueHni
HacTonbHbIA CUMNTBIBATEND
HacTpoiiku otobpaxeHus Buaeo

Cepeep Web-API

I'Iaparvleprl NOAKNHOYEHUA K CEPBEPY CUCTEMDI

1 s
|| Micnonezosate ogHv napameTpel ans pabotel cayxb v npuaoxkeHui

Chnyx6bi
Xoct localhost
Mopt 6300 WA

Cnocob ayTenTudmkaumm cayxb:
(3 | CexpetHoe cnoso
(@) Cepruduxar
|~/ WMcnonssosats SSL/TLS
E MNpoeepsTs cepTudmkar cepeepa

21
| | MpoeepsTte uma cepeepa

Koptesoii ceptudukar C:\OpenSSL\oid\rootCA.crt =
—
!w/j Otnpaenate cepTMdMKaT KAMeHTa

o . 11 n 3 ob
Cepruduxat knuexTa CAOpenSSLl\oid\drvhost.cert.pem T o',
3akpuiTeiid kntod knuenta | C:\OpenSSL\oid\drvhostkey =

MNapont ans ceptudukata | 3xadenve [V

Puc. 63. Npumep HacTPoitkn ayTeHTUGUKaL MK cy>K6 Ha cepeBepe cMCTEeMbI NO cepTudUKaTy
Mpu cospgaHnn ceptTudMKaTa AnA ayTeHTUOMKauMm cay6 «bBacTMoH-3 — JIOKanbHbIA areHT» WU

«bactnoH-3 — Cepsep obopygoBaHMA» Ha cepBepe CUCTEMbI HEOBXOAMMO NPaBM/bHO YKasaTb UMSA

nosnb3osaTtend. B paHHOM cny4yae «Mma nonb3oBatena» — 3TO0 UMA I'Ipe,CI,YCTaHOBﬂeHHOﬁ TEXHUYECKOoMU

yyeTHoM 3anuncu DrvHost (peructp 3HavyeHuna He nmeet). MmeHa TeXHUYECKUX YYeTHbIX 3anncei MOXKHO

nocmoTtpeTb B MNaHenun ynpasneHnsa B pasgene «Onepatopbl n nosHomouma -> OnepaTtopbi», Bbibpas

0To6pa>1<eHV|e CNCTEMHbIX ONepaTopoB..

Mma nonb3oBaTena B CEPTUOMKATE AO0MKHO XPaHUTLCA B KOMMOHeHTe (cekuumn) nons «Subject» ¢ OID,

3HaYeHMe KOTOPOro YKa3aHO B HaCTpOMKax cepBepa CUCTEMbI. B HacTpoikax cepBepa CUCTEMb

npegasaaraetca BbIbop ogHOro us Asyx sHadeHnin OID:
* 0.9.2342.19200300.100.1.1 — UserID, UID

e 2.5.43-Common Name
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ah CepTndmkar > @a CepTudukar

Ofwme CoCTaB  MyTe cepTudwKalim OBwme COCTEE  MyTb cepTUMKAELIN

MokazaTe: | <Bees= L MokasaTe: | <Brex ~
Mone SHaMEHKE ~ Mone 3HAYEHKE "
BA.I‘IFDDMTM pleTalylat] sha256R5A Elﬂ,ef&trsmenm no 31mana 2025, 14:44:52
Bk’al.u-anropmm MOAMMCH sha25a | CyfbexT bastion3@twinpro.ru, drvhost...
DMsnaTenb rootCA, Root CA, E5-Prom, Sa... BOTmblTblﬁ Koy RSA (2048 Bits)

DﬂEﬁUBMTEHEH C 4aerycra 2024 r. 14:44:01 Dﬂapanemm oTKpEITOrO KN.,, 0500
OeRcTBUTENEH MO 31man 20251, 144401 OCHDBHbIE OrpaHUHYEHHS Tun cyfberTa=KoHe4HEIA Cy.. .
=| CyfbexT drvhost, bastion3@twinpro.ru. .. @Tmn cepTidwkaTa Netscape  S5L-NPoBEpKa NOAMMHHOCTM K...
DOTKDbITbIﬁ KoY RSA (2048 Bits) KoMMEHTapMﬁ Netscape OpenssL Generated Client Cer...
mﬂanamﬂrnhl ATKNRITACA KN NS nn A mMnnHTmrhmwaTnn ) A ] EhAQETF4aAN=01f4A8 7 2rA T25hA e
0.9.2342,19200300. 100, 1.1 =|drvhost E = bastion3@twinpro.ru
E = bastion3@twinpro.ru cH =i
CN = CMCTEMHaA YYETHSA 3anice OU = ES-Prom-Department1
Ol = ES-Prom-Departmentl 0 = ESProm
0 = E5-Prom L = Samara
L = Samara S = 5mr
5 = 5mr C =RU
C =RU

CeoiCTES. .. KonuposaTk B dain. .. CBoHCTEa. .. KonupoBaTk B dain. ..

Puc. 64. Mpumepbl cepTUPUKATOB C UMEHEM NOJIb30BaTeA B Pa3HbIX KOMNOHEHTaxX noaa «Subject»

5.7.2.2. [lapaMeTphbl cepBepa CUCTEMBI
Ecnm Ha KomnbloTEpe YCTaHOB/IEH CEPBEP CUCTEMBI, TO €70 HACTPOMKN MOXKHO M3MEHUTb B NPUIONKEHUN

«JloKanbHble HAaCTPOIKM» Ha cTpaHuue «CepBep cuctembi» (cm. Puc. 65).

BHumaHue! Yka3zaHHble Ha amoli cmpaHuye HAcmpolKu 6ausom mosbKo Ha cam «Cepsep
cucmembl», HO He Ha NPUAOHEHUSA, KOmopble K HeMy MOOKAYaomca ¢ 3mozo Komneromepa. [na
HacmpolKu nodKaYeHUa npuaoxeHuli Heobxo0umo omoenbHO 3a0ame Ux napamempsi (Cm. .

6.1.2.3. ).
B pasgene «AyTeHTUOMKaUMA» YKa3biBAOTCA MNapamMeTpbl, KoTopble 6yayT MCNo/b30BaTbCA Npu

ayTeHTMPUKaLUKM CNyKO Ha cepBepe CUCTEMDI.

CekpemHoe (1080 — CTPOKa, KOTOpasA MOMeT ObiTb WMCNO/Ab30BaHa Mpu  ayTeHTMdUKaumm
NOZK/IOYAOLNXCA K CEPBEPY CUCTEMBI CEPBUCOB M CYXKD (Hanpumep, cepeepoB 0b6opyaoBaHus).

OID umeHu onepamopa — 3TOT NapameTp YyKasblBaeT Ha KOMMOHEHT nons «Subject» cepTuduKaTa
KAWEHTa, U3 KoToporo byaeT noay4eHo MmsA onepaTopa, YYUTbIBAeTCA Npu HacTpolike mTLS-coegmHeHUA

C ayTeHTUdMKaLmel cnykb no ceptudukary.
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Ona BXxogAawmx MNOOKNIOYEHUN K CepBepy CUCTEMbl MOXHO HACTPOUTb WMCMO/b30BAaHWME OOHOrO WU
HECKO/ZIbKMX MOPTOB NpocaywmnsaHma. Mo ymonyaHuto, ncnonosyetca ogmH nopt 6300. [na Kaxxaoro
nopTa NPOCAYLIMBaHUA MOXHO YKa3aTb, ByAeT M UCnob30BaTbCa Npu noakaodeHum SSL/TLS, a Takke
peXXMM NpoBepku ceptTudmrKaTta KameHTa (Puc. 65).

MpM WCNONb30BaHUM OAHOrO OOLWEero NPOCAYWMBATENA W AAA CAYKO, U [A8 MPUNONKEHUN C
ncnosb3oBaHnem SSL/TLS [0/XHO 6biTb NPaBMAbHO HACTPOEHO AENCTBME C CepTUGUKATOM KAWEHTa.
MOCKOMIbKY ANA MPUNOXKEHUN NOALEPKMBAEMbIA CNOCOD ayTeHTUPUKAUMK — «JIOTMH/Naposiby,
cepTMdMKAT B HACTPOMKaxX MOAKNOHYEHUA ANA NPUNONKEHUA MOXKET bbiTb He yKasaH. Ecan npu atom
cnybbl  ayTeHTUdUUMpytoTcA no cepTuduKaTy, B HACTPOMKax cepsBepa CUCTEMbI ANAA 3TOrO
npocaylwmeaTenna AOMKHO ObiTb yKasaHO AeilcTBMe ¢ cepTUdMKATOM KaveHTa: «[lposepATb npwu
Haanymm».

=] Bactuon-3 - Noxanskeie HACTpoRKK - a X

MoaknroueHune
arroseny MapameTpbl cepBepa cUCTEMbI

Cepsep cucTembl
i AyTeHTUdUKauMa =

pajpuka CexpeTHoe cnoso

NvuensmposaHue

>KypHan 0TAaa0uHbIX COODWEHUA

HacTonbHbBIA CUMTBIBATEND

Hactpoiiku oTobpaxenus suaeo

Cepsep Web-API

Bxoaswiune noagknoueHus

MopT npocaywusaxua 6300
,Z Mcnonesosars SSL/TLS

Ceprudukar kaveHTa Mpoeepate Npu Hanuuum | ™

MopT npocaywweanua 6301
r WMcnonssosams SSL/TLS

CepTuduxar knveHTa He npoeepats

+ Ao6asuts npocnywmeatens

SSL/TLS
Ceptudukat CA\OpenSSL\oid\localhost.full.pfx I

CyBrexT: bactnon-3 - NetCenter
Wzgatens: Tectosmn YU
Cpok geicrens: ¢ 04.08.2024 14:43:21 no 31.05.2025 14:43:21 -

Puc. 65. Mpumep HAcTPOIiKK NpocaylumMBaTenei ¢ pasHbiM TUNOM NOAKAIOYEHUA
JocTynHble pexnmbl NPOBEPKKN cepTUdUKaTa:

He nposepsamb — KANEHTCKUI CEPTUDUKAT HE NPOBEPAETCA CEPBEPOM.
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MMposepame npu HaAU4YUU — AEeNCTBUTENbHOCTL cepTUdUKaATa byaeT NpoBepaATbLCA TONbKO, eCu
KAMEHT (cny»kba nam npunoxeHue) nogkatoyaeTcsa ¢ ceptudukatom. ECan KAMEHT He nepedaeT
cepTMdUKaT — NPOBEPKa He BbIMOHAETCA U NOAKAOHEHME ByAeT YCTaHOBAEHO.

Bcezoa nposepasme — cepBep Bcerda OyaeT npoBepATb HaAuume U AeNCTBUTENIbHOCTb
cepTudmKaTa KAneHTa.

CepBep CNCTEMDBI U KTMEHTbI MOTYT BbINOJIHATb B3aMHYIO NPOBEPKY CepTM(bMKaTOB npu NnogKNKOYeEHNN.

B Tekywei BepcuM BbINOAHAOTCA TONbKO 6a3oBble NPOBEPKM AENCTBUTENBHOCTUM cepTUdMKaTa.
KnueHTckmin ceptudumkat goskeH 6bitb nMbo camonoanucaHHbiM, nMbo nognucaH cepTudMKaTom
cepsepa, MmMbo 06LLMM C cepBEepPOM KOPHEBLIM CEPTUDUKATOM.

Echn B none «®alin cepmugpukama» yKasaH KOPPEKTHbINM NyTb K ¢dainny ceptudumkaTa, To oH byger
nepefaBaTbCA KAMEHTAM MpU MNOAKNOYEeHMM. [pM 3TOM KAMEHTbl CMOFYT MNPOBEPUTb BaAUAHOCTb
cepTuduKaTa cepBepa CUCTEMBI.

Mpy HaxaTUM HA KHOMKY « =*s|» MOXHO CreHepupoBaTb CaMOMNOANWUCAHHbIMA cepTUOMKAT ANA cepBepa
cuctembl. Cuctema 3anpocuT nNyTb U uma danna gns coxpaHeHuAa cepTtuduKaTta, nocnae yero byayt
aBTOMAaTMYECKM NOACTaBAEHbl 3HaYeHUs B nona «daiin cepTnuduKata» u «Painn 3akpbITOro Kawoua.

Maponb ANA cepTUdUKaTa MOXKHO YKasaTb B 3-X perKMMaXx:

3Ha4yeHue — Napob K cepTUduUKaTy BBOSUTCA B NoJe BBOAA U COXpaHsaeTca B daitie HacTpoeK
cepBepa cMCTeMbI B 3alLUMbpPOBaHHOM BUAE.

lMepemeHHas cpedbl — B KayecTBe Mapo/iA MCMO/b3yeTcA 3HaYeHMe YKasaHHOMN nepemeHHoM
cpeapbl.

KomaHOoa — napo/sib 40/1KeH BO3BPaLlaTbCA KOHCONbHOM KOMaH,D,OVI, yKa3aHHOl7l B noJsie BBOAaA.

B none «®aiin cepTndunKata» MOXKHO TaKKe yKasaTb NyTb K ¢ainny B popmaTte PKCSH12, copepraiemy
cepTMdUKAT KAMEHTA W 3aKpPbITblA KAOY K Hemy. B 3Tom cnyyae nosie «3aKpbITbl KAOY» cnepyet
OCTaBUTb NYCTbIM, a B noJsie «lMaponb ans ceptnudmkata» ykasaTb naponb K panny PKCS#12, ecnm oH 6bin
3a4aH.

KopHesoli cepmugpukam — B cny4vae, ecnm ceptudrKaT KNIMEHTa NOANUCAH KOPHEBBIM cepTUdUKATOM, B
3TOM none caenyeT yKasaTb NyTb K panay ¢ atum ceptudmkatom. aa camonognmcaHHbIX cepTudUKaToB
cneayet yKasaTb paiin c nybaMyHOM YacTblo cepTMdUKaTa KAMEHTa.

BHumaHue! Ha KaueHmax 00sxcHbl 6bimb ycMaHo8seHbI rnapamempsi nooKAOUeHUs K cepsepy
cucmemsi, coomeemcmeyroujue Hacmpolikam cepsepa. [onaxeH 6bimb yKA3aH O00UH U3
MpoCAyWUBaeMbIX CepeepoM [OPMmMos, PexumMm Uucrosab3osaHus SSL/TLS u ece Heobxodumebie
O0aHHble 0718 NPosepKU cepmuguKamos.

Bce napameTpebl B pasaene «basa faHHbIX» OTHOCATCA K MOAKAOYEHMUIO K cepBepy 6a3 faHHbIX:
Tun 6a3bi 0aHHbIX — Oracle unu PostgreSQL (noaaep»unsaetcs Tonbko PostgreSQL).

Ona nogknoveHns K cepsepy b, PostgreSQL yka3biBatoTca:

Xocm —vma nav agpec cepsepa b/A.

lMopm nodkntoyeHUs — NOPT NPOCAYLIMBAHUA cepBepa b,
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Wmsa 6a3b6l OaHHbIX — Ha3BaHMe 6asbl AaHHbIX, KOTOpOEe 6b110 YKa3aHo npu €€ co3aaHuu.
Uma nonv3osamensa u naposb — 6y,CI,YT MCMNONb30BaTbCA ANA NOAKAYeHMA K B,

Ucnonesosame SSL/TLS — ecnu BKAKOYEHO, NpU coeaAuHeHUU C cepsepom bM, 6yayT npoussBoauTbCA
NpoBepKM cepTUPUKATOB, a coeanHeHue ¢ b, byaeT 3aWmLLEHHDBIM.

lMposepamb cepmughukam cepsepa — €CAU BKAOYEHO, CEPBEP CUCTEMbI MPU MNOAKNIOYEHUM K CepBepy
B/l 6yaeT npoBepATb HaNUUME U AeNCTBUTE/IbHOCTb ero cepTudmKara.

KopHesoli cepmugukam — MOMKHO yKa3aTb KOPHEBOW cepTUUKAT, KOTOPbIM AOKeH ObiTb nognucaH
cepTndmKat cepsepa b/,

[Mposepame umsa cepsepa — eCAn BKAKOYEHO, cepTUOUKAT cepeepa B gonkeH cogepkaTb ero ums,
KoTopoe byaeT NpoBepATbCA CEPBEPOM CUCTEMbI MPU NOAKAOHEHMM.

®alin cepmugukama — dainn ceptuduKaTa KAMeHTa (cepBepa CUCTEMbI).
®alin 3aKkpbiMo20 Kava — bann 3aKkpbITOro Ka4va cepTuduKkaTta KaneHTa (cepeepa cucTembl).
Mapons 08 cepmugpukama — naponb paiina cepTuduKaTta KaneHTa (cepsepa cucTembl).

BHumarue! [Mpu npumeHeHUU HOBbIX NAPAMEMPO8 MOOKAOYEHUS cepsepa cucmemsl K b/
Heobxo0uMOo Ha cepsepe cucmembl 8PYYHYIO Nepe3anycmumes cay#by «bacmuoH-3: 10KaAbHbIl
azeHm (Bastion3AgentSvc).

Mpy HaAMYUKU MHTEFPALUKN C BHELIHUMUW CUCTEMAMK Yepe3 NPAMOEe MOLK/IOYEHME K CEPBEPY CUCTEMDI
yepes Web APl (Web-socket), Heobxogmumo paspewmntb nogxntodeHns no Web APl B HacTpoiikax
cepsepa cuctembl. nAa atoro cneayet yctaHoBuTb ¢nar «MpuMHMMaTb BXoAALME MNOAKAOYEHMA» B
pasgene Web API.

Ona nogkntoveHnin no Web APl moxHo 3a4aTh cieaytowme napameTpbl:

Mopm npocaywusaHus — TNOPT, KOTOPbIA A0MKeH ObiTb yKa3aH Ha BHELWHWX KAWEHTax And
noaKAo4YeHus K cepeepy (nNo ymonyaHuio 6333).

Ucnonesosame SSL/TLS — npu yctaHoBKe ¢nara 6yaeT Mcnonb3oBaThCA 3alMUIEHHOE COeAUHEHMe C
cepBepom cucTembl. MpM 3TOM BO3MOXKHA B3aMMHaA NpoBepKa cepTuduKaToB cepBepa U CTOPOHHETO
KNMEHTa MNpWU YCTAaHOBKe coeguHeHuA. [na cepBepa WMCNoO/b3yeTcA TOT e cepTUdUKAT, KOTOopbIi
YKa3aHbl Bbille B pasgene SSL/TLS.

Cepmugpukam KAueHmMa — YKasblBaeTCA PEeXMM MPOBEPKUM cepTuoMKaTa KAMeHTa (HasHauyeHue
peXMMOB NMPOBEPKU CM. BblLLE).

B pasgene «[pyroe» npuBeaeHbl pasHble AOMNOJHUTE/bHbIE HACTPOMKM. KoTopble MOryT BAMATb Ha
paboTy cepBepa cucTembl.

Ucnonszoeame nodcucmemy b6A0KUPOBKU NpU pedaKmupo8aHUU OGHHbIX — €CAWN BbIKNOYEHO, CUCTEMA
He 6ypeT orpaHMuMBaTb OLHOBPEMEHHOE PEAAKTUPOBAHME OAHUX U TeX e OAHHbIX C HECKOJIbKUX
pabounx mecr.

5.7.2.3. HacTpoiiku rpaduku
[na noacmctembl TPEBOXKHOW rpadukn MK «bacTMOH-3» MOXKHO yKa3aTb pag, NapameTpoB:



‘ «BacTnoH-3». PYKOBOACTBO aAMMHUCTPaTOPa 107

MHeepmupoeamb Koseco moiwu. MNo3BonsaeT 3agaTb, Kak 6yAET BecTu cebsa naaH (I'lpl/l6l'll/l)'KaTbC‘r'I nnn
yp,aI'IFITbCFI) npun NCNONb30BaHUK KOJ1ECA MbILLN.

TouHbIl pacdyem meKcmyp — PeKOMEHAYETCA OCTaBAATb BKAOYEHHbBIM U OTKAHOYaTh TOIbKO MPU HaNUYmUn
npobsiem c oTobparkeHnem naaHos.

OmKnoYumMb ompucoeKy cnaaliHog8 — PEKOMEHAYETCA OCTaB/ATb BKAOYEHHbIM M OTK/H0YaTh TO/IbKO MpK
Hanuumm npobsiem c oTobpaskeHMem NaaHos.

LUUpUHG AUHUG U3 BEKIMOPHLIX MNAAHO8 — UCMOJZIb30BATb /N NAPaMETP «TONWNHA TUHUNY, 3a,£|,aHHbe;1 B
MUCNOJ1b3yeéMbIX BEKTOPHbIX NMN1aHax.

Ompucoska meKkcma HA 8E€KMOPHLIX MAAHAX — BbiBOAWUTb NN OOBEKTbI, 3afaHHble Kak «TeKcT» B
BEKTOPHbIX MNJaHax. PEKOMeHAyeTcA OCTaBAATb BK/AKOYEHHLIM WM OTKAOYATb TOJIBKO NPW HANUYMK
npobaem c oTobparkeHMem NNaHoB.

Ucnonesosame usema AutoCAD — vcnonb3osaTb An uBeTa GOHa U IMHUIA, 3afaHHbIEe B BEKTOPHbIX
naaHax.

CenaxusaHue — peKoMeHAyeTCA OCTaB/IATb BKAKOYEHHbIM U OTKAKOYATb TOAILKO MPU HaIM4ynm I'IpO6l1€M c
OTO6pa)KeHVIeM N1aHOB.

5.7.2.4. JlunieH3upoBaHUe
Ha ctpaHuue «/lnueHsnposaHue» otobparkaeTca MHGOPMaLMA O KAtoYax 3alnTbl, HAWAEHHbIX B CETU U

ncnonbsyembix cuctemont (Puc. 66).

Takke, 34eCb MOMKHO 33faTb PeXMm Moucka Kawoueir Guardant (Mo cetn, JloKanbHbIN WK
KoMbWHMpOBaHHbINA).

IZ] Bactuon-3 - MokansHele HacTpoiikn — O s

MogknsueHKue
.ﬂHLI,EH3I/IpOBaHHE

CepBep CMCTEMBI -
peep Mowck knroueid

paduka

Pescim novcka | KomGuHMposaHHbIR e

ﬂMI_I,E'HBHpOBaHVIE'
Wms xocta

bserve 1 x

Bropo nponyckos
Wenonssosams LLI/:JO(OSELLI,ETE:‘H:H!:IIF NoMCK
2KypHan oTnagouHblx coobleHni

_ Karmouw nMueHsnposaHna
HacTonbHbIF cUMTEIBaTEND

_ Q Otneqatok AobasnTh NMLEHSNIO ®aiin sanpoca
Hactpoiiku otobpaxeHusa smaeo

Haiigeno knrouei: 1 (5 cexyna, 37 munancekymg
( Y

Cepsep Web-API

E Cihopumuposats daidn kntoua | | MpumenuTs obnosnerue | | Konwposate nHbopMaum

Waermnbukatop knroua: 414A5B81
Cratyc: AKTMEMpOEaH
Jata npowrsku: 27.09.2023
AxTMBMpOEaH A0: cenTAGpL 2026
Bepcun: 1

@ Cogepmumos KatoMa:

Puc. 66. CTpaHULLA HAaCTPOMUKM KNOUYEN IML,EeH3UPOBAHUA
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MOXHO 3a4aTb MMA XOCTa, Ha KOTOpOM GYAET npon3soanTbCA NOUCK Kﬂl-OHEﬁ, d TaKXe OTK/IH4YUTb
LUMpOI-(OBEU.I,E]TEI'IbeIVI NMOWUCK.

MoapobHee 0 perkMmax Nomcka Kakodei Guardant cm. n. 8.4.

MoAapobHO 0 AOCTYMNHbIX 34eCh onepaumax C Kadammu cm. n. 8.3.2.

5.7.2.5. ¥ KypHaJ 0T/1aJ0UYHbIX COOGLIEeHMU I
B cucTeme ecTb BO3MOMXHOCTb BEIEHMA JIOKAJIbHOTO KYPHana OTNaf04HbIX COObLEeHNA. TaKkoi KypHan

MOXKeT notpeboBaTbca A/1A NPEeLOCTABAEHUA B CYKOY TEXHUYECKOM NoAAEPKKU NPU BO3HUKHOBEHMUM
cUTyauuid, Tpebylowmx oTaaakn paboTbl cucTembl.

B napameTpax MOXKHO 3a4aTb Cneaytowme napameTpbl BeaeHNa XKypHana:

Bkawo4yumoe 8edeHue 0KAAbHO20 HCYPHAAAd omsaado4YHbix coobujeHuli — Nno3BOAAET BKAOYUTb UMK
MOJIHOCTbIO OTK/IOUYNUTL BEAEHME KypHana.

Jupekmopus xpaHeHus — nNO3BOMIAET YyKasaTb NyTb, MO KOTOpOMy 6yAeT 3anucbiBaTbCA KypHall.
[onyckaeTtca yKkasaHue abCcontoTHOrO MAM OTHOCMTENbHOrO NyTU (OTHOCUTENbHO NamnKku ycTaHoBKKM MK
«BactnuoH-3»).

®opmam xpaHeHusa — NO3BOASAET YyKas3aTb, B Kakom ¢opmate Oyaer 3anucbiBaTbCA KypHan.
Jonyctumble 3HadeHna — Tekct uam b/, SQlite.

/_ﬂy6UHG XpPAaHeHUA — NO3BONAET 3a4aTb CPOK XpaHEHUA 3anucen B XypHane, B AHAX.

YposeHb 3anucu — NO3BOAAET 334aTb, KakMe cobbITUA ByayT COXpaHATbCA B XKypHane. JonycTumble
3HAaUYeHUA — XpPaHUTb Bce cobbiTMA, CcobbITUA He HuXke ypoBHel WHbopmauwms, MpeaynperkaeHue,
Owmnbka.

5.7.2.6. HacTpoiika oToGpakeHus BUJe0
HacTpoiika BUAEOKANEHTA NPOU3BOAMUTCA OTAENBHO Ha KaxAom paboyem mecTe, rae npegnosaraercs

BbIBOA, BUAEO. [as 3TOro nosb3oBaTeslo HeEObXOA4MMO OTKPbITb JIOKasbHble HACTPOWMKKM BacTnoHa u
Bbl6paTb NYHKT «HacTpoiikm oTobpaxkeHuna suaeo» (Puc. 67).
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E] Bactuon-3 - NokansHele HacTpoiiku — m] X

MoaknxoueHue =
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Cepsep cucTEMb

Mapametpel BUASONOTOKA
Mpaduka

(@) Tparcnopt TCP
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{_J) Tpancnopt UDP
Btopo nponyckos
- O6wme NnapaMeTpel

>KypHan oTaagouHblx coobuieHui

l:l Pasmewars MNOBEPX OCTANbHBbIX OKOH
HacTonbHbIF CUMTBIBATENL

EpemAa aETOMaTWHYECKOTD 3aKPLIBAHWA OKHa, CaK

HacTpoiiku oTobpaxeHua EMaeo
P P A 5[]

Cepeep Web-API
BI:E'--\R EblBOAA 3pXWMEa PaHbLIE HA, CeK

0 S

l:l ELIEOAMTE 4ONOAHUTEABHEIE COOGLIEHWA E OTA3A0UHYH KOHCOML

napameTphl aBTOpazMelLeHUA OKOH

l:l BiHO4MTL GETOPAsMELLEHME OKOH

Puc. 67. Hactpoiika oTobparkeHusa Bugeo

B pasaene «/lapamempsl 8udeonomoKa» MOMKHO BblbpaTb TPAHCMNOPTHBIN NPOTOKOA, KOTOpbIN byaeT
MCNo/b30BaThCA AN Nepeaayn noTokos no RTSP oT BuaeocepBepoB K KAneHTy. Ecam TpebyeTca CHU3UTL
Harpysky Ha ceTb — peKkomeHayetca Bblbupate UDP. EcaM BaXHa LENOCTHOCTb MO/y4aemblxX
n306paxKeHnit — pekomeHagyeTcsa Bbibupats TCP.

B pasgene «O6wme napameTpbi» MOXHO 334aTb C/eaytolme HaCTPONKM:

Pasmeuwjams nosepx ocmasbHbIX OKOH — YKa3blBaeT ,u,paﬁBepy, YTO BCE OKHa C BM,CI,EOM306pa)KEHVIEM
ceayeT OTKpPbIBaTb MOBEPX BCEX OCTA/IbHbIX OKOH,;

Bpems a8momMamuyecKo20 30KPbIBAHUA OKHA, CeK — 3a[,aeT Bpemsa 0TOBPaXKEHUA TPEBOXKHbIX OKOH;

Bpemsa 8bl800a apxusa paHsuie Ha, CeK. — NpPu BblIBOAE apXMBHOIO BUAEO Mo cobbiThAM, apxus byaeT
No3MLMOHMPOBATLCA CO CMellleHUeM Ha 3aflaHHOe KONMYECTBO CeKyHA, Ha3ad, OTHOCUTENbHO MOMEHTa
BO3HUKHOBEHUSA cObbITUA.

Boisodumb coobujeHus 8 omsaado4YHyt0 KOHCO/Mb — MNPW YCTaHOBKe napameTpa b6yayT BbIBOAUTLCA
OT/laf,04Hble cobbITUA B OT/IAaZ404HYH0 KOHCOb MK «BacTnoH-3».

TaKKe MOMKHO HACTpOUTb aBTOMATMUYECKOE PasMeLLEHME OKOH Ha 3KpaHe. 3Ta QyHKUMA mnossonset
pasmelLaTb OKHa C BMAEOMU306paKEHNAMM HA 3KPaHe PALOM TaK, YTOBbl OHM He MepeKpbiBanu Apyr
apyra. Ecam dyHKUMA oTKAKoYeHa, TO OKHa ByayT OTKpPbIBaTbCA B TOM MECTe 3KpaHa, rae OHM Obinun
nocnegHuit pas pasmelleHbl, Nepes TeM KaK MX 3aKpblan. Bce TUMbl OKOH (TPEBOXKHbIE, apXMBHOTO U
YKMBOTO BME0) OTOBPArKaloTCcA TaKMM 06pasom.

B pasgene «llapamempbl a8mopasmeweHus OKOH» MOXKHO HacTPOUTb cieaytoLlme CBOMCTBa:
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Bkaroyume aemopasmeweHue OKOH — BKﬂIO‘-IaET/OTKIII-O‘-IBET dBTOpa3smelleHneE OKOH;

MoHumop 019 8618000 OKOH — YKa3blBaeT HOMeP MOHUTOPA, Ha KOTOPOM ByAyT 0TOBparkaTbCA OKHa;

Konuyecmeso OKOH — nNO3BOAAET HACTPOWUTb KOAMYECTBO OKOH B MOJIMSIKPAHE MO TOPU3OHTaAN U
BEPTUKANW;
Obsacmb 8618000 OKOH — [10380/8em yKkazame obsaacme uesneso2o MoHUmMopa, 20e 6ydym

8bI800UMbCA OKHA C eudeousobpaxceHuamu. [llapamempsl «no 2opu3oHmanu / Mo eepmuKaau»
YKa3bIBaloT OTCTYN B NPOLEHTHOM COOTHOLIEHWUM OT paspelleHns 3KpaHa No BePTUKaAU U FOPU3OHTaNN
OT BEPXHEro /IeBOro yrna MOHMTOPa, C KOTOPOro byaeT oTobpa)kaTbCA MOAMIKPAH C OKHamu. MapameTp
«3anoNHeHWe 3KpaHa MO rOpPM3OHTaNM» HacTpauMBaeT LWWPUHY MOJIMIKPaHa B 3aBUCMMOCTU OT
paspellieHns MOHUTOPA B MPOLLEHTHOM COOTHOLLEHWUMN.

5.7.2.7. CepBep Web API
Hactpoiika cepsepa Web APl nponsBoauTtcs Ha ctpaHuue «Cepsep Web-API» (Puc. 68).

B pasgene «logKkntoueHne K cepBepy CUCTEMbI» 33Jat0TCA NapameTpbl AN NogxkaoveHns cepsepa Web
APl K cepBepy cucTembl. 3aecb cneayeT yKasaTb afpec cepsBepa cuctembl U ero nopt. Ecam cepsep
ncnonb3yet cepTMOMKAT ANA NOAKAIOYEHMs, chnedyeT BblbpaTb «Mcnonbsosatb SSL/TLS». [pwu
HeobxoAMMOCTH, MOXKHO NpPOBepPATb CcepTUOMKAT cepBepa U ero UmsA, BblbpaB COOTBETCTBYHOLLMNE
NyHKTbl. JnA ucnonb3oBaHuA cepTuduKaTa, YKarKute NyTb K KOpHeBOMYy cepTUdMKATy, a TaKkKe
cepTUdMKaT KAMEHTA, eC/In 3TO HEOBXOAMMO cepBepy CUCTEMbI.

BHumaHue! [lo ymonyaHuro cepmugukam KaueHma He omnpasademca. Ecau Heobxodumo
omnpasname cepmugukam KaueHma evibepeme nyHKm «Omnpasaams cepmuguram
KaueHmax.
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Puc. 68. Cepsep Web API

B pasgene «BxogauwimMe nNOAKAIOYEHUA» MOXHO [A06aBUTL nNpocaylimsaTenel Ana BXOAALIMX

NOAKAOYEHWNI CTOPOHHUX KNMEHTOB K cepeepy Web API.

B cucteme pocTynHbl ABa TuMMa npocaywmsaTtenei nogknatodeHuin: no WebSocket n gRPC. TMpwu

A06aBI'IEHVIM npocnywmneaTena HyxHO Bbl6paTb TN TOYKMU NOAKNHOYEHUA, NOCNE Yero caeayet 3aaaTb

nopt, agpec (ana WebSocket) u, ecam ncnonbsyerca ceptudmikat, To Bbibpath «Mcnonb3osatb SSL/TLS».
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[na Kaxkporo noAKAOYEHWA MOXKHO BbIOpaTb AeNCTBME C CepTUOMKATOM KAMEHTA: He MpoBepATb,
NpoBepATb NPU HanM4yuK, Bceraa nposepATb. Jaa KaK4oro npocaywmsaTena NOAKAKYEHUIA C TUNOM
gRPC 3apaeTtca Bpemsa XM3HM TOKEHA A0CTYNa B MUHYTaX. TaKXe ANA KaXAoro npocaywmrena ¢ TMnom
gRPC MmeeTcs BO3MOXHOCTb OTKNOYNUTbL MPOBEPKY cXeMbl gna http/2.

MimeeTcs BO3MOXKHOCTb 406aBUTb HECKOILKO NPOC/AYLWIMBATENeN BXOAALWMX NOAKAOUYEHUIA (04HOMO MK
pasHbIX TUNOB), OAHAKO, KaXKA0My MPOCAYLUIMBATENO A0KEH BbITb Ha3HaYeH CBOM YHUKaANbHbINA NOPT.

Pasgen «SSL/TLS» wucnonb3yetca ANA HacCTPOMKM cepTUPUKaToB Ana paboTbl CO  BXOAALIMMM
noaxoveHnAMN. MoXKHO BblibpaTb aitn cepTudMKaTa, XPaHALLMINCA Ha AUCKE, MW CTeHepPUpPOBaTb ero,
BblbpaB NyTb XpaHeHMA. TaKKe MOXKHO BblIOpaTb 3aKpbITbIM  KAOY  cepTUPMKATA, YKasaTb
COOTBETCTBYHOLLUMIA NAapPO/ib U KOPHEBOW CepTUPUKAT.

Ona 3arpy3kun ceptudunKaTt AomKeH bbiTb IKCNOPTUPOBAH BMECTE C MPMBATHbIM Kto4om B paiin dopmaTa
pfx nnn p12. No ctaHgapty PKSC#12 cepTudumKaT 1 3aKPbITbIN KAHOY XPAHATCA B O4HOM 3aWnMppPOBaHHOM
daitne, noatomy npu 3arpyske ceptudukaTa nNoHamobutca BBecTM nNaponb oT 3toro ¢aiina. Ecaum
cepTMdUKAT 3arpy’KeH KOPPEKTHO U C NPaBUIbHbIM NApPOJIEM, TO B OKHE HAaCcTPOEeK NOABUTCA U34aTeNb,
CYyOBbEKT M CPOK AencteuA cepTudmkaTa. Ecim gaHHble NOAA OCTaNUCL He 3aMO0NHEHHbIMK, yoeauTech B
KOPpPEKTHOCTM cepTuUdMKaTa U ero Nnaponsa Npu BBoAE.

PekomeHayeTca WCNoAb30BaTb cepTUdMKaTbl € anroputmom wuedposaHna RSA wan ECDsa w
anroputmom nognucu SHA256, SHA384 nnn SHA512.

5.7.3. HacTpoiika J10Ka/IbHbIX IaApaMeTPOB cepBepa C IOMOILbI0 KOHCOJIbHOM YTU/IUTDI
BCnfg

5.7.3.1. O6mue cBeAeHUSA
Ytunuta BCnfg 3anycKkaetca c oAHOM M3 KomaHA,. Kaxkaas KomaHaa umeeT Habop napameTpos.

Bo Bcex cnyyaAx M3mMeHeHMA HACTPOoeK, ec/iM 3HayeHue napameTpa He YKas3aHo, HO Cam MnapameTp
YKa3aH — YTUINTa 3anpawimBaeT BBOA OTCYTCTBYHOLLENO 3HAa4YE€HUA.

Ecnum Kakoe-nnbo 3HayeHMe napameTpa yXe 3a4aHo B KoHOUrypaumoHHom daiine, Ho cam napameTp He
BBeAEeH B KOMaHAe — ero 3HayeHne He 0bHOBUTCA.

Ecnm Kakoe-nnbo 3HaveHMe napameTpa He 3a4aHO0 B KOH$UrypauMoHHOM daline, HO cam napameTp He
BBeAEeH B KOMaHAe — ero 3HaYeHWe YCTaHOBUTCA B 3HAYEHME NO YMOIYAHUIO.

Mepe3anuncb ABHO BBEAEHHbIX MapameTpoB — 6e3 A0N0HWUTEIbHOrO 3anpoca.

Mpy 0bHapy:KeHUW OWMBKM BBOAA AAHHbIX (HELOMYCTMMblEe 3HAYEHUA), YTUAUTA 3aBepLluaeT paboTy ¢
BbIBOAOM COO6LLEHUA O TOM, KaKMe napameTpbl 6bin BBeAeHbl HEKOPPEKTHO.

MpY HEBO3MOMKHOCTM BbINOJIHEHWUA KOMaHAbl MO /O6bIM NMPUUMHAM, yTUAWTA 3aBepluaeT paboTy c
BbIBOAOM COOOLLEHUA O HEBO3MOMKHOCTU BbIMOJAHEHUA KOMaHAbl, KOAOM WM TEKCTOM OLWWUGKM (npu
HaMuum).

[na paboTtbl ¢ yTunuTon y nonbszosaTens OC AOMKHbI ObiTb NMpaBa Ha YTEHWE M 3anucb B KaTanoru
ycTaHoBKM MK «bacTMoH-3», 1 B KaTanoru ¢ KoHpurypaumoHHbimm daiinamm MK «bactmoH-3».

[nA NpocMOoTpa CNpaBKM MO YyTUANTE MOXKHO BbINOJHUTE KOMaHay BCnfg help.

5.7.3.2. HacTpoiika noJK/JII04YeHUl K CeEpBEPY CUCTEMBI
[na paboTbl C NOAKAOYEHUAMM K CEpBEPAM CUCTEMbI MCMOJ/Ib3YyeTCA KoMaHaa connections.
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KomaHpa Noseaexue
BCnfg connections view MpocmoTp NapameTpos (BbINOAHAETCA NO
YMOJI4aHUI0).
BCnfg connections set YcTaHOBKa napameTpos I'IE),LI,KHIO‘-IGHMH n ana
CNY}K6 U ANA NPUNONKEHUIA.
BCnfg connections set_svc YcTaHOBKa NapameTpoB NoAKAHOYEHUSA
TO/IbKO AN1A CNy3Kb.
BCnfg connections set_app YcTaHOBKa NapameTpoB NOAKAHOYEHUA

TO/IbKO AN1A NPUSIOKEHUN.

[ocTynHble napameTpbl:

--format=[text|xml|json]
3apaeT popmart BbIBOAA HACTPOEK NPW BbINONHEHUM KOMaHAbI View (N0 ymonyaHuio: text).

--host=1MA

Nmsa nnmn agpec cepeepa cuctembl (No ymonyaHuio npu gobasneHumu: localhost).

--port=MoPT

YKasaHue Homepa nopTa cepBepa cucTembl (Mo ymonyaHuio npu gobasneHmu: 6300).

--use_ssl=<on|off>

BkntoyeHne/oTKAOUEHME UCMNOIb30BaHNA WndpoBaHKUA (Mo ymondaHuio: off).

--validate_cert=<on|off>

BksitoueHue / oTKNOYEHME NPOBEPKM cepTUdMKaTa cepsepa (no ymonuyaHuio: off).

--validate _name=<on|off>

BktoueHune/oTKNOYEHME NPOBEPKM MMEHU cepBepa cnucTembl (Mo ymonyaHuio: off).

--root_cert_file=MYTb
MyTb K dpainy KopHeBoro ceptudmKaTa, UCNOAb3YEMOrO NPU BaAngaunm ceptudmrKata cepeepa.

--cert_file=NYTb

MyTb K danny SSL-cepTnudmKaTta KAneHTa.

--private_key file=MNYTb
MyTb K danny 3akpbITOro Kntoda SSL-ceptudmKata KAMeHTa.

--cert_pwd=PWD_ SOURCE
Cnocob 3agaHuA napons K cepTudukaty. Popmatr PWD_SOURCE: Tun_McToYHMKA[:napameTp

WUCTOYHMKA].
JoCTynHble NCTOYHUKMU:

° notSet — MCTOYHMK He 3a4aH. Mcnonb3yetca ana C6p0CE] naponsa.
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e direct:MAPOJIb — B KayecTBe MCTOYHMKA NAPONA UCNOb3YETCA ABHO 3a4aHHOE 3HaYeHme.

e env:MMA_MNEPEMEHHOM — B KayecTBe UCTOYHMKA NapO/A UCMO/b3YeTCcA 3HauYeHue 3aJaHHOM
nepemeHHON OKPYKEHUS.

* shel:KOMAHOA — B KayecTBe WMCTOYHMKA NApPOAA MCMNONb3YETCA pPe3ynbTaT BbINOJHEHUA
BHELWHel KoMaHabl. KomaHaa A0MKHA BbIBECTU MAapo/ib HA YCTPOMCTBO CTAaHAAPTHOrO BbIBOAA U
3aBepLumnTbCa ¢ kogom O.

MapameTpbl 4N KOMmaHpA: ‘set’ u “set_svc':

--secret_word[=C/NOBO]
CekpetHoe cnoso. Ecam npu pobasneHnn He ykasaHo CJ/IOBO, To 3HauyeHwe OyneT 3anpoLlUeHOo Y
nosab3oBaTens.

--svc_auth_type=<secret_word|cert>
Cnocob ayTeHTUdUKALUKM CYKO NPU NOAKAOYEHUM K CEPBEPY CUCTEMBI, AOCTYMHbIE BAPUAHTbI:
e secret_word - ayTeHTUdUKALMA C MOMOLLBIO CEKPETHOrO CN0Ba (N0 YMONYaHUIo);
e cert-ayTeHTUPUKAUMA C TOMOLLbLO cepTMdUKaTa.

5.7.3.3. HacTpoiika pa60oTbl cepBepa CUCTEMbI
[ns paboTbl c HaCTpoiKamu cepsepa cucTeMbl UCNONb3YeTCA KOMaHaa net_center.

KomaHpga MoBepeHue

MpPOCMOTP OCHOBHbIX MapameTPoB cepBepa
CUCTEMDI

BCnfg net_center view

YcTaHOBKa n MeTpoB B NCcTemMbl
BCnfg net_center set CTaHOBKa NapameTpos cepsepa cncTemo

BCn'Fg net center add listener ﬂ,OﬁaBl’IEHMe HOBOTO NOpPTa NpocnywmnBaHnA

PefaKTnpoBaHMA CyLLEeCTBYOLWEro NopTa
NPOCAYLIMBaHUA

BCnfg net_center update_listener

BCnfg net_center remove listener | YA3/€HUENOPTa NpOCAYLIMBAHNA

O6wme napameTpbl:

--format=[text|xml|json]
YcTaHOBKa cbopmaTa BblBOA4, HACTPOEK NMPn BbINOJTHEHUN KOMaHAbl view (I'IO YMOTYaHUIO! text).

--secret_word=CJIOBO
CEKpETHOE CNoBoO.

--operator_name_oid=0ID
NaeHTUdUKaTop MMEHM onepaTopa B UMeHM cybbeKTa cepTudmKara.

--lock_data=<on|off>

BkatoueHue / oTKNtoUeHMe BNOKMPOBKM NPU peaakTUPOBaHNN AaHHbIX.

--gather_additional metrics=<on|off>
BkatoueHue / oTkoueHne cbopa A0MoNHUTE/IbHBbIX METPUK PaboTbl cepBepa CUCTEMBI.
MapameTpbl NOPTOB NPOCAYLUUBAHUA:
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--listener_idx=MHAEKC
NHaeKe npocnywmeaTens gasa pefakTMpoBaHUAa uan yaaneHusa. ObasaTenbHbl NapameTp 418 KOMaHA
update_listener u remove_listener.

--port=MNoPT
Homep nopta npocaywmnsanus (no ymondanuto 6300).

--use_ssl=<on|off>
Bk/toueHwue / BbIKtOYEHME 3aLMLLEHHOrO coeanHeHna (no ymonyanuio off).

--validate cert_mode=<none|allow|require>
Peskum Banmaaunm ceptuduraTa KameHTa (Mo ymonyaHuio: none).
NapameTpbl SSL/TLS:

--cert_file=NYTb
MyTb K dpanny SSL-ceptTnudmkarta cepsepa.

--private_key file=MYTb
MyTb K dbainy 3aKpbIToro Katoya SSL-ceptudmkaTa cepsepa.

-cert_pwd=PWD_SOURCE

Cnocob 3agaHuA napons K cepTudukaty. Popmatr PWD_SOURCE: Tun_mMcToOYHMKA[:napameTp
MCTOYHMUKA].
JocCTynHble NCTOYHUKM:
* notSet — UCTOYHMK He 3afaH. Mcnonb3yeTca ana copoca napons.
e direct:MMAPOJ/Ib — B KayecTBe MCTOYHMKA NAPOIA UCMOJIb3yeTCA ABHO 3a4aHHOE 3Ha4YeHMe.
e env:MMA_NEPEMEHHOM — B KayecTBe MCTOYHMKA NapONA UCMO/b3YeTCA 3HaYeHWe 3aJaHHOMN
nepemeHHOMN OKPYKEHUA.
* sheliKOMAHOA — B KayecTBe WMCTOYHMKA NAPOAA MCMNONb3YETCA pe3yabTaT BbINOAHEHUA
BHELHeW KOMaHAbl. KoMaHAa f0NKHa BbIBECTU Mapo/ib Ha YCTPOMCTBO CTaHAAPTHOrO BbIBOAA U
3aBepLImnTbea ¢ kogom 0.

--root_cert_file=MNYTb
MyTb K $paitny KopHeBoro ceptudmKaTa, UCNOb3YEMOro NP BaANAALNN KANEHTCKOrO cepTudmKaTa.
Mapametpbl noaknoyeHus K bA;:

--db_host=1MA
Nms cepsepa 6a3 gaHHbIX (Mo ymonuaHuto: localhost).

--db_port=NOPT
MopT cepBepa 6a3 gaHHbIX (M0 ymonyaHuto: 5432).

--db_name=MMA
Mma 6a3bl AaHHbIX (N0 ymonyaHuio: bastion).

--db_user=1M4

Nma nonbsosaTtens 6a3bl AaHHbIX (MO yMmoaYaHuto: pro_bastion).

--db_pwd=MAPO/Ib
I'Iaponb nosb3osaTtena 6asbl AaHHbIX.

--db_use_ssl=<on]|off>
BkwueHne/OTKYEHNE MCNOMb30BaHUA SSL Ana MNOAK/KYEHUs K cepBepy 6a3 [aHHbIX.
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--db_validate server_cert=<on|off>
BkatoueHme/oTKAOMEHWE NPOBEPKU cepTUdUKaTa cepsepa 6a3 AaHHbIX.

--db_validate server_name=<on|off>
BKI'II'O‘-IEHVIE/OTKIHOLIEHME NPOBEPKN MMEHMN CepBEPa 6asbl AaHHbIX.

--db_root_cert _file=NYTb
MyTb K daliny KopHeBOro cepTuduKaTta, UCNosb3yemMoro npu Banugauum ceptudumKaTa cepsepa 6a3
AaHHbIX.

--db_cert_file=NYTb
MyTb K dainy ssl-cepTnudmrKkata KAnMeHTa 6asbl JaHHbIX.

--db_private_key file=NYTb
MyTb K dbainy 3aKpbITOro Katoya ssl-ceptudmkaTa KneHTa 6asbl AaHHbIX.

--db_cert_pwd=PWD_SOURCE
McToyHnk napona K  SSL-ceptuduMKaTy KameHta 6asbl  AaHHbIX.  Popmatr PWD_SOURCE:
TUN_MCTOYHMKA[:NapameTp UCTOYHMKaA].

JocCTynHble NCTOYHUKM:

* notSet — MCTOYHMK He 3agaH. Mcnonb3yeTca ana cbpoca napons.

e direct:NAPOJ/Ib — B Ka4ecTBe UCTOYHMKA NAPOASA UCNONb3YETCs ABHO 3aZaHHOE 3HaYeHMe.

* env:MMA_NEPEMEHHOWM — B KayecTBe UCTOYHWMKA MapoOaA UCMONb3YeTCA 3HaYeHue 3afaHHOM

nepemeHHOMN OKPYHKeHUs.

shel:KOMAHOA — B KauyecTBe MCTOYHMKA MaposA WUCMO/Ib3YeTcA pPe3y/bTaT BbINOJHEHUSA BHELWHEN
KoMaHAbl. KoMaHAa [0nKHA BbIBECTM NMAPOJ/b HA YCTPOMCTBO CTAHAAPTHOrO BbiBOAA M 3aBEPLUNTLCA C
kogom 0.

NapameTpbl WebSocket:

--ws=<on|off>
BkatoueHmne/oTKAO4EHWE NPOCAyLLIMBaHUA BXoaAwmx WebSocket-noaxkntouernin (no ymonyanuio: off).

--ws_port=MoPT
MopT npocnywmeaHma exoaawmx WebSocket-noakntoueHnin (no ymonyaHuio: 6363).

--ws_ssl=<on|off>
BkatoueHune/oTKNOYEHME UCMONb30BaHMUA WNdPOBaHMA (Mo ymonyaHuio: off).

--ws_validate_cert_mode=<none|allow|require>
Pexkum BanMaaummn cepTuduKarta KameHTa (Mo ymondaHuio: none).

5.7.3.4. Pa6oTa c K/Il09YaMu JIMIEH3MPOBaHUS
Ona paboTbl ¢ AMLEH3UAMN UCNONb3YeTC KoMaHaa license.

KomaHpa MoBepeHue

BCnfg license view NMPOCMOTP MHOPMALLUM O KNKoUaX
NNLLEH3MPOBaHWA (BbINOHAETCA MO
YMO/IYaHMIO)
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BCnfg license generate_upd_request reHepauua dpaiina-3anpoca Ana ob6HOBAEHUA
K/toua

BCnfg license apply_upd npvmeHeHve daitna 06HOBNEHMA ANA KNtoya

BCnfg license attach_sw_key NpvBA3Ka/NepeHoc NPOrpaMMHOro Knko4a
Ha XoCT

BCnfg license detach_sw_key 0TBA3Ka/NepeHOC NPOrpamMmmHOro Ktoua ¢
xocTa

BCnfg license generate_fingerprint reHepauua ¢paiina-otneyaTka Kaova A
xocTa

JocTynHble napameTpbl:

--format=[text|xml|json]
YcraHoBKa dopmaTa BbiBOA, MPM BbINOJHEHUM KOMaHAbI View (No ymondaHuio: text).

- -key=MAEHTUONKATOP_KJIOYA
Kntoy, oA KOTOPOro HYXXHO BbINOJHUTb KOMaHAY.

--file=NYTb
MyTb K danny nmbo ans coxpaHeHuna (generate_upd_request, detach_sw_key, generate_fingerprint),
nnbo ana 3arpysku gaHHbix (apply _upd, detach_sw_key).

5.7.3.5. HacTpoiika pe:xumMa noMcka kiawuei Guardant
[ns paboTbl HACTPOMKM pexrma NoucKa Katouver Guardant ncnosbsyeTtcs KomaHaa license.

KomaHpga MoBepeHue
BCnfg license set 3afaTtb napamMeTpbl NOMCKa Kakodei
Guardant

JocTynHble napameTpol:

--search_mode=<local|network|combine>
YcTaHOBKa peXMma NoucKa Katoueln (no ymonyaHuio: combine).

--control_center _host=<uma xocTa|ip agpec>
Nmsa nnn IP-agpec xocTta, Ha KoTopom yctaHoBneH Guardant Control Center.

--use_broadcast_search=<on|off>

BkntoveHume / OTK/NlO4YeHUE NCNON1b30BaHUNA LUMPOKOBELLATE/IbHOIO NOUCKA.

5.7.3.6. HacTpoiika KypHaJia OTJIaJ,04YHbIX COOOLIEHH I
[ns paboTbl € *KypHAaNOM OTN1aA04HbIX COOBLLEHUI CMCTEMbI UCNOJb3YeTCA KoMaHAaa log_storage.

KomaHpa MNoseaeHue

MpOCMOTpP OCHOBHbIX NapameTpoB cepeepa

BCnfg log storage view
CUCTEMDI

BCn'Fg log_stor‘age set YcTaHOBKa NapameTpoB cepBepa CUCTEMbI
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JocTynHble napameTpbl:

--format=[text|xml|json]
CDopmaT BblBOA4a HACTPOEK Npwn BbINOJIHEHNN KOMaHAbI view (ﬂO YMOTYaHUIO! text).

--state=<on|off>
BkatoueHme/oTKAOMEHMNE CAYXKObI XKYpHana 0TAaa04uHbIX CoobLeHNn (no ymondaHuio: off).

--depth=N1YBMHA

rnybuHa xpaHeHUa oTAaAouYHbIX cO0bLeHUI (3HaveHMe B AHAX oT 1 Ao 100, no ymonyaHutio: 1).

5.7.3.7. Hacrpoiika cepepa Web API
Ons pabotbl ¢ HacTpokamu Web APl ucnonbsyeTtcs KomaHga web_api.

KomaHpga MoBepeHue

MpOCMOTpP OCHOBHbIX NapameTpOB cepsepa

Bnfg web_api view
Web API

YCcTaHOBKa NapameTpoB NOAKNOUYEHUA

Bnfg web_api set
- cepBepa Web API K cepBepy cuctembl

[1063aBUTb TOUKY NOAKNOUEHUA KANEHTA K

Bnfg web_api add_end_point
cepsepy Web API

M3MEeHUTb TOYKY MNOAKAKOYEHUA KAMEHTA K

Bnfg web api update end point
& —ap P - P cepsepy Web API

YAanuTb TOYKY NOOKAOHEHUA KNNEHTa K

Bnfg web_api remove_end_point
cepsepy Web API

O6wme napameTpbl:

--format=[text|xml|json]
YcTaHOBKa popmaTa BbIBOA HACTPOEK NPW BbINOJHEHUM KOMaHAb! View (Mo ymonyaHuio: text).
NapameTtpbl nogknoueHun cepsepa Web API K cepBepy cuctembl :

--host=1M{

Nmsa nnmn agpec cepsepa cuctemsl (No ymonyanuio localhost).

--port=MNoPT
Homep nopta cepsepa cuctemsl (Mo ymonuvanuto 6300).

--use_ssl=<on|off>
BkatoueHue / oTKNOYEHME UCNONb30BaHMA WndpoBaHua (no ymonyaHuio off).

--validate_server_ certificate=<on|off>
BkatoyeHue / oTKAOUEHNE NPOBEPKM cepTUdUKaTa cepBepa cucTemsl (No ymondanuio off).

--validate_server certificate_common_name=<on|off>
BkatoueHue / OTKAOUYEHNE NPOBEPKN MMEHU cepBepa cucTembl (no ymondaxuio off).

--root_cert_file=MNYTb
MyTb K ¢daliny KopHeBoro ceptudmkata ceptuduKaTa, MCNOAb3YEMOro NpPU Banuvgauum ceptudukaTa
cepBepa CUCTEMDbI.

--cert_file=NYTb
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MyTb K dainy cepTnuduUKata KAMEHTa.

--private_key file=MNYTb
MyTb K dainy 3aKPbITOro KAr4Ya cepTUPUKaTa KANEHTa.

--cert_pwd=PWD_SOURCE
NcToYHMK napona K KaneHTckomy SSL-ceptudukaty cepsepa Web API. ®opmatr PWD_SOURCE:
TUMN_WUCTOYHMKA[:NapamMeTp UCTOUYHMKA].

JocTynHble UCTOYHUKN:

* notSet — UCTOYHMK He 3afaH. Mcnonb3yeTca ana copoca napons.

e direct:[MAPOJIb — B KayecTBe MCTOYHMKA NAPOIA UCMOJIb3yeTCA ABHO 3a4aHHOE 3Ha4YeHMe.

e env:MMA_NEPEMEHHOWM — B KayecTBe MCTOYHMKA NapONA UCMO/b3YeTCA 3HaYeHue 3aJaHHON
nepemeHHOMN OKPYKEHUA.

* sheliKOMAHOA — B KayecTBe WMCTOYHMKA NAPOAA MCMNONb3YeTCA pe3y/abTaT BbINOAHEHUA
BHELHeW KOMaHAbl. KoMaHAa f0NKHa BbIBECTU MApo/ib Ha YCTPOMCTBO CTAaHAAPTHOrO BbIBOAA U
3aBepLmnTbea ¢ kogom 0.

MapameTpbl  TOUKM  noakaoueHua  (KomaHgbl  add_end_point, update_end_point
remove_end_point):

--end_point_idx=WMHAEKC
MHAeKC TOYKM NOAKNKOYEHUNA ONA pedJaKTUpPOoBaHNA U yAaneHUA. 0Ob6A3aTeNbHbIN napamMmeTp ANnAa KomaHzg

update_end_point u remove_end_point.

--type=<websocket |grpc>
TUN TOYKM NOAKAOYEHUA (MO YMOIYaHMIO grpc).

--port=MoPT
HOMep nopTa TOYKU NOAKNHOYEHUA. B KOH(I)VII'ypaLI,MlO MOXKeT ObITb A06aBﬂeHO HECKOJZIbKO TOYeK
noaKAloYeHnss (04HOro WUAM PasHbIX TUMNOB), OAHAKO, Ka)KAOW TOUKe AO0/KEH ObiTb Ha3HayeH CBOWM
YHWKANbHbIN NOPT.

--address=AJIPEC
A,a,pec TOYKN NOAKNIHOYEHUA.

--use_ssl=<on|off>
BKkntoueHune / OTKNKO4YeHne UCNnosib3oBaHUA LLIMd)pOBaHVIﬂ ANA TOYKKU noaKNo4vYeHnA (I'IO YMO4aHUo Oﬁ)

--validate cert_mode=<none|allow|require>

Pexxum Banmaaumm ceptudurKkaTa KimMeHTa.

--access_token_lifetime=TAUMAYT
Bpemsa aeictemA TOKeHa A0CTyna, B cekKyHaax (no ymondyaHuio 1800).

--allow _alternate_schemes=<on]|off>
OTKAtoYeHUe NpoBepKu cxembl ana http/2 (no ymonuanuio off — nposepka cxembl BKAKOYEHA).
Mapametpbl SSL/TLS Touek nogkntoueHna kK Web APl (komaHga set)

--api_cert file=NYTb
nyTb K dainy ssl-ceptndmkara cepsepa Web API.

--api_private_key file=MNYTb
MyTb K dainy 3aKpbITOro Katoya ssl-ceptudmkaTa cepsepa Web API.
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--cert_pwd=PWD_ SOURCE
NCTOYHMK napons SSL-cepTudukaty cepsepa Web API. dopmaTt PWD_SOURCE:
TUN_WUCTOMHUKA[:NapameTp UCTOYHMKA].

--api_root_cert_file=MNYTb
MyTb K danny KopHeBoro ceptudmKaTta, UCNOAb3YEMOTO NPU BaNNAALNM KIMEHTCKOro cepTuduKaTa.

6. PaCI.lII/IIJEHHbIe BO3MOZXKHOCTH 3allyCKa CUCTEMBI

6.1. [lTapameTpbl KOMAaHAHON CTPOKH

6.1.1. CuHTaKCHUC
[ns Toro yto 6bl Npote 66110 NOHUMATb CUHTAKCUC, MPUBELEM NpUMeEp:

shell Bastion.exe --user=q --pwd=q --DebugMode --StartDelay=5000
Bce napameTpbl KOMaHAHOﬁ CTPOKU Ha4YMHaoTCA C CMMBO/10B --. MUmeHa napameTpos
pernctpoHesaBucumble. MapameTpbl 6biBaOT AByX TMnoB: * [MapameTtp-dnar: --{uma_napameTpa} *
MapameTp-3HayeHue: --{uma_napameTpa}={3HaueHne}. CTPOKOBOE 3HauyeHue, coaep:Kawee npobenbl,
AO0NXKHO ObITb 3aK/H0YEHO B ,LI,BOf/'IHbIe KaBbl4YKU. I'Ipanma 3KpPaHUpOBaHNA CTaHAAPTHbIE ANA KOMaHAHOVI
CTPOKU: HYKHbl KaBbl4YKW B TEKCTE — yp,BaVIBaﬁTe KaBbI4KU.

6.1.2. CnpaBOYHUK NapaMeTpPOB

6.1.2.1. O61Ke napaMeTphbl
DebugMode (napamemp-gnae) — ecnn ykasaH 3ToT ¢nar, TO NpU 3anycke OyAeT OTKPLITO OKHO C

npeanoxeHmnem Bbl6paTb OTNaA4UK ONA NPUNOXKEHUA.

StartDelay (napamemp-3HayeHue) — 3aJaéT UeNnoe 3HaYeHMe B MWIIMCEKYHAAX, Ha KoTopoe
npunoxeHne 6yaeT NPUOCTAHOBIEHO NOC/e 3anycka. Y406HO MCNo/1b30BaTb, KOr4a O4HO NPUNOXKEHUE
OO/KHO ycneTb HayaTb paboTaTb paHblue, Yem ApyrMe, Hanpumep: shell Bastion.exe --
StartDelay=5000 LogViewer.exe [lpu 3T1OM LogViewer TOYHO ycneetr HayaTb NPOCAYyLIMBATL
OTN1aA04YHbIN BbIBOA, Bastion-a.

IgnoreSinglelnstance (napamemp-gnaz) — ecnv 3agaH 3ToT Gaar, To NPU 3anycke He ByaeT NPoONCXoauTb
npoBepKa Ha TO, YTO A0/XeH 6bITb 3aMyLLeH TONbKO OAMH 3K3eMNAAP NPUNOKEHNA C PO/blo, KOTOopoe
BbINONHAET NPUIOXKEHME.

6.1.2.2. IlapamMmeTpbl KJIUEHTCKUX NPUI0KEHU I
Dark (napamemp-ghsiae) — NCNOIb30BaTb TEMHYIO TEMY A5 NPUNONKEHUS.

IgnoreUserSettings (mapamemp-gnae) — He 3arpy»aTb NO/b30BATE/IbCKME HACTPOWKKU, @ MCNO/Ib30BaTb
HAaCTPOMKM MO ymosYaHuto. MoxKeT ObiTb Nose3HbIM B C/ayvyae, Koraa Heobxogumo cbpocutb
CYLLEeCTBYIOLWME HACTPOMKN (Harnpumep, K020a OKHA 0KA3aaAUCk 3d Mpedeanamu MOHUMOopa).

6.1.2.3. IlapamMeTpbl NPUI0KEHUH, MOAK/TIOYAKIIUXCSI K CEPBEPY CUCTEMBbI
User (napamemp-3Ha4eHue) — uma onepaTtopa, MCnosiblyemoe Ana NepBUYHON aBTopU3aLmu.

Pwd (napamemp-3Ha4yeHue) — Naposib onepaTopa, UCNo/b3yemblli NPM NepBUYHON aBTOPU3aLMM.
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Ecnan 3apaHbl oba napameTpa user n de, TO NMPW 3anyCKe NpuaoxeHne aBTomMaTU4eCku I'IpOI/I3Be,CI,éT
NOMNbITKY aBTOPU3aLUN Ha cepBepe CUCTEMbI C YKa3aHHbIMU NapaMeTpPaMMu.

6.1.2.4. TllapaMeTphI CEPBEPOB 060PYA0BAHUS
Ona otnagku paboTbl cepBepoB obopyaoBaHMA Heobxogumo 3anyctutb LocalAgent (mpouecc

BAgent.exe) ¢ napameTtpom-dnarom DriverHostDebug, 3TO OTKAHOUMUT aBTOMATUYECKUI 3anyCK CepBEPOB
obopynoBaHuAa. Cam cepBep obopyaoBaHus (ponb: BDriverHost, npouecc: BDriverHost.exe)
HeobxoAMMO 3anycTuTb, YKasaB MapameTp-3HaveHue Driverld — waeHTudpuKaTop Tuna Aaparisepa,
KOTOpbI ByaeT 3anycKkaTbca Ha cepsepe 0bopyaoBaHMUA.

6.1.2.5. IlapamMeTphbI cepBepa CUCTEMbI
TraceSql (napamemp-3HavyeHue) — ecnu 3afaHoO, TO B OT/IQf0YHYHO KOHCO/b AOMOAHUTENbHO byaeT

BbIBOAUTLCA MHOPMALMA O 3anpocax K b,

6.2. 3anyck cucreMbl 6€3 NOJIHOMOYMI aJMUHHUCTPATOpPa

6.2.1. IlapameTpsl 6e3onacHocTu NTFS
O6bI4YHO, BCE NPUNOKEHMA CUCTEMbI AO/KHBI paboTaTb 6e3 npaB agmuHucTpatopa OC.

B HeKoTOpbIX CAyd4aax, Hanpumep NPWU MCMNOAb30BaHUM HEKOTOPbIX ApaiBepos MK «bactmoH-3» oT
Bepcum 2.1, TpebyeTca AaTb NO/HbIE NPaBa Ha KaTaor, B KOTOPbIM YCTaHOB/EH Apaiisep.

Janee npuBogMTCA WMHCTPYKUMA, KaK AaTb MOAHbIM goctyn K nanke MK «BactMoH-3» u Bcem eé
nognankam BCEM MO0J/Ib30BaTENAM KOMMbloTepa. HacTpoiku, npuBeAeHHble HUXKe, FrapaHTMPOBaHO
nossonAtoT pabotatb ¢ MK «bacTMoH-3» 6e3 npaB agMuHucTpaTopa. Ecaun, gononHutenbHo, Tpebyetca
OrpaHMYUTL NpaBa NO/b30BaTe/Nel HAa onepauun ¢ oTaeNbHbIMKU datnamu, cnefyeT CXOXUM 06pasom
HaCTPOMUTb NapameTpbl 6€30NacHOCTM N8 Kaxaoro 3Tux ¢annos, ybpas AnLLHME paspeLleHuns.

[Ana npepoctaBneHUA NONHbIX NPaB Ha Bce o6beKTbl Nankm Bastion Bcem nosb3oBatensm KOMNblOTEPAa:

1. Bbibepute B NpoBoAHUKe rMaBHbIN KaTtanor MK «bactmoH-3» (Hanpumep, c:\Program Files\ES-
Prom\Bastion2) n ©3 KOHTEKCTHOro MeHIo Bbibepute «CBoMCTBa». B OTKPbIBLUEMCA OKHe
nepenguTe Ha cTpaHuLy «besonacHocTb» (Puc. 69).

2. Bbibepute rpynny "Monb3osatenn (<MMA_KOMIbIOTEPA>\Monb3osatenn)" wuam “Users
(<UMA_KOMMbIOTEPA>\Users)”, (Puc. 69).

3. YcraHosute dnar «[lMonHbIM [OCTYyN» B KONOHKe «Pa3spewutb». Hanpumep, Ha Puc. 69
YCTaHOB/IEH NOHbIN AOCTYN AN BCEX Nosb3oBaTenent Komnbtotepa ANDREYK-VIRTXP.
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CeolcTea: Bastion

Owue | Ooctyn| BesonacHocTe | Hacrpolika

Cpynne! WM NONB30BATEMM:

ﬂi Adrminiztrators ANDREYEAIR TXP W Adminiztratars)
€ Andreyk, [ANDREYEVIRTHP WAndiepk]

€7 SYsSTEM
zers [ANDREYKAIR TP zers]
€5 CO3NATENE-BNANENEY
l HodaeTe. .. ] [ Hoanme ]
Paspewenua gna Users FPazpewvre  3anpeturs
MonHElR gocTyn O A
M EMEHHTE ]
YTEHME W BBINOAHEHWE O
CrMcok cogepskMmoro nankM 1
UreHue |
3anuck O ~
v

Mmm s 1m0 —

Urodkl 2a0aTE 0COGRIE PAFPEWEHHT HH LonoAHUTE AEHD
NapaMeTpbl, HAKMUTE 3TY KHOMKY:

[ 0Ok l [ OTreHa ] [ HDMMEHHTbI

Puc. 69. MpeaocraBneHue paoctyna K nanke Bastion

4. Haxmute KHoOMKy «[ononHutenbHo». B oTKpbiBwemcs okHe (cm. Puc. 71) cHumute dnar
«HacnenoBaTb OT poauUTENbCKOrO 06bEKTA NPUMEHUMbIE K SOYEPHUM OOBEKTAM paspeLleHus,
006aBNAA UX K ABHO 3a4aHHbIM B 3TOM OKHe». Moasutca 3anpoc (Puc. 70), HaXXMuUTe KHOMKY
«Yaanutb».
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5.

bezonacHocTh E|

BIfiop 3700 BOSMOKHOCTH OSHAY3ET, YT0 HACASAYEMBIE PASPEILEHHA
9 POOHTENECKOMD OFLEKTE, MPHMEHUMEIS K A0YEPHUM DFREKTar, Gonkwe
\_t/ HE BYAYT MPMUMEHATECA K STOMY OEEKTY.

- Urofie! koNHPOBETE PESPEWEHHS, PAHEE HICNSAYEMEIS STHM OfEERTOM
OT POAHTEAECKOrD 0FBEKTE, HEKMMTE KHOMKkY "KonuposaTe".

- Hrote! Yo anuTe PASPEIEHMA, PAHEES HACASIYEMEIE STHM OEEKTOM OT
POOMTENECKOMD OFEEKTE, M COXPAHWTE TOMEKD ABHO S30aHHEIE 0407 Hero
paspelleHdA, HamMuTe kHomky Haandre'

- Urofel OTMEHMTE 3T AEHCTEME, HaMMUTE KHOMkY ' 'OTrena’’

|§Eonup03aTb |[ YHaanme ] [ OTrieHa

Puc. 70. 3anpoc noaTBepXXAEHUA OTMEHbI
Hacnepo0BaHUA paspelleHui

HonoaHuTennHbIe NnapameTphl Ge3onacHocTH a8 Bastion ? E‘
Pazpewenua | Ay | Brageneu | Oeiicreyowme paspewstia

[Mna npoctaoTpa ceeeHud ofi 0cotiel PASPEWEHUAY BEIGEPHTE 3 NEMEHT PASPELEHUA W HAKMITE
kHoMky "Hamenures".

FNEMEHTEI PASPEIIEHME

Tun Mraa PaspeweHue YHacnenosaH. PUMEHATE K
Pazpewwre Users [ANDREYKA...  Mondei gocTyn <He yHacnenoe... A 3Tol nank,
< >
‘ Jlofiasure. .. | [ Hamerre.. ] [ Yoanume

Hacnenoeate of poguTensckoro ofeekTa MPMMEHMMEIS K AOYEPHUM DL EKTaM PAZPELEHUA,
A0GIENAA MY K ABHO 3203HHBIM B 3TOM OKHE.

3aMEHMTE PAZPELIEHUA ANA BCEX A0YSPHME OFEEKTOE 3318HHEIMM S1ECE PASPELUSHUAML,
MRHMEHHMBIMM K LOYEPHMM OFBEKTaM.

[ ak ] [ OTreHa ] [ MpMMEHLTE

Puc. 71. lononHuTenbHble NapameTpbl 6e3onacHocTH
nanku Bastion

B okHe gonosiHMTeNbHbIX NapameTpoB (Puc. 71) Haxkmute KHonKy «[obaBuTb». Beeaute umsa
pobasnsemoit rpynnsl (“Monb3osatenn” nnm “Users”) n Haxkmute OK.

MosBUTCA OKHO YyCTaHOBKM npaB ana rpynnbl Users (Puc. 72). YcraHoBute dnar «lonHbIi
[OCTYN» B KONOHKe «Pa3pelnTb», Kak NOKa3aHo Ha Puc. 72 n HaxkmuTe OK.

B okHe Ha Puc. 72 ycrtaHoBuTe ¢nar «3ameHUTb paspelleHua A8 BCeX A0YEPHUX OOBEKTOB
3343aHHbIMM 34€eCb pPaspeLleHUaAMMU, NPUMEHUMbBIMU K A0YEPHUM O0b6beKTam». OKHO A0/KHO
NPUHATbL BUA, NPEeACTaBAEHHbIA Ha Puc. 72. Haxkmute KHonKy OK.



‘ «bacTnoH-3». PYKOBOACTBO aAMUHUCTPATOPA

124

3

Jneme HT, pa3pe we HMA 4as Bastion

Dffext |

Wham  [Users [BNDREYKVIAT:PAUsers] | [Msmeru... |

MpureHgTE: | JTlna 3Toid nanku, ee Nognanok | halinoe w |

PazpeweHus; Pazpewure 3anpeTHre

MonAHef aocTyn

O6zop nanok. / BrinoaHeHue datinos
Cogepsatuqe nanku £ 4TeHue gaHHsm
YTeHue STpMGYTOE

YTEHUE QONOAHHTENBHENR STPHEYTOE

Coznanuqe $alinos / Januce AaHHE!R
Cosaatme nanok / Losankcs aaHHb
Sanuce STpUOYTOE

Sanuck AONOAHUTENBHEN STPHAYT0E
YnaneHu1e Noananok. W eainoe
YnaneHue

YreHue paspelwusHiil

=

P e

KOHTEHHEPA

oOooooooogood

-
DNpyMEHATE 3TH PAPEWEHMA K DEbEKTaM [T T—
[T W koHTeiiHepam TobKkD BHITEM 3TorD =

Puc. 72. YcTraHoBKa npas Ana rpynnbl

Users

6.3. HacTpoiKa noaK/II04YeHU MPU 3alyCKe NPUI0KEeHUN
B oKkHe Bxoga B cuctemy Bcex npuioxeHui MK «bacTMOH-3» B HUMKHEM NPaBOM Yray ecTb CCblJIKa

«MapameTpbl MOAKAOUYEHUA». HaskaB e€, MOXHO M3MEHUTb MNapameTpbl MOAKAOYEHMA K cepsepy

cuctembl 6e3 3anycka NpunoxeHua «J1oKasibHble HACTPOMKU», TO ecTb 6e3 HeobxoaAMMOCTU UMETb

paclMpeHHbIe NpaBa NONb30BaTENA OC. anI HaXaTun Ha CCbIZIKY MNOABUTCA OKHO, I'IpVIBe,D,éHHOE Ha Puc.

73.

napaMEprl noakKno4vyeHKA

Mpw ZanyCcKe asTOMATUYErKky NoOQEADYETRCA K CepEEPDY CUCTEMbI

BrinonHATE NogKNHYEeHWe KX
<(QCHOBHOE MOLKMUYEHWE >
localhost:6300 (ssl: Her)

JonoAHUTENEHBIE NOAKAHYEHWA:

pEBEpBHOE NoAKAHKYEHWE

@) 157.0.0.1:6300 (ss: Hen)

+ [oBasnTe HOEDE NOAKAHIYEHKE

Puc. 73. HacTpoiika napameTpoB NOAKAOYEHMA NPU 3anycKe NPUIOXKeHU
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MapameTpbl OCHOBHOIO MOAKAOYEHUA 34eCb U3MEHUTb HeNb3A, HO MOXHO CO34aTb AOMNOJAHUTE/IbHbIE
nogKkAoyYeHua. Ona AONOJHUTENbHbIX MOAKAKOYEHUA MOXHO 334aTb BCE MapamMeTpbl, ONMCaHHble B
n.5.7.3.2. Bua okHa npeacTtasaeH Ha Puc. 74.

Pe,u,a KTUpOoBaHWE NMNOAKNHOUYEHWA

Wma nogrnioueHms: -
PezepeHoe NogrioyeHne

Xocm

127.0.0.1

Mopt

6300 |

Wcnonezosats SSLTLS

MNposepaTs cepTMdmKaT cEpEEPa

I:l Mposepats MMma cepsepa

KopHesoi ceptudukar

T

CTI'IFIEEU'IHTI: CEPTU@NMKST KNWEHTa

Paiin cepTuduraTa KNWeHTa

T

-

Puc. 74. PepaKTupoBaHMe NapameTpPoB NOAKAIOYEHUA ANA NPUIOXKEHUN

Dalin AKNKTON KAKIYA KNWAHTA

Co3gaHHble B 3TOM OKHE MOAKAYEHMA COXPaHAKTCA W ByayT AOCTYMNHbl AN UCMONb30BaHWUA BO BCEX
npunoxenHuax MK «bactnoH-3».

7. MOHUTOPHUHT COCTOSIHUSA CUCTEMBI

7.1. Mouutop cocrosanus IIK «bacTuoH-3»
B coctas MK «bacTnoH-3» BXoAUT cneumanbHoOe NPUNONKEHME A1A MOHUTOPUHIA TEKYLLEro COCTOAHUA

paboTbl Komniekca — « MOHUTOP COCTOAHMAY.
MOHWTOP COCTOSHUSA NO3BOAET NPOCMATPMBATb C/IeAYHLYH MHGOPMALMIO:

1. Ha ctpaHuue «CepBep CUCTEMbI» — CTIMCOK U BEPCUM YCTAaHOB/IEHHbIX MOAy/1ei cepBepa
CUCTEMbI, aflpec cepBepa CUCTEMbI M ero TEKYLLEE COCTOHUE.

2. Ha cTpaHuue «basa gaHHbIX» — CMMCOK U TEKYLIMI pasmep Tabauu M uHgekcos B, a Takke
TeKylee cCoCToAHMe noagkntoveHna K b/.

3. Ha ctpaHuue «CepBepbl 060pyA0BaHUAY - CMUCOK, TEKYLLLEE COCTOSHUE MOAKAOYEHUA U
NNUEH3MPOBAHMA, IK3EMNAAPDI BbINMOIHAIOLMXCA APANBEPOB A/1A KaXKA0ro cepsepa
obopyaosaHus B cucteme (Puc. 75).

4. Ha ctpaHuue «lNoakntoyeHua» — CrNCOK BCeX TEKYLLMX NOAK/IIOYEHUN K CEPBEPY CUCTEMDI,
TpaduK N CKOPOCTb OBMEHA KaXKA0ro KJANEHTA C CEPBEPOM, @ TaKKe AUTENbHOCTb
NOAKNIOYEHWNN, a TaK¥Ke cTaTyc 3aluMWEHHOro coeagmHeHns SSL/TLS.
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5.

10.

11.

Ha cTtpaHuue «MpoToKoa COBbITUIN» — CMUCOK CECCUIA NMPOTOKOIMPOBAHMA, UHTEHCUBHOCTb
NOCTYN/JEHUA U CKOPOCTb 3aMMCcK COBbITUI, a TaKKe COCTOAHME I0KAIbHOrO K3la NPOTOKoAa.

Ha cTpaHuue «/InueH3MpoBaHUE» — CMUCOK AOCTYMHbIX U 3aHATbIX IMLEH3UI, @ TaKKe
MHGOPMALMIO O KAtOYAX 3aLMTbI.

Ha cTpaHuue «Penaunkauma» — cocToaHUe cUCTEMbI PEMIMKALUKN MPONYCKOB.

Ha ctpannue «MUH» — coctoaHume cuctembl MNLH, coctas ueHTpoB 1 duananos U Haanmumne
CBA3M C HUMM.

Ha cTpaHuue «KypHan oTnago4yHbIx coobLeHni» — napameTpbl BEAEHMA KypPHana, ero
TEKYLLUN pasmep, YAC/I0 3anMCaHHbIX COODLEHM, a TaKXKe COAEPKUMOE KYPHaNa.

Ha cTpaHuue «JloKanbHble MOAY/IM» — COCTaB U BEPCUMN YCTAaHOBNEHHbIX JIOKANIbHO Moay e
cucTembl.

Ha ctpaHuue «MHpopmaLlma o cucteme» — obLme cBegeHna 06 annapaTHOM U NPOrPamMMHOM
obecneyeHnn KOmNbloTEpPa.

Wi bactnon-3 - MonnTop cocteanma - O s

@ Cepeep cucTemel CepBepbl 060pyﬂ,OBaHI"IFI
Ipynnuposats no
@ Baza aaHHeIX
Mo pabouwnm cTaHuuam N
% Cepeepsl 060pyA0BaHUA ESP-SMR-62
# bactwon-3 - Ankopamka
()j MoagnyeHns MogknroueHre: Ha ceazu
Coctoanue: Axtusen
% o g . JK3emMnnApe fpaiteepos:
| POTOKOA CODLITHM Ankopamia 3aHATEI BCE MMLIEHZNM
4’) JluueHzMposaHne 42 Bactvor-3 - Elsys
MoaknoyeHne: Ha csazu
Coctonnne: AxTvseH
35 Pennukauus _
IK3EMNAAPLI ApaiieepoB:
Elsys Her ycTpoiicTe 408 AMUEHIMpoBaHKA
MLH
#: bactuon-3 - Elsys Mobile
JKypHan oTnagouHelx coobileHni Moagnoyesne: Ha camzu
CocToRHue: AxTHBEH
IKIEMNAAPLI paiBepos:
Q. JlokanbHsle MOAYIW Elsys Mobile Her ycrpoiicTe ana anuexsnposaxua
Q, WHdopmauna o cucteme

E CoxpanuTe coctorHue AlK...

Puc. 75. CtpaHuua «CepBepbl 060pya0BaHUA» MOHUTOPA cocToAHUA MK «bacTUOH-3»

B NnpuaoXKeHNN MOXKHO COXpPaHUTb Tekyluee coctosHue MK «bactnoH-3» B BMAe apxuea (Puc. 75). 3T1oT

adpXnB MOXHO nepenatb B cny)+<6y TEXHUYECKOM noaaepxXku ana ognarHoCTuku KaKux-1nbo npo6neM.
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7.2. OT/1aA04YHbIE COOOIIEHUSA

7.2.1. O61mue cBegeHusa
Mpn BO3HUKHOBEHMW HELUTATHbIX CUTyauuMii B paboTe, a TakXe B cay4yae HeOBXOAMMOCTM NpoBeAeHUs

ANAarHoCTUKUN, CUCTeMa MOXKET BbIBOAUTb OT/1ag04YHble COOGIJJ,GHVIFI B cneunanbHYO KOHCOJb, a TaKXe
CO034aBaTb XXYpHaa OT/1Ia404YHbIX COO6LLI,€HMI71.

Jlorn moryT cogep:katb UHPOPMALMIO 0O MUCKNHOYEHUAX, BOSHUKLIMX MPU BbIMOJAHEHUWN MPOrPAMMHbIX
Mmozy/ieit, NPOTOKO/Ibl OTNPABKM U NOJYYEHUA PA3IUYHbIX AaHHbIX U APYry0 MHGOPMaLUIO.

Mpy 0b6pallleHNM B TEXHUYECKYIO MOAAEPKKY MOMKET NMoHagobuTbca NPeaoCTaBUTb 3TU XKypHanbl Ans
aHanu3a.

7.2.2. OT/1aA049YHasI KOHCOJIb
«OTnafo4Has KOHCONb» — 3TO OTAeNbHOe npuoxeHue (LogViewer.exe), Bxoasliee B KOMMNAEKT

noctaBkm MK «bactnoH-3». OT/Nafo4HasA KOHCONb MO3BOJIET OTC/EXMBATb OT/1aZloMHbIE COObLLEHUA
BCEX MPUIONKEHUN KOMMJIEKCA B PEXUME PeanbHOro BPEMEHM, @ TaKKe aHaIU3UpPOBaTb COXPaHEHHble
norn. O6LMn BUA, OKHa OTNaA04YHOM KOHCOIM NpeAcTaBieH Ha Puc. 76.

{3@ CmnagouHan koHCoNb ®

C:A\ProgramData\ES-prom\Bastion2\locallogStorage.db X +
© iy

I}
1

a
x

Bpemna Werouruk CooBuenue
09:18:08.16 MetCenter.ConnectionPart Hosoe nogkatouenmne k nopty 6300 (Id: 3, agpec: 127.0.0.1:55070)
Monyuexa nHdopmauyua o nogenovernn (connectionld: 3):
. HostName: DIVUAR;
09:18:08.21 Center.Connectio rt ’
09:18:0 NetCenter.ConnectionPar Socketid: 100;

RoleType: Bastion

+ — |4 ¥
Bkn/Buikn TMone Yenocewe Mapamerp

@ Mcrourmk StartsWith MNetCenter.ConnectionPart

Puc. 76. OThapo4yHan KOHCO/b

[Na Kaxkaoro cooblieHmna MoXKeT BbIBOAUTLCA AaTa, BPems, UCTOUYHUK, naeHTuduKkaTop npouecca (PID)
M TeKcT coobleHma. CNUcoK oTobparkaembix Nonelt MOXKHO HaCTPOUTb B KOHTEKCTHOM MEHIO 3aro0BKa
Tabnuubl coobueHnn.

Mprem coobLLEHMI B KOHCO/Ib MOXHO NMPUOCTAHOBMUTb, HaxKas KHonKy « Il »,

o ¥
O4nCTUTL OKHO TeKyuwmnx COOGLLI,GHI/IVI MOXXHO, Ha*XaB KHOMKY « & ».

Mo YMOTHYaHNIO, KOHCOJ1b 6y,u,eT NPO/NCTbIBATb CMMUCOK B KOHEL, NMPpW NOCTyNnJ1EHUN HOBbIX COOﬁLLI,EHMﬁ.

oTor PEXUM MOMKHO OTK/TIOYNUTb, OTXKaAB KHOMKY « ! ».

Cnucok cooblleHUin MOXKHO OTOUALTPOBATb MO MUCTOUYHWUKY U TEKCTY COO0bLIeHUA. [NA 3TOr0 MOMKHO
PacKpbITb NaHesib PUNLTPOB 1 A06aBUTL PUNLTP B CMMUCOK, YKa3aB NnapameTpbil:
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Bk / 8bika — onpepenseT 6yayT M cO0BLLEHUA, COOTBETCTBYIOLLME GUALTPY BKAKOUYEHBI UAN UCKAIOYEHDI
M3 CMMCKa COObLLEHMIA.

Mosne — UcTouyHuK nnm CoobuieHue.

Ycnosue — ycnosue, N0 KOTOPOMY NpousBoauMTca nouck. JocTynHbl BapuaHTel Equal (pasHo), Not equal
(He paBHoO), StartsWith (HaumHaeTcs c), EndsWith (3akaHumBaetca Ha), Contains (comep»uT), RegExp
(BbipaxkeHune RegExp).

lMapamemp — 3HayeHne, N0 KOTOPOMY BYAET OCYLLECTBAATLCA pUAbTPaLMUA.

OTnapo4vHan KOHCO/b NO YMOJIYAHUIO BbIBOAUT TEKYLUME COODOLLEHUS B pexkMMe OHNalH. TaKxke, ecTb
BO3MOXHOCTb OTKPbITb MPeABaPUTENbHO COXPAHEHHbIN KypHan Aaa aHanusa. [na atoro cnepyet

HaaTb KHOMKY «OTKPbITb ¥YpHaa OTAaA0UHbIX COObLLEHNN » B 3aro/ioBKe OKHa. MKypHan 6yaet

OTKPbIT Ha OTAENbHOW 3aKnagkKe (cMm. Puc. 76). ®unbTpbl 419 COXPAHEHHOTO XKypHana — OTAeNbHbIE,

OTna,u,quyro KOHCOJ/Ib MOXHO BbiIBOAWUTb NMOBEPX BCEX OKOH, €C/IM HAaXaTb KHOMKY « » B 3aroszioske
OKHa.

TaKe, MOXHO HaCTPOUTb BHELLIHWNI BM/, OKHa OT/1IaA04YHON KOHCO/N, HaXKaB KHOMKY « “¥ » B 3aro/oBKe.

7.2.3. HacTpoiika J1IorupoBaHUs

HacTpolika normpoBaHuna Npou3BOANTCA B NPUIONKEHUN «JIOKaNbHble HAaCTPOMKM», KOTOpoe AOCTYMHO
n3 «MaHenn ynpasnerua» MK «bactnmoH-3» (Puc. 77). CooTBeTCTBEHHO, NOTMpPOBaHNE CAeayeT BKAOYATb
M HacTpamBaTb Ha KaXKA0M KOMMblOTEPE OTAENbHO.

MoaknodeHus o
XKypHan oTnago4HbIx coobuieHmi

Cepeep cucTemsl .
+'| Brnrounts E2AeHWE NOKANbHOTD XYPHaNa oTNago4HbIx COO’5LIJ,EHHH

rpa¢HKa MyTe ¥ NOEANEH HyDHAN
be3onacHoOCTb CA\ProgramData\ES-prom'\Bastion2\localLogStorage.db
Btopo nponyckos [nyBuna xpaseHnn apxuea (auu):

_' 3

Puc. 77. HacTpoiiku norupoBaHusa

[Na BKAIOYEHUA NIOTMPOBaHUA CleayeT BKAUUTL dnar «BKAOUMTL BeaeHWe NOKa/bHOro KypHana
OTNA04HbIX COOBLLLEHMIAN.

JNor coxpaHaeTca B N0KanbHyto B/, KoTopasa 3aTem MoKeT BbiTb OTKpbITa B «OTNaA04HON KOoHCoNn». o
YMONYAHUIO, nor byaet COXPaHATbCA B KaTanor «C:\ProgramData\ES-
Prom\Bastion3\localLogStorage.db» 8 Windows u «/usr/share/es-prom/bastion3» B Linux.

Tak»Ke, MOXHO 3a4aTb rybWHY XpaHeHUs apxuBa sioroB B AHAX — oT 1 go 100. He pekomeHayeTca
XPaHUTb AAUTENbHbIE /IOMU, TaK KaK OHWM MOTYT 3aHMMaTb 60bWON 06beM ANCKOBOro NPOCTPaAHCTBA U
3aMegnATb paboTy cucTembl.
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8. 06cayKuBaHUE CUCTEMBI

8.1. AkTuBanua kiawdyen Guardant
AnnapatHble Kaounm Guardant MoryT nocTaBAsTbCA MNpPeABapUTENbHO aKTUBUPOBAHHbIMK, MO0

TpeboBaTb aKTMBAUMW. AKTMBAUMA aNMapaTHbIX KAlOYel 3anyckaeT oOTcyeT nepuoga AocTyna K
06HOBNEHMNAM CUCTEMbI. HEe aKTMBMPOBaHHbIE KAtOUYM He ByayT MCNO/Ib30BaTbCA CEPBEPOM CUCTEMDbI.

MporpammHble Katoum Guardant Bcerga TpebytoT akTMBAUMM. AKTMBALMA NPOTrPAMMHbIX KAOYEN,
NMOMMMO 3arnycka nepuoga A0CTyna K oObHOBAEHMAM, BbINONHAET MPUBA3KY MPOFPaMMHOrNO Kjkuva K
YHUKaNbHbIM MAEHTUDUKATOPAM 3K3EMNAAPA ONePaLMOHHON cuctemsl 1 / nam obopyaoBaHmS.

AKTMBaUMA KAlO4Yel NpoM3BOAMTCA MPU NOMOLWM MoAynAa «JIOKasibHble HACTPOMKM» Ha CTpaHuue
«JlnueHsunposaHue».

Obuian nocnenoBaTeIbHOCTb AENCTBUIA MPU aKTUBALMUM KatoYa:

1. CospaTb Ha cTpaHuue «JlMueH3snpoBaHMe» B «JIOKa/bHbIX HacTpoiKax» ¢dan C Teryuien
KoHbUrypaumen Knova (*.vreq).

2. OTnpaBuUTb NONMYYEHHbIV hain B CNyKOYy TEXHUUYECKON NoAAEPIKKM.
3. MNonyunTb dann akTMBaUMKM *.vres ans Knoya Guardant.

4. TpuMeHUTb nosyyeHHoe ob6HoBAEHME B «JIOKanbHbIX HAaCTPOMKax» Ha TOM KomnMbloTepe, rae
YCTaHOBAEH K/toY 3almTbl Guardant.

Mepe3anyckaTb cepBep CUCTEMbI MOC/IE U3MEHEHUA COCTaBa MLEH3NIN He TpebyeTca.

Ha Puc. 82 npeacTtaBieHo OKHO paboTbl C KAoYaMu JIMLEH3UPOBAHUA B «JIOKabHbIX HACTPOMKAX».

8.2. AKTHBaUMA NPOrpaMMHOrO KJIK04Ya

8.2.1. AKTMBanus NIpU NOMOIU MacTepa uneH3ui Guardant
Ons akTMBaUMM MPOrpaMMHOrO KAawua ciefyeT 3anyCcTutb yTuauty «MacTtep nuueHsuii Guardant»

(license_wizard) Ha KomnbioTepe, rae AoNXKHa 6bITb YCTaHOBAEHA INLEH3NSA.

B npaBom BepxHem yray HeobxoauMmMo BbibpaTb «AKTMBaLMA AnueH3um» (Puc. 78).

Macrep avuenzuid Guardant 3.0.15.0 . (] b4
JI_[WLl,e H3KMKA + AKTMBALMA NHLEHINM
Orpaxnyenie Cetesoi PagoTa
NHUEHINK pecypc Ha VM

(=) Kmou Guardant Sign Net #414A5B81
ANNAPATHAR NUUEHINA

OCHOBHOM MOAYNb Be3 orpaHuueHmi o 1 vy

Puc. 78. AKTMBaLMA NporpammHOro Kaioua
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Ha cnenyioleit cTpaHuLEe HYXKHO BbiBpaTb «Ha 3ToM» 1 HaxKaTb ccblnky «OdpdnaiiH akTuBauma». 3aTem B
ob6nactn No2 BbibpaTb «HoBaA ANLLEH3NAY» U COXPAHUTL Npeanaraemblii paiin *.request

B tacrep nuuerowi Guardant 3.0.15.0 - a »

€ Hasag

AKTUBaALUA NULEH3WK

o Ha xaKom pe Bbi XOTHTE Th

Ha 3tom

Ha apyrom

e Odupnaiy aKTHRALMA 0

CoxpanuTe Gain 2anpoca. OH CONEPRUT MHHOPMILNED AN BKTHBALMK NULIEHIHA Ha ODYTOM
KOMNBIOTEDE C AOCTYNOM B MHTEPHET.

[ ESP-SMR-62.activation.request

Puc. 79. dopma aKTuBaLum Kawoua

CoopmupoBaHHbIA dalin HyKHO OTNPaBUTb B CAYXKOY TeXHMYECKON MNoAL4EPKKU MOCTaBLMKA U
A0XAaTbCA NonyyYeHusa cHOPMUMPOBAHHOMO MNOCTaBWMKOM daina auueHsum (*.license), n daiina
akTuBaumu (*.vres). B «Mactepe nuueHsnin Guardant» (license_wizard) HaxkaTb KHOMKy "MpogoKkuTb",
a 3aTem KHoMKy "MpoaonKnTtb, y MeHa ecTb dain nmueHsmnn",

E Macrep nnuerewii Guardant 3.0.15.0 = (m] x

€ Hasan

AKTUBALMA NULIEH3WA

[ ESP-SMR-62.activation.request

1. NepexHecuTe coXpaHeHHbIW ain 3anpoca ¥ CEPUHHBIA HOMEP Ha KOMNBLIOTEP C AOCTYNOM B
HHTepHeT.

2. 3anycTUTe Ha HEM NpUnoxeHue MacTep nHueHanii Guardant.

3. HaxmMmuTe KHONKY « AKTHBaALMA NHLEH3IHW»= M aKTHE HDYﬁTB NUUEH3WIO ANA APYTOoro KOMNsoTEPa.

B pe3ynsTarte Bel Nony4uTe HOBEIA wﬂﬁl‘l NULLEH3MK, KOTUprﬁ HY¥HO aKTUBMPOBATL Ha 3TOM
KOMMNBOTEPE.

e AKTUBALMA C NOMOLLbIO haina NULLEHIUK

BriGepute hain, KOTOPLIA NONYYMNKM B Pe3yNbTaTe aK TMBALMK, OGHOBNEHWS MAK NepeHoca
NUUEHIMMW C APYTrOro KOMNbIOTEPA.

£F Hacrpoitku Switch to English

Puc. 80. AKTMBaUUA ¢ nomoLubio ¢paiina NuueHsum
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3pecb HeOH6X0AMMO 3arpy3nTb NOAYYEHHbIM OT NocTaBWmKa dann *.license. Mocne saToro B «J1IoKanbHbIX
HacTpolikax» MK «bacTMOH-3» J0KeEH NOABUTHLCA MPOrPaMMHbIN KU B COCTOSHUM «He akTMBMPOBAHY.

3atem cneayet B moayne «J1oKanbHble HaCTPOMKM» Ha CTpaHuue «/IMLEH3NPOBaHME)» Ha)KaTb KHOMKY
«MprmeHUTb 06HOBNEHME» U BbIBPaTL hain *.vres, NoSyYeHHbI OT NOCTaBLMKA.

8.2.2. AKTHMBanus NPOrpaMMHOro KJil04a yepe3 YyTUINTY «J/IoOKa/IbHble HACTPOUKH»
AKTMBMPOBaTb MPOrpaMMHbIV K/HOY TaKXKe MOXHO Yepes yTAnTy «JlokasbHble HAaCTPOMKN». na aToro

cnenyeT OTKpbITb CTpaHULUy «JlnueHsnposaHue» (Puc. 81).

[E] Nokanersie nacTpoiikn AMK "Bacton-3" - O bt

MoaknoueHKe
ﬂHLI,EH3MpOBaHME

Cepeep crcTembl _
pEER Mowck knrouen

Mpaduka

Pexaam nowcka | flokansHsiii a4

ﬂMLI,E'HBIu’IFJOEHaHL‘IE'

Karoum nnueHsmpoBaHua
Bropo nponyckos

- O6HOBWUTE CNMCOK KNHoYel OTnedatok JobaenTe MMLEHZMD Daiin 3anpoca

XKypHan oTnagouHblx cooblLeHWi
HacTonbHbIA CUMTRIBaTENE Chopmuposats dain knrowa | | MpumernTts obrosnernue | | Konupoeats nHbopmauymio
HacTpoliku oTo Bpa)-KE‘H WA BUAEO Waentubukatop knroua:  414A5B81

Cratyc AKTMEWpOEaH

flata npolMekm: 27.09.2023

AxTusuposan Ao 01.09.2026

Bepcwusn: 1

@ Cogepxumoe knroda

Puc. 81. CtpaHuua onepauum ¢ KAl0o4aMU ML EH3UPOBaHUA

Ona dopmupoBaHua dpaiina 3anpoca AULEH3UKU CAedyeT HaxaTb KHOMKY «3anpoc ¢anna.

Mocne nonyyeHus OTBETHbIX GaliNoB OT MOCTaBLWMKA, A4 YCTAHOBKM MPOrPamMMHOro Katouya cnegyet
HaKaTb KHOMKY «[J06aBUTb NLEH3MIO» U YKa3aTb ¢pann *.license.

[ns akTMBaLMWM NPOrpamMMHOro K/4Ya MOXKHO HaxaTb KHOMKY «[pumeHUTb 0O6HOBAEHME» M YKa3aTb

dann *.vres.

8.2.3. AKTHMBaLMs NPOrPaMMHOro0 K/I04Ya Ha KOMIIbIOTEPe 6e3 M0/ 1b30BaTEJIbCKOT0
uHTepPeica
B cnyyae, ecnM HeobxoAMMO YCTaHOBUTb MPOrpaMMHbIA KAOY Ha KomnbioTep 6e3 rpaduueckoro

NoJIb30BaTe/IbCKOro MHTepdeca, MOXKHO BbIMONHUTL Ceaytowme KoMaHabl:
1. CdopmmposaTb dain 3anpoca ANLEH3NN:
license_wizard --console --activate-request [nyTb K dainy *.request]

nnn
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Bcnfg license generate_key_request --file=[nyTb K daiiny *.request]
Mocne nonyyYeHUs oTBETHbIX GaliNOB OT MOCTABLLMKA:

2. YCTaHOBMUTb NNLEH3MUIO:

license_wizard --console --activate-offline [nyTb K dainy *.license]
nnu
Bcnfg license attach_sw_key --file=[nyTb K daiiny *.license]

3. AKTUBMPOBATb NLLEH3UIO:

BCnfg license apply upd --key=[ugeHTudukatop knaw4a Guardant] --file=[nyTb Kk dainy
*.vres]

8.3. PacuiupeHue cuCTeMbl

8.3.1. O6uiMe cBeJeHUA
PacwupeHre cucTeMbl MPOM3BOAUTCA MYTEM 3aKYyMKU AOMNOAHUTENbHbIX AUUEH3UA. JINLeH3UK

3anucbiBaloTCA B annapaTHbiit Koy Guardant Sign Net, imbo B nporpammHubiit Kawod Guardant DL.
O6bluHO, ncnonb3yetca 1 KNOY Ha cucTemy. B OoTAENbHBIX CAyvanx MOXKET MCNO/b30BaTbCA HECKObKO
Kntoven Guardant. Mpu 3TOm creayeT yumTbiBaTb, YTO KAtoY ¢ «CepBepOM CUCTEMBI» B PaMKax OAHOM
CcUCTEMBI A0J1KeH BbITb OAMH.

Ecnn pokynaeTtca HOBbI MOA4Yy/N1b UHTErpaunn, KOTOPOro He 6b1710 B OCHOBHOM KOMMAEKTE MNOCTaBKK, TO

TaKol ApaﬁBep HeO6X0,CI,MMO YCTaHOBWUTb Ha Ka)K,D,bIVI KOMMNbOTEP CNCTEMDBI OTAE/IbHO.

8.3.2. Pa6oTa c K/1l04aMH 3alUThbl
MN3meHeHMe cnmcKa akTUBHbIX MOoAy/iel MPOU3BOANUTCA NPU NOMOLLM MoAayNA «JIoKasibHble HAaCTPOMKMU»

Ha cTpaHuue «JInueHsnposaHme.

Obuwan nocnenoBaTe/IbHOCTb AEWCTBMI, B C/iydae, Koraa HeobxoAMMO M3MEHWUTb HAbop aKTUBHbIX
mMmoaynen, cneayrollas:

1. Onnatntb AONONHUTE/bHbIE Mmoaynu.

2. Co3paTtb Ha cTpaHuue «/lnueHsnpoBaHue» B «JloKaslbHbIX HacTpoKax» ¢pain ¢ Tekywmum Habopom
KOAO0B aKTUBaLMM vreq.

3. OTnpaBuUTb NONYYEHHbI Al B CNyXKOY TEXHUYECKON NOALEPKKM.
4. TMonyuntb paiin akTUBALMM Moaynen vres ans Kaoda Guardant.

5. MpumeHnTb nosiydeHHoe obHoBsieHMEe B «JIOKaJibHbIX HACTPOMKAx» Ha TOM KOMMblOTepe, rae
YCTaHOB/IEH K/toM 3awwmTbl Guardant.

MNepes3anycKaTb cepBep CUCTEMbI MOC/1Ee USMEHEHMA COCTaBa I1MLI,EH3M171 He Tpe6yeTCF|.

Ha Puc. 83 npeacTaBieHo OKHO paboTbl C KAtoYaMU NULLEH3MPOBAHMA B «JIOKaNbHbIX HACTPOMKAX».
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BHumaHue! B n0KanbHbIx HacmpoﬁKax omo6paJ+caemc,q mosibKO COdEpJ*(UMOE‘ ycmaHo8s1eHHO20
710KAs1bHO Kntova Guardant.

Ha dopme oTobparkaeTca TeKyllee COAEePKUMOe K/toua, COCTOAHME aKTMBaLMK, CPOK AeUCTBUA A0CTyna
K 0BHOB/IEHUAM CUCTEMbI, HOMEP K/ko4a, 4aTa U BEPCUA NPOLINBKM.

L] Nokanshsie nacrpoiikn AMK "Bactinon-3" - m} b4

MNoaknrueHns
Knroum NnUueH3npoBaHWA

Cepeep cucremsl OBHOEMTE CIMCOK KAtouei

Mpaduka -

Cropmuposats dain knioua | | Mpymenurs obrosnenve | | KonuposaTs nhbopuaumo
.ﬂMLLEHBMpOEaHME E
WasHmudukatop knroda: 414A5B81
Cratyc: AxTUBMpPOBaH
Nata npowrskm:
AxTvBMpoBaH aAo:
Bepcis:

Bropo nponyckos

JKypHan oTnagouHbIX COO BLLEeH WA

HacToneHBIW CUMTEIBATENE @' & PN
Bacton-3 — A
HaCTpOMKV C'TCDaneHWﬂ Enaeo Bactvon-3 — AxxonNext (10 wr.)

Bacruon-3 — BioSmart (1 wr)
bacimor-3 — Domination (10 wr.)
Bactnon-3 — Domination+ (1 wr.)
Bactnown-3 — Elsys (10 wr)
Bactwon-3 — Elsys Mobile (1 wr)
Bactmown-3 — Face (1 wr)
Bactvon-3 — Modbus (1 wr)
Bactnon-3 — OPC-cepsep (1 wr)
Bacruom-3 — RubezhGlobal (1 wr)

bacimon-3 — SecurOS (10 wr) =

Puc. 82. dopma paboTbi C KNOYAMU IMLEH3UPOBAHUA B «JIOKaNbHbIX HACTPOAKaX»

Nmetowmeca KHONKU NO3BOAIOT BbINOIHUTD chepywouime ,D,EVICTBMHZ

Copmuposame ¢halin nuyeH3uu. byper coopmupoBaH vred-paiin, KOToOpbld caedyeT OTNPaBuTb B
CNYXKOY TEXHUUYECKOM NoAAEPIKKU.

MpumeHums obHosneHue. ocne noayvyeHus vres-danna oT CAyKObl TEXHUYECKON NOoAAEpKKM 3Ta
KHOMKa No3Bo/iAeT NPUMeHUTb 06HOBNEHNe U3 3Toro dalina.

BHumaHue! He cnedyem ebiHUMame Kaw4 u3 USB-nopma Kommnetomepa 00 3asepuleHus
npoyecca 06Ho8AEHUA.

Konuposame uHgopmayuro. UHPopmauma o Kawuye AnueH3MpoBaHuUs OyaeT ckonupoBaHa B bydep
obmeHa.

8.3.3. YcTaHOBKa JAONO/JTHUTE/IbHBIX JApailBepPOB OT/AE/JTbHO
[lononHuTenbHble ApaiBepbl MOFYT He BXOAUTb B KOMMAEKT MNOCTaBKM OCHOBHOro penmsa [K

«bactnoH-3». Hanpumep, ecnu pgpansep Obi BbiNylWeH Mocie Bbixoda o4vepedHon Bepcum MK
«bacTMoH-3», To ero He byaeT B OCHOBHOM KOMMJ/IEKTe MNOCTaBKMU.

Takne ppanBepbl MOXKHO YCTAHOBUTb OTAenbHO. OHWM MOCTaBAAOTCA B BMAE mMmsi-naketoB (dalin c
pacwmpeHnem .msi) ana Windows, nmbo deb n rpm-naketos ans Linux.

[lna ycTaHOBKM NakeTa ApaliBepa TpebytoTca npaBa agmuHuctpatopa OC.

[paiiBep, yCTaHOBJIEHHbIN OTAE/IbHO, OyAeT BUAEH OTAE/IbHOW CTPOKOMW B CMUCKE YCTAaHOBIEHHbIX
nporpamm. COOTBETCTBEHHO, YA4aNATb €ro TaKKe cieayeT OTAE/bHO.

CnepyeT ycTaHaBAMBaTb ApaiiBep Ha BCe KOMNbOTEPbI, OCHALLEHHbIe MK «BacToH-3».
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8.4. AAMUHMCTpMpPOBAHHE NMOUCKA K/I04Yen Guardant

MK «BacTMoH-3» ncnonb3yeT annapaTHble UKW NPOrPaMMHble ceTeBble Katoun Guardant gns xpaHeHus
nvueHsuin. CepBep CUCTEMbI NPOBEPSET Ha/IMYME U KOPPEKTHOCTb MCMOJIb30BaHUA NULEH3UA. B
HEKOTOPbIX C/lyYasx MOXKeT noTpeboBaTbCA MCNOb30BAHWE HECKOIbKUX CEPBEPOB CUCTEMbBI U KAtOYel
Guardant B oAHOW /NOKaNbHOMW ceTW. [NA HaCTPOMKM TaKoW KOHPUrypaumm cnepyeT y4vuTbiBaTb
cneayollyto 0coOb6eHHOCTb:

BHumaHue! Cepsep cucmembl nooKaAOYaemMcs U 3aHUMaem 8ce 0ocmyrHblie AuyeH3uu mooynel
HQ 8cex KA4ax, Komopble OH MoXem Halimu 8 cemu.

Ona Toro, 4tobbl CepBep cUCTEMbI MNOAKAOYAACA M WCMNO/Ib30BA/l TONbKO KOHKPETHbIE KUY,
HeobXx0AMMO HACTPOUTbL NapameTpbl MOUCKA YAANEHHbIX INLEH3UIA. ITO MOXKHO CAENATb Yepe3 MOAY /b
«JloKanbHble HacTpoWKu», cm. 5.7.2.4. , yepe3 ytuauty Benfg (cm. n. 5.7.3.5. ), yepes ycTaHOBKY
nepemMeHHbIX cpeapl, a TakKe B Guardant Control Center. MepemeHHble cpeabl UCMOJIb3YIOTCA CEPBEPOM
CUCTEMbI MU UMEIOT 6osiee BbICOKMIA NpUopUTET. [LOCTYyNHble NepeMeHHble:

BASTION_GUARDANT_SEARCH_MODE — noppep»uBatotca 3HavyeHuAa oT 1 go 3: 1 — ucKaTb Katoum

TONIbKO JIOKa/NbHO; 2 — WUCKaTb KAKOYM TOAbKO NO ceTn; 3 — KOMOWHMPOBAHHBLIA MNOMUCK.
BASTION_GUARDANT_USE_BROADCAST — 6yneBo 3HayeHue: BKIOYAET WAM  OTKAKOYaeT
LUIMPOKOBELLATEIbHbIM NOWUCK B JIOKanbHOWM cetu.

BASTION_GUARDANT_HOSTNAME — CcTpoKOBOe 3HayeHue: MMA KomnbloTepa wau IP-agpec Toro
KoMnMbtoTepa, rae yctaHoBneH Guardant Control Center, paspgatowmin ceTeBble AULLEH3UK; ecau
napameTp He 3afaH, TO UCMO/Nb3yeTCA LUMPOKOBELLATENbHbIA NOWUCK BHYTPU JIOKAJbHOM CETU, eCcau
onuua BASTION_GUARDANT_USE_BROADCAST BkntoyeHa.

[NA yCKOpeHUA MoMWCKa K/loYel Npu cTapTe cUCTEeMbl ciedyeT HacTpoUTb 3TU NapameTpbl (Hanpumep,
BbicTaBuB BASTION_GUARDANT_SEARCH_MODE B 1 n BASTION_GUARDANT_USE_BROADCAST B8 false
— TOrAa Kaoun 6yayT MCKaTbCA TO/IbKO Ha 1I0KaIbHOM KoMrbioTepe).

[na HacTpoMKM NapamMeTpoB MOWCKa Katoyei yepes Guardant Control Center, Ha KomnbloTepe, rae
BbINO/IHAETCA CepBep CUCTeMbl, CneayeT 3anycTuTb Opaysep M nepentM no agpecy:
http://localhost:3189. na AocTyna K HAacTPOMKam Mo YMOAYaHUIO UCNOb3yeTcA Naponb admin.

[Janee, Ha cTpaHuue Guardant Control Center cnesyet Bbi6paTb NYHKT «[TOUCK yAANEHHbIX NLEH3UIAY.
34eCb MOXKHO MOMIHOCTbIO OTKAOUYUTb MOUCK IMLEH3MUI B CETU, OTK/IOYMTb WMPOKOBELLATe IbHbIN NOUCK
B TEKYLLEM CermeHTe JIOKa/JibHOM CeTM, a TaKXe YKasaTb CMMCOK KOMMbIOTEpoB, rae 6yaert
OCYLLECTBAATLCA NMOWUCK.

[NA HaCTPOWMKM CNMCKa KOMMbIOTEPOB CAeAyeT BKAUUTL dnar « MoUCK MLEH3MI MO CMUCKY aApecoB» U
BBECTU KOHKpeTHble IP-agpeca Man nmeHa KOHKPETHbIX KOMMboTepoB. Kaxaan 3anmcb A0/1XKHa 6bITb Ha
oTAeNIbHOM cTpoKe. KoMMbloTepbl MOTYT HAaXOAMTbCA B Pa3HbIX CErMEHTax JI0KaIbHOW CeTu.

Hanpumep, 4To6bl OrpaHUYMTL MOMUCK KAtouel KomnbtoTepamu GSRV u 192.168.21.55, HacTpoiKa
[O0/KHA BbIrNAAETb TaK, Kak NOKasaHo Ha Puc. 83.


http://localhost:3189/
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HacTpounkn

O6wue

lNoncK yaaneHHbIxX Mownck YAaNeHHbIX J'iHLI,EHSI/Iﬁ
TLIEH3NIA

Pezepe nuueH3ni

" ?
OTkpennenue CeTeEble NULLEH3MKA C APYTUX CEDEEPOR B NOKANLHON CETH I)

JMLEH3NIA

lNapameTpel ceccuii B
Lllnpokorew|aTenbHblid NOUcK 7

W3menenue napons

TMOMCK NULIEH3M MO CTIMCKY aApecos 7 a

GSRV
192.168.21.55

Puc. 83. HacTpoiika pexxnma noucKa Kawuei Guardant

8.5. CMeHa cepBepa cCUCTEMbI
B cnyyae, ecnmn y cepsepa cuctembl ameHusnca IP agpec, ncnonbsyemblin B HaCTPOMKax NOAKIOYEHUN,

HeobX0AMMO M3MEHUTb aApec cepBepa CUCTEMbI HA BCEX PABOUMX CTaHLMAX C MOMOLLBIO YTUUTLI
«JIoKanbHble HacTPOIKM». Mpn 3ToM TpebyeTcA Nepesanyck BCeX KANEHTCKUX NPUNOKEHWI.

Ecnm ke 6bIN10 M3MEHEHO MMA KOMMbIOTEPA CEPBEPA CUCTEMBI, TO HY)KHO y6eguTbcs B NPaBMAbHOCTU
HaCTPOEK NOAKAOYEHMA HA BCeX Pabounx CTaHLMAX, @ TaKKe NPOBEPUTb HACTPOMKKN cepBepa CUCTEMBI B
dopme «CeTb» MK «BacTMoOH-3» M nNpuM HeobXoAMMOCTM WM3MEHUTb MMA KOomMbloTepa ANs
COOTBETCTBYIOLLEN 3annCH.

8.6. AAMUHMCTPUPOBAHUE 6a3 AAHHBIX

8.6.1. O6uIMe cBeJeHUA
Ona agmuHuctpuposanuna b MK «bacTMoH-3» npegHasHayeHa yTuauTa «YnpasneHue cxemamu 6as

AaHHbIX». TakxKe, 414 BbINOJHEHUA 33434 aAMUHUCTPUPOBAHMUA MOTYT BbITb MCMNO/b30BaHbl BCTPOEHHbIE
cpeactea CYB[l n CTOpOHHME MPUNONKEHWA. B 3TOM pyKOBOACTBE MPUBOAUTCA ONMUcCaHMe PaboTbl
YTUAUTBI «YNpaBaeHne cxemamu 6a3 AaHHbIXY.

Ons pabotbl c CYB/ PostgreSQL 13 npunoxeHus «YnpasneHne cxemMamu 6a3 gaHHbIX», YCTaHOBAEHHOIO
Ha KomnbtoTep ¢ OC Linux, He06x0AMMO Ha 3TOT KOMMNbIOTEP YCTAHOBUTb KJAMEHTCKME yTUAUTbI psql,
pg_dump u pg_restore. [1na KOppeKTHON PaboTbl NPUNONKEHNA HEOOXOAMMO, YTOObI Bbl/1a YCTAaHOBIEHA
TO/IbKO O4HA BEPCUA KAUEHTCKUX YTUAUT, coBnagatowas c sepcuent CYBM,. Ons paboTbl NPUIOKEHUA Ha
KomnbtoTepe nog ynpasneHnem OC Windows yTuanTbl ycTaHaBAMBATb He HYXKHO, OHU MOCTaBAAKOTCA
BMeCTe C NPUNOXKEHNEM.
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8.6.2. 3anyck MoayJ/is «YNpaBJ/ieHHUe cXeMaMM 6a3 JaHHBIX»
[Ona 3anycka moayns Bbibepute U3 meHto «lyck» nyHKT «YnpaBneHue cxemamum B ».

Mpwu 3anycke HeobxoAMMO BBECTM NapameTpbl NoakAoveHua K B/ (Puc. 84):
Tun 6a3bi 0aHHbIX — PostgreSQL.

Adpec unu ums cepsepa b/] — ceteBoe uma uam IP-agpec cepsepa b,

lMopm nogkntoyeHua K cepsepy bA.

Uma nonsvzosamernsa — nmaA nonb3osartens b.

lMaponb — naponb NonbL3oBaTesns.

BHumaHrue! [1na sebinonHeHus onepayuli cozdarus / yoaneHus 6a3 0aHHbIx criedyem yKa3bieams
nonesoeamena CYB/ ¢ coomeemcmeyowumu npasamu. 3mo moxcem 6bimb M0a6308amernb
postgres (cynepnonb3zosamens CYB/] PostgreSQL).

™
®: Bxoa B nporpammy

[lnA EXOA3 B NPOTpaMMy YKax#uTe NapaMeTpsl NogKAoYeHUa
K Basze gaHHbix

Tun Basw AaHHBIK

‘ PostgreSOL ‘ S |

Appec wnv UMA cepeepa bi:

ocalhost |

MNMopTt nogkntodenus k cepeepy bl

‘ 3432 |

mn nonezosarens:

postgres |

Mapons:

ssssamss

2

@ [onoaHWTENEHEIE NapaMETPE
baza garHD

|bastic:n3| |

Mcnonbsoeam SSL/TLS
l:‘ MNposepaTe cepTudMkaT cepeepa
Daiin cepTUOUKETE KNMeHTa:

Dalin 3aKpHITOrS KNOUa KANEeHTa:

MNMapone 4ns CEpTUOMKATE KAKMEHTE:

‘3—6'—!&—#2‘\/” |

Puc. 84. Popma nogknoueHus K cepsepy b/
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Ecnn ucnonbayetca KopnopatusHbii cepsep CYB/, To MoXKeT noTpeboBaTbCca NMOAKAYATLCA TOIbKO K
ofHON 6a3e paHHbIX, OTHocawenca K MK «bactMoH-3». B 3Tom ciyyae cneayeT OTKPbITb
«JlonoNHUTENbHbIE NAPAMETPbI» U YKa3aTb MMA 6a3bl aHHbIX.

BHumaHue! Co30aHue Hosol cxembl U yoaseHue cyuecmeayrowux cxem 6ydym HedocmyriHbl npu
nooKAYeHUU K eduHcmeeHHol B/.

Tak»Ke, noaaep:kunsaerca nogxaodeHne K CYB[ ¢ ucnonb3osaHMem 3allMWEHHOro KaHana ¢ SSL/TLS
(Puc. 85).

8.6.3. Pa3BépThIBaHUE cXeMbl 6a3bl JAHHBIX
[Ons pa3BEpTbiBaHMA CXeMbl HaxkMUTe KHOMKy «Co3aath cxemy» («Co3gatb 6a3y AaHHbIX») B OCHOBHOM

OKHe moayna «YnpasaeHune cxemammn». OTKpoeTca OKHO, npuBegEHHOe Ha Puc. 85.

3aecb HeobxoAMMO BBECTM NapameTpbl co3gaHua b,

CozaaHue Basbl JaHHbIX

Ma 6336l gaqHbN:

bastion

Mma nagensua Bassl AaHHBIG

pro_bastion

Mapons:

39

srssanas

MNogTeepHaeHUe Napona:

9

rresnnny

MyTs k dmp-daiay:

C\Program Files\E5-Prom!\Bastion3\db\target_dump.dmp
Nokans:
'.' Mcnonesoeam cTaHgapTHeRE HacTpobica CYB/]

J Wenonezoeam 3a0aHHOE SHaYEHKE!

ru_RU.utf8

l:' PepakmipoEaTe NapaMeTpel yTUAWTE pg_restore

alhost:5432/bastion” -] 8 -F ¢ -v "C:\Program Files\ES-Prom\Bastion3\db\target_du

Puc. 85. ®opma co3paHua cxembl B/ PostgreSQL
Mapametpbl gna PostgreSQL

Umsa 6a3bl OaHHbIX — Ha3BaHMe b/l Ha cepBepe PostgreSQL.
lMonb308amesb U Napose —napameTpbl nonb3osatena b, MK «bacTMoH-3».

®alin damna — NoAHbIA NyTb K danny ¢ gamnom 6asbl aaHHbIX. MK «BbactMoH-3» noctasnseTca B
KOMMN/IEKTe C 3TAaNOHHbIMM [JaMMamu, pPacnofoXKeHHbIM B KaTanore <Program Files (x86)>\ES-
Prom\Bastion2\Db 8 Windows u /opt/bastion3/db 8 Linux.
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JloKane — nNO3BOJIAET 334aTb, C KaKOW soKanbio bypet cosgaHa BA. Mpu cospgaHum B yKasaHHoe
3HayeHue 6yaeTr ucnonb3oBaTbcA Ana napameTpoB LC_COLLATE u LC_CTYPE. Mo ymonyaHutio
WCNOJIb3YIOTCA CTaHAapPTHble HacTpolkn CYB/ 13 wabnoHa template0. TakKe MOMKHO 3aZaTb 3HaYeHUe
BpyyHyto. [Ona  CYBA Jatoba  pekomeHgyeTcA  yKasbiBaTb  3HayeHums  ru_RU.utf8(linux),
Russian_Russia.1251(windows).

Onuua «BsinonHume pasdensHoell umnopm cmpykmypsl B/l u OaHHbIX» MNone3Ha B C/Ay4ae, ecau
06bIYHbIA MMNopPT B, 3aBepllaeTca HeyaayHO M3-3a HA/IMYMA HEKOHCUCTEHTHbIX AaHHbIX (Hanpumep,
HapyLlaeTcAa orpaHuMYeHMe BHeLWHero Kato4da). C BKAOYEHHOW ONUMEN CHavyana BbIMNOAHAETCS UMMOPT
CTPYKTYpbl B[, @ 3aTem MMNOPT AaHHbIX C BPEMEHHO BbIKAKOYEHHbIMU Tpurrepamm b/l.

TakKe, MOMHO BPYYHYIO OTPeAaKTUpOBaTb MapameTpbl KOMaHAHOW CTPOKU YTUAUTbI pg_restore,
ncnosnbsyemon ana cosganHua b, (Puc. 85).

Mocne ycTaHOBKM BCeX NapaMeTpoB, Haxmute KHonky «OK» («Co3paTtb»). HauyHétcs npoueaypa
CO3aHNA CXEMbI.

PekomeHayeTca nepen cosgaHnem B[l BKAOYMTL 3anucb NOroB B «JIOKasibHbIX HACTPOMKax». ITO
NO3BOJ/INTb COXPAHUTb U NPOAHaAN3NPOBaTb ior co3aaHuna B/,

Cuctema TaKKe No3BOJIAET CO34aBaTb HECKO/IbKO 3K3emnnapoB cxembl (BA) MK «bacTMoH-3» Ha ogHOM
cepsepe B[] 1 nepekntoyaTbCa Mexay HUMM.

8.6.4. Ilepek/l0ueHH€e aKTUBHOM 6a3bl JAHHBIX
Ons nepeknovyeHMAa aKTMBHOM 6asbl AaHHbIX (TOM Cxembl, C KOTOpoi paboTaloT yCTaHOB/EHHbIE

NoKanbHo moaynu MK «bacTMoH-3») cnesyeT BOCNOAb30BaATLCA YTUAUTOM «J10Ka/IbHblE HACTPOMKUY (CM.
n. 8.6.4. ) UAn yTMANTON KOMAHAHOW CTPOKK Benfg.

8.6.5. Pe3epBHOE KOMUpPOBaHUE
[na BbINONMHEHWA pe3epBHOr0 KOMWPOBAHWA BbIOPAHHOM CXeMbl CneAyeT HaxaTb  KHOMKY

«3KcnopTupoBaTh B paiin». MoaBUTCA OKHO, NnpuBeaéHHOe Ha Puc. 86.

[OCTynHO 2 peXknma HaCcTPOMKM NapameTPoB 3KCNopTa. B cTaHAAPTHOM peXknMme MOMKHO yKasaTb NyTb K
daliny, Kyaa 6yaeT coXpaHEH Aamn M YNpPaBAATb SKCMOPTOM MaHAATHbIX aTPMBYTOB.

Onuma «He aKkcnopTMpoBaTb MaHAATHble aTPMOYTbl U MEeTKM 6e30nacHOCTU» MoJie3Ha B C/lyYae, Koraa
TpebyeTca nepeHecTn 6a3y AaHHbix ¢ CYB/, pabotawouweit nop ynpasneHnem OC Astra Linux wu
noageprkmeatollet maHaaTHble aTpmbyTtol, Ha CYB[, paboTatowyto nog ynpasneHnem OC, He
noageprkMBatoLLeli MaHaaTHoe ynpasaeHue goctynom. Mpu sTom yTuauta pg_dump Ha KOMMbIOTepE,
Ha KOTOPOM 3anyLieHo npunoxeHue «YnpasneHue cxemamu MK «bactnmoH-3», ponxHa nogaepxmsaTb
BO3MOXHOCTb HE 3KCNOPTMPOBATb MaHAATHblE aTPMOYTbl U MeTKK BesonacHocT (NapameTpbl --disable-
macs un --no-security-labels gosxHbI ObITb B CMMCKe AOCTYMHbIX MapameTpoB, oTobpaxkaemom npwu
Bbl30BE CrpaBKku aas ytuantbl (pg_dump --help)).
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JkcnopT Hazbl AaHHbIX "bastion”

@ CTaHgapTHHIA pesxim
IMyTe k dmp-dadiny:

D:\Onelrive\Jokymentel\es-prom\bastion3\Dumps\Dump_bastion_2024_0<

Ij He SKCNOPTHPOBaTh MaHAaTHLIE ETPM&‘J'TI:II 1 meTkr BesonacHocT

( PacwmperHbii pesxaiim
Mapametps yTuauTe pg_dump:

-F ¢ -v -f "DNOneDrive' JokymenTules-prom\bastion3\Dumps\Dump_bastion_20:z

CT,‘J =re

Puc. 86. dopma akcnopTa gamna Bl pna PostgreSQL

B paclumMpeHHOM pexume MOXKHO BPYYHYIO OTPeAaKTMPOBaTb NapameTpbl KOMaHAHON CTPOKU YTUIUTSI
pg_dump, Ncnonb3yemoi ana skcnopra.

3a4avy BbINOAHEHUA PE3epPBHOr0 KOMMPOBAHUA MOXHO aBTOMaTM3MpPOBaTb. MOXHO CO34aTb CKpUNT,
BbIMOMHAOWMIA COOTBETCTBYIOWME KOMaHAbl PostgreSQL, u aob6asutb 3TOT daita B MNAaHUPOBLLUK
Windows. Mpouecc co3gaHma Taknx ¢paiios npuseaeH B cieayowmx pasgenax.

8.6.6. HacTpoiika aBToMaTH4eCcKOro pesepBHoro konupoBaHus B/l [IK «bacTuoH-3»
PesepsHoe KonupoBaHue B[l MOKHO BbINOMHWUTL C NMOMOLLBID KOMAHAHbIX dalinos, 0b6pasubl KOTOPbIX

BXOAAT B KOMMNAEKT NOCTABKU CUCTEMBI. [NA CO30aHUA pe3epBHbIX KOMUIK B 3TUX dainax ncnoabyercs
ytuauTa pg_dump, Haxogsawancs Ha cepeepe CYB[, PostgreSQL. ®aiin gamna Takxe cO34aeTcs Ha
cepsepe CYB/[, PostgreSQL. Nonb3oBaTenb onepaunoHHON CUCTEMbI, OT MMEHM KOTOPOro BbINO/IHAETCA
pe3epBHOE KOMUPOBaHWeE, AO/KeH 06n1afaTh NpaBamu Ha 3anucb B KaTtanor, rae byayT co3pasatbes
pe3epBHbIe KOMWU, a TaKKe NpaBaMm Ha 3anycK yTUAWUT apxusuposaHua n pg_dump. Mpeanonaraercs,
yto B/ MK «bacTMOH-3» yXKe pa3BepHyTa.

dainn: b3-db-backup.cmd (8 Windows) nnu b3-db-backup.sh (B Linux) HykKHO nomecTuTb B KaTa/sior
Npou3BOJIbHbIM MMeHeM Ha cepBepe CYB/[ PostgreSQL. B OC Linux HeobxoamMmo caenaTb KOMaHAHbIN
dainn BbInoNHAEMBIM € NOMOLWbIO KOMaHAabl: chmod +x ./b3-db-backup.sh

HaCTpOVIKa BbIMO/THAETCA B CJ'IG,D,WOLLI,EVI nocnenoBaTe/ZIbHOCTU:

1. OrtpepaktnpoBatb ¢aitn b3-db-backup.*. B cooTBeTcTBylOWMX CTPOKax HYXKHO YyKasaTtb
dbaKTUYEeCcKne 3HaYeHUA NapPaMeTPOB:

- YyKasaTb MyTb pacrnonoeHua ytuamTbl pg dump (ona npumepa ykasaHo Kak C:
\PostgreSQL\14\bin);

- UMA nonb3oBaTens (cxembl), ANA KOTOpoOM byaeT co3gaBaThea Aamn (418 npumepa yKasaHo
Kak pro_bastion);
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BHumaHue! Eciu mpebyemcs, umobbl naposib He YKA3biB8AsICA 8 SBHOM 6uOe 8 KOMAHOHOM
¢aline, MoXHO ompedakmuposame KoHguaypauuoHHsil ¢alin pg_hba.conf u esicmasume
dosepue (trust) 0ns nokanvHozo coeduHeHus ¢ B/ MK «bacmuoH-3» (cm. Puc. 88). Cnedyem
yyumei8ame, Ymo 8 3MOM CAy4Yae CHUMAEemCs ypoB8eHb 3auUuyeHHOCmuU coeduHeHuUsA ¢ basoli
daHHbIx. [Tpu HEOOX0OUMOCMU COXPAHUMb UCXOOHbIE YPOBEHb 3aWUUeHHOCMU, peKoMmeHOyemcs
UCnos6308ameb Creyuaau3uposaHHsle cpedcmea pe3epsHo20 KonuposaHua b/.

BHumaHue! Ecau sobinonHaemcsa pesepsHoe KoruposaHue 8 CYB[, noddepxcusaroweli memku
b6esonacHocmu u maHOamHbele ampubymsi, Hanpumep PostgreSQL 11 8 ucnonHeHuu 08 Astra
Linux, u naaHupyemcs ucnons3oeames amom o0amn Ha CYB/] PostgreSQL, He noddepxcusaroweli
MaHAamHolix ampubymos, mo 8 KOMAaHAe BbiMoHEHUS Pe3epeHO20 KOMNUPOBaHuUs nocae Sschema
cnedyem dobasume --disable-macs —no-security-labels.

- HauMeHOBaHWe CxeMbl, AN KOTopoWn byaeT co3pasaTbhCA AamMn (ANs8 nNpumMmepa yKasaHo Kak
bastion);

- IP cepBepa B[, (pekomeHayem Bceraa ykasbiatb localhost) u nopt ana nogkntoueHuns K B
(ana npumepa yKkasaH cTaHAapTHbIM NopT 5432);

- NYTb K NanKe pe3epBMpPOBaHUsA, B KOTOpYo byaeT nomelleH gamn-dann (ans npumepa ykasaH
Kak c:\backup_dir). Ecan B 31Ol cTpoKke 6yayT cumBsonbl npobena, cneayet 3akalouUTb ee B
[BOMHbIe KaBblukn, Hanpumep, "d:\B2 backup";

- NyTb K Manke nporpammbl apxmBaLuu, KoTopas ByaeT ynakoBbiBaTb gamn-dain B zip-apxvs
(ana npumepa yKkasaH Kak "C:\Program Files\7zip").

2. CoxpaHWUTb M3MEHEeHUs B KOMaHgHOM daitnie 1 3anyCcTUTb ero.
Mpouecc co3gaHna pe3epBHOM KOMMM BbINOJHAETCA CAeaylolmMm obpasom:

a) B nanke pe3epBMPOBAHWUA CO3ZAETCA KaTasor ¢ umeHem Buga FTIT-MM-A[, B KoTopblit 3aTem
nepemeLlaroTcs gamn u nor-pann;

6) ytunuta pg_dump co3aaeT B CO3A4aHHOIN Nanke agamn-paiia c umeHem Buaa
UmaCxembl_ITIT-MM-A44.dmp u nor-dann ¢ umeHem UmaCxemobi_ITIT-MM-A44.1og

B) 3aMyCcKaeTcsl KOHCOJ/IbHAA Bepcusa Mporpammbl apxmBaumm, gobaBaaowas gamn B apxmsB ¢ UMEHEM
Buaa UmaCxembli_ITIT-MM-A4.zip (waun *.tar B OC Linux). Ecam npouecc apxvMBauumn 3asepluaetca bes
OWKNBOK, TO UCXOAHbIN Aamn yaanseTcs, B NPOTMBHOM c/iy4yae paboTa 3aBepluaeTcs, ucxogHble Gansbl
OCTalTCA B HEM3MEHHOM BUAE;

I') apxuB AOnAa nosbiWeHNA HaAeXHOCTU XpPaHEHUNA MOXKET KOMMPOoBATbCA Ha ceTeBoM pecypc,
npeansapuTesibHO I'IOAKI'IPO‘-IGHHbIVI KaK ceTeBOm AUNCK.

Mo okoHYaHMM paboTbl Npouecca cneayeT ybeauTbCs, UTO B NarnkKe pe3epBMpoBaHNA MMEeTCA KaTasor C
umeHem Buga FTIT-MM-A4, B Kotopom 6yaer Haxogutbca ¢ann UmaCxembl_TTT-MM-AA4.zip.
Hanpumep, cosgaHue pgamna cxembl bastion BbinonHeHo 09.10.2023 r., Torga B Manke c:
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\backup_dir\2023-10-09 6yayt daiinbl bastion_2023-10-09.zip n bastion_2023-10-09.log. Eciv B xoae
npoLecca BO3HMKAIOT OWMUBKN, HY>KHO BbIACHWUTb U YCTPaHUTb MX NPUYMHY, NOC/E Yero CHOBa 3anyCTUTb
¢daiin KomaHgHbl daiin co3pgaHma pesepBHOIt Konuu B/,

Ecnam npouesypa B pydyHOM pexkume oTpaboTana WTATHO, TO 415 MPOBEPKM MPABUAbHOCTM CO343aHMA
AaMna HY)XXHO pPa3BepPHYTb MONYYEHHbIA AaMM Ha TECTOBOW cucTeme u ybeanTbes, YTO CXeMa Co34aeTcA
6e3 owwnbok. PasBopauymBaHMe CxeMbl M3 JamMna BbIMNOJHAETCA BPYYHYHO MPW MOMOLLM YTUAWUTDI
«YnpasneHune cxemamu B1», Bxogawen B komnaekt MK «bactMoH-3».

[na asTomaTtusauumn cosgaHuna gamnos B OC Windows cnegyeT n06aBuTb B NAaHUMPOBLLUK 3aaaHuUM
3agau4y, KoTopas bygeTt 3anyckaTb B 3agaHHoe Bpemsa ¢dain b3-db-backup.cmd. CospgaHune 3agaum B
NJaHUPOBLLMKE OMMCAHO B CNpaBoYHO cncteme Windows.

Ona aBTomatnsaummn cosganuma gamnos B OC Linux MOXHO BOCMO/b30BaTbCA MJIAHUPOBLLMKOM 3a4ad
Cron. [lna sToro cnepyeTt oTpeAakTUpoBaTb KOHOUrypauUMoOHHbIA ¢alin crontab, B KOTopom XpaHATCA
3agaHua Cron. 3TO MOXHO caenaTb, BbIMOAHMB KomaHay crontab -e, oT umeHM nonb3osaTens c
[0CTaTOYHbIMW NPaBaMn ANs peaakTMpoBaHua. B painn cneayer 4o6aBuTb CTPOKY BUAA:

0 4 * * * /home/user/backup/b3-db-backup.sh
B npnBeseHHOM Npumepe cnyyae pesepBHOe KOMMpoBaHue byaeT 3anycKkaTbea exxeHeBHO B 4 yTpa.

8.6.7. CkaTue ¢paijioB pe3epBHOr0 KOMUPOBAHUS
Ona apxuBupoBaHMA Jamn-dbaina MCNoNb3yeTcd KOHCONbHAA (paboTatowas yepes napameTpbl

KOMaHAHOM CTPOKM) Bepcusa becnnaTHOro apxmeaTopa 7zip, UCMONHAEMbIN dalin KOTOpOoi Ha3biBaeTcs
7za.exe. Ecam 6ymeTr MCNonb3oBaH ApPYyroi apxueaTop, C/AeAyeT COOTBETCTByHOWMM obpasom
OTPEeAaKTMPOBaTb CTPOKY

%arch_path%\7z.exe u %dmp_dir%\%curr_date%\
%schema%_%curr_date%.zip %dmp_dir%\%curr_datek\*
34ecb HYXHO 6ydeTt ykasaTtb umsi ¢alinia KOHCOJIbHOW BEPCUM apxuBaTopa M MapameTpbl KOMaHAHOM
CTPOKM (CM. LLOKYMEHTALMIO K MPOrpaMme apxmBaLmn).

Mpeanonaraertca, YTO apxXuBbl C AaMnNamu ByayT ANs HaAEXKHOCTM KONMPOBaTbCA Ha CETEBOWM pecypc,
NOAK/IOUYEHHbIN Kak ceTeBol Anck (c byksoli Y:). MpeasapuTenbHO 3TOT CETEBOM pecypc (ceTeBol AUCK)
HY)KHO CO34aTb M MOAKIOYMTb CPeacTBaMM ONepauymoHHONM cuctemsl. Ecamn ceTeBolt auck byaet umeTb
Apyroe UMs, cneayeT COOTBETCTBYIOWMM 06pa3som O0TpesaKkTUpPOBaTh CTPOKY

copy /y %dmp_dir%\%curr_date%\%schema’%_ %curr_date%.zip Y:\
Echn KonupoBaHWe apxmBa Ha CETEeBOW pecypc He TpebyeTcs, BbllEYKa3aHHYI CTPOKY HYXKHO
3aKOMMEHTMPOBATb, A06aBMB B HaYa 10 CTPOKM KomaHay REM.

8.6.8. O61mue pekomeHnganuu no pesepeuposanuio B/l [IK «bacTtuoH-3»
BbinonHeHne 3agayn No co3faHWio Jamna cnefdyeT HasHavaTb Ha BpemsA, Korga cuctema HaumeHee

3arpy»eHa (Hanpumep, Houbto).

OnAa co3gaHma N XpaHeHMA A4aMMNoB He UCMONb3yNTe TOT Xe AUCK, Ha KOTOPOM pPacnonoxKeHbl ¢painnbl
6a3bl gaHHbix CYB[. PeKomeHayeTcs MCNOAb30BaTb Apyron ¢Gu3MYecKUin aAucKk cepBepa ambo
annapaTtHoe pesepsupoBaHune (RAID-maccuB). O HageKHOCTM MOXKHO OpraHM30BaTb AOMNO/IHUTENIbHOE
XpaHunmuwe gamnos Ha gpyrom [K.
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PeKkomeHZAYyeTCs apXxMBMPOBATb AaMIbl, MOCKO/bKY, BO-MEPBbIX, TaK OHW 3aHMMAOT MeHbLUe AUCKOBOIO
NPOCTPaHCTBA, BO-BTOPbLIX, NPV MNoBpexaeHun ¢alina apxvBa (Hanpumep, npu cboe aAnMcka) daKkT
nospexaeHus 6yaet ycTaHOB/IEH NPWU pacnakoBKe U3 apXuBa.

Mepuvoanyeckn NpoBepanTe NPaBUAbHOCTb CO3AaHMA apXMBHbIX AAaMMOB — pa3BopayMBanTe cxemy U3
Aamna Ha TecToBOW cucteme.

8.6.9. BoccranoByieHue B/l u3 pesepBHOM KONIMU
[na BoccTaHOBAEHUA 6a3bl AaHHbIX U3 Pe3epBHOM KONUKU HEOBX0AMMO NpPOoAENaTh CAeAyoLLMe Warn:

1. Ecnm Heobxoaumo 3ameHUTb TeKyllyto paboyyto cxemy, TO NpeaBapuUTeNlbHO PeKOMeHAayeTcs
cAenaTb Pe3epBHYI0 KOMUIO TEKYLLLEN CXEMbI, CM. . 8.6.5.

2. Ypanutb cxemy, KOTopyto Heob6xoaumo 3ameHuUTb. [1na atoro B dopme «YnpaBieHMe cxemamm
b[» cnegyeT HaxKaTb KHOMKY «YAanuTb cxemy», cm. . 8.6.11.

3. Co3paTb HOBYIO CXEMY, UCMO/b3YA UMEKOLWMIACA gamn, cm. n. 8.6.3.

8.6.10. CmeHa nmapoJis nosib3oBartesisi B/l
Ona nsmeHeHuns napona nosnblosatens b/l Tpedbyetca:

1. W3meHuTb cobCcTBEHHO NAposb Ha cepBepe bJ;
2. W3meHuTb napameTpbl NogKNO4YeHUA K Bl] Ha BCcex KomnblOTepax CUCTEMBI.

Ona BbINONHEHWS NEepBOM 3a4a4M HeobXOAMMO B OKHE «YMpaB/iEHWME CXEMAMW» Ha)KaTb KHOMKY
«CMeHUTb Napo/iby». B noaABMBLUEMCA OKHE HEOHXOA4MMO BBECTU HOBbIV Napo/ib U €ro NoATBEPKAEHME,
HaXaTb «OK».

Ha Bcex oOCTanbHbIX KOMMblOTEpax CleayeT OTPeAaKkTMPOBaTb MWCMOAb3yeMoe MOAKAoHeHne W
aKTMBMpPOBaTb cxemy (cm. 138).

8.6.11. YaaneHue cxeMbl
Ons ycnewHoro yaaneHus Cxembl, K Hel He A0/KHO ObiTb aKTMBHbIX MOAKAOYEHMNA. [na yaaneHus

BbIOPAHHOM CXeMbl MOYKHO HaXaTb KHOMKY «YAa/nuUTb CXeMy» B OCHOBHOM OKHe mMoay/nsa «YnpasneHue
cxemamm». Mpu HaIMYMKM aKTUBHBIX NOAKNIOUYEHUI K cxeme byaeT oTobparkeHo coobLieHme co CNUCKOM
KOMMbIOTEPOB M 3aNyLLEHHbIX MPUIOKEHNN, UMEIOLLNX AKTUBHbIE NOAKIIOUYEHUSA K CXEME.

BHumaHue! Nocne ydaneHua akmugHol cxemsl K «bacmuoH-3» pabomame He cmoxcem.

YaaneHne cxembl MOMKeT noTpeboBaTbCcs B C/ydae, €CAM Hago 3ameHuTb 6asy AaHHbIX Ha
MMMNOPTUPOBAHHYIO U3 AamMna.

8.6.12. OnTuMH3aLMA 6a3bl JaHHbIX
Ons onTMMmMsaumMm BbINOJHEHWS 3anpocoB K B npeaycmotpeH pAag GyHKUMA (AOCTYNHbI Yepes

BbiNagatowee meHio «CnyxKebHble onepaunm»):

MepeuHoekcuposams OaHHbIe — UCNO/Ib3YETCA A5 Nepeco3gaHns Bcex nHaekcos B bJ. Mcnonb3yetcs
ONs yCKOpeHUA paboTbl cMCTEMbI B Aa/IbHENLLEM.

Cobpamb cmamucmuky — WUCMNOAb3yeTca AaA ONTUMM3aLMU CKOPOCTM BbIMOJAHEHMA 3anpocoB K B/.
PekomeHayeTcA BbINOAHATbL 3Ty onepauuto He pexe 1 pasa B 3 mecaua.
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Cmamucmuka pasmepa B/] — no3BonseT NOCMOTPEeTb pasMep OTAE/bHO KaxKaol Tabauubl B[, a Takke
obwunit pasmep BA.

Cbpoc napons onepamopa — nos3sonset cbpocuTb Naponb onepatopa MK «bacTMoH-3» B caydae, ecau
CTapblii NApob 3a0bIT UM YTEPSH.

8.6.13. YaasieHue ycTapeBIIUX AAHHBIX

8.6.13.1. 3asayu 1 MHCTPYMEHThDI Y a/IeHUs yCTapeBIIUX JaHHbIX
MK «bacTMoH-3» He HaKnagblBaeT TEXHUYECKMX OrpaHUY4eHWA Ha CPOK XPaHEeHUA COBCTBEHHbIX

KYPHanoB cobbITUIA.
MK «BacTMoH-3» cobupaeT n NPOTOKOMPYET MHOXKECTBO AaHHbIX, @ UMEHHO:

e XypHan cobbiTnit (Nnpotokon) cuctembl. Bce cobbitusa oT ycTpoiicte MK «BbacTnoH-3», Bce
[EeNCTBUA OMepaTopoB U CUCTEMHbIE COBbITUA XPaHATCA 34eCh.

e XypHan yuyéta pabouero BpemeHW. CobbiTMA BXOAOB / BbIXOLOB COTPYAHMKOB B obnactu
KOHTPOANA, AONA KOTOPbIX BK/AOYEH Y4&€T pabouyero BpemeHM, OOMOJAHWUTENbHO XPaHATCA B
OTAE/NIbHOM XypHasie. JTOT XypHan BedgTcA, TOMIbKO €C/NM BK/YEHA noAacuctema ydyéra
paboyero BpemeHMu.

e ypHanbl ayauta AOOCTyna K MepcoHanbHbIM  AaHHbIM. [lpoToKoaupytoTca  cobbiTuA
fobasneHnn, JocTyna W yaaneHua NepcoHasbHbIX AAHHbIX MO PasHbIM KaTeropuam. ITu
KYPHaNbl BeAYTCA TO/MIbKO MPW BKAKOYEHHOM MPOTOKO/IMPOBAHMM AOCTyNa K NepCoHasibHbIM
AaHHbIM.

MosToMy, C TeYeHMeM BPeMeHM, pasmep Uenoro paga tabnuu, 6asbl AaHHbIX MOMKET 3HAUYUTENbHO
yBenmumsaTbca. CKOPOCTb YBeAUYEeHUA 06bEMA XPaHUMbIX AaHHbIX 3aBUCUT OT MHOMKecTBa ($aKTopos,
TaKUX Kak:

e  /IHTEHCMBHOCTb COBbITUI B CUCTEME;

e HacTpoiKu NpOTOKOANPOBAHMA

e HacTpoWKu cucTemMbl ayamTa AOCTyNa K NepcoHabHbIM AaHHbIM;
e Ko/1M4ecTBO NPOMYCKOB U UHTEHCUBHOCTb UX U3MEHEHUNA.

B ntobom cnyyae, AnA onTMmMM3aumm NPOM3BOAUTENBHOCTU CUCTEMbl PEKOMEHAYETCA MEPUOANYECKM
yAanaTb ycTapeBluMe AaHHble U3 OCHOBHOM 6a3bl AaHHbIX, AaxKe Npu ncnosab3osBaHuu Bepcuii CYB/, 6e3
orpaHM4YeHun Ha pasmep bA.

B cucteme npeaycMoTpeHa BO3MOMKHOCTb apXMBUPOBAHWA YCTapeBlUMX AaHHbIX U UX yAaneHua w3
OCHOBHOW 6a3bl AaHHbIX.

8.6.13.2. Py4yHoe apXxuBHUpOBaHMe yCTapeBIUIUX JaHHBIX
[na co3pgaHnAa apxusa KypHana cobbiTmii (MpoTokona) cuctemsbl cnegyeT B mogyne «[laHenb

ynpasieHua» BblbpaTb NyHKT «O6paboTka cobbiTUiA — ApXMB NPOTOKOMA» WM HaxKaTb KHOMKY - .
Mossutca dopma cosgaHus apxmea (Puc. 87).
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ApxunBrpoBaHmne cobelTni

VMR apxusa
Apxus 3a 2022 rop
Mapone

3

P!

Oo pate:

a5

Q VMHTepBan:
0 : 00 : 00 |05.09.2016 - 10 : 25 : 04 |20.04.2023
Konu4ecTeo cobeiTuil B BeibpardHoM wHTepeane: 500 (9

Apstupoaa‘rb NPUKPENNEHHEIE M30BPEKEHNS W KaMapk

YnanuTs cobeiTva 13 61

Puc. 87. Popma co3pgaHua apxmBa KypHana

cobbiTnii
3aecb HeobxoaAMMO 3a4aTb Caeaylolmne napameTpbl:

Wmsa apxusa — Ha3BaHWe, MO KOTOPOMY MOXHO OyaeT BblOpaTb apXmB B reHepaTope OTYETOB. ITO Ke
nms 6yaeT umeHem danna, B KOTOPOm byaeT COXPaHEH apXumB.

Maposb — Naponb gna A0CTyna K apxuay.

MHmepean unu epaHuyHas oama 014 apxusa («o damei»). B cnyyae Bbibopa rpaHUYHOM AaTbl, B apXvB
byayT nomelleHbl Bce cobbiTMAa A0 3ToM AaTtbl. B cnydae Bbibopa MHTepBana — TONbKO cobbiTMA M3
YKa3aHHOro BpeMeHHOro MHTepBana.

Apxusuposame npuKkpennéHHole u30bpaxceHus u KaMmepol. ECIn BKIOYEHO, B apxuB ByAyT BbIrpy»KeHb!
NpMBA3aHHbIE K COBLITUAM M306parKeHMA, a TaKXKe CCbIZIKM Ha Buaeo3anucu. CnegyeT yunTbiBaTb, UYTO B
3TOM C/ly4ae apXxmMB MOKET 3aHUMaTb 3HaUUTENbHO 6osble mecTa.

Y0anume cobeimusa u3 b/] — npu yctaHoBKe ¢nara BblbpaHHble cobbiTnA ByayT yaaneHol U3 OCHOBHOWM
6a3bl JaHHbIX MOC/Ae WX apXMBMPOBaHWA. TakMm obpasom 6GyaeT BbINOJSHEHA YMCTKA OCHOBHOW B/.
YctaHoBKa 3Toro  ¢nara  MOMET CYWECTBEHHO YBEAMYMTb BPemsA  BbIMNOSHEHWA  onepauuu
APXUBMPOBAHMUA.

Mocne co3maHna apxmBa OH NOABUTCA B Cnincke apxmeos (Puc. 88). Co3aaHHbIN apXmB MOXHO yA4anuTb,

Ha)XaB KHOMKy ~— .
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8" Bactuon-3 — Manene ynpaenequa Onepatop: g — O *

OcHoBHoe meHio ¥ OBpaboTka cofbiTiii  ApxWB npoTokona

+ = 4 —

Gaiin « |07 ‘,‘J,G Konnuectso coBitimmid

2022 05.00.2016 0:00:00 31.12.2022 23:59:39 0

2023 rog 01.012023 23:59:59 17.08.2023 14:25:27 101

Puc. 88. Popma paboTbl C apxuBamm NPpoOTOKONA

BHumaHue! He pekomeHOyemcsa 8bINoAHAMb ONepauuro apxusupoBaHUs ycmapeswiux OaHHbIX
npu akmueHol pabome cucmemel (MPU HAAUYUU UHMEHCUBHO20 MOMOKA cobbimudi).

ApxvBbl  XpaHATCA B OTAenbHbix 6asax fgaHHbix  SQlite B8 nanke <ProgramData>\ES-
prom\Bastion3\Archive Ha cepBepe cuctembl. B 0CHOBHOW B[] COXPaHAOTCA CCbIIKM HA BbIFPYKEHHbIE
apxuBbl. [IpocMoTpPeTb COOLITUA U3 APXMBOB MOXKHO B Moayie «OTYET».

COXpaHEHHbIV /IOKaZlbHO apXMB MOXHO 3G2py3Umb 6 CHUCOK apXusos, Hawas KHonky W . B
nossmeliemca OKHe (Puc. 89) cneayet ykasaTb ¢ain, u3 KoToporo Tpebyetcs 3arpy3uTb CobbITUA U
naponb K apxmsy. Ecnn HaxaTb KHOMKY «CunTath MHPOpMaUmio 06 apxmse», TO NOABUTCA MHPOPMaLMA
0 nepuoae apxmBa 1 Konnyectse cobbiTnit B HEM. Moc/e 3arpy3Kkn apxmsa OH NOABUTCA B 0BLLEM CrINCKe
AOCTYMHbIX aPXMUBOB.

3arpyzka apxuBa cobbITWiA

Buibop daiina apxuea

My » daiin

CAProgramData\ES-prom\Bastion2\Archive\Apxue 3a 22 rog.mi E

Naposs

®©

Cuntate MHdopMayuio b apxuee

Whdopnmauns of apxuse

Wma daiina: Apxue 33 22 rog,
Mepuoa: 01.01.2022 +04:00

01.06.2022 11:29 +04:00
Konuuectso coburmuii: a1

“ C}TME e

Puc. 89. dopma 3arpysku apxusa B
OCHOBHYI0 B/}

Takxe, dPXNUB MOXHO BbIrPpy3nUTb B JIOKAJ/IbHYIKO Manky C cepBepa CUCTEMDbI. [na 3Toro MoXHO HakaTb

KHOMRY # | B nossuswemca okHe cnepyeT yKasaTb NyTb K dainy, Kyaa byaeT coxpaHéH apxmB. TakKe
MOXHO YyKa3aTb Napo/ib ANA AOCTYNa K 3arpy>KeHHOMY C cepBepa apxuBy.

8.6.14. Ana/m3 pasmepa b/

Ona npocmoTpa MHbopmaumm o pasmepe B MoxKHO BbibpaTb U3 MeHto «Cy»KebHble onepauum» NyHKT
«CTaTucTuKa pasmepa B». B noasmswemca okHe (Puc. 90) 6yaeT BbiBegeHa nHbopmaumm obo Bcex
TabanuHbIX npoctpaHcTBax B[ (Mx Mcnonb3yemoe MecTo), Tak e MHPopMaLMK O MOSHOM pasmepe
BbIOPAHHOM CXembl.
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Cratnctnka pasmepa b/l

Tabawvua Mecto(Kb)
reports.rptforms 384
reports.print_templates 376
graphics.devtypes_states_pictog 363
graphics.map_content 344
reports.arpt 184
staff.person 128
driver.message_types 128
protocol.messages a0
staff.ut_form_items a0
reports.rpttemplates 72
atd.ut_shtat 64
reports.rptevents2 64
staff.ut_app_forms 56
staff.acclname 56
staff.card 56
common.global_settings 56
staff.ut applications 56

Beero: 7408

oK

Puc. 90. UHpopmauumsa o pasmepe B/,

8.6.15. CmeHa cepBepa B/l
B cnyyae, ecnn y cepBepa 6a3 AaHHbIX M3meHuaca IP-agpec MM MMA KOMMNblOTEpa, HEOBXOAMMO

NPoBeEPUTb HACTPOMKM noakatoveHna K B B dopme «[MapameTpbl cepBepa CUCTEMbI» MPUNONKEHUA
«JloKanbHble HAaCTPOMKM», cm. N. 6.1.2.5., nnbo Yepes yTUAUTY KOMaAHAHOW CTPOKM Benfg.

8.6.16. O6GHOBJIEHHE CXEMbI
Mpun obHoBneHun Bepcum MK «BbacTnoH-3» Tpebyerca obHOBNEHWE cxembl B, c NOMOLLbIO CKPUNTOB

ob6HOBNEHMA, NOCTABAAEMbIX B MaKeTe MHCTaNNAUUKN. Jns BbINONHEHMA 0BHOBEHMA cieayeT HaxaTb Ha
KHOMKY «OGHOBUTb CXeMy» B OCHOBHOM OKHe Moaynsa «YnpasneHue cxemamu». OTKPOETCA OKHO,
npueegéHHoe Ha Puc. 91.

BHumaHue! [Neped obHosneHuUem cxeMbl Heobxo0umo ocmaHosume cayxcby Bastion3AgentSvc Ha
cepsepe cucmemboi!

Moaynb o6HOBMEHMA aBTOMATUYECKM ONpeaenseT TeKylyl Bepcuto 6asbl AaHHbIX W npeanaraet
06HOBUTbLCA MO noc/eAHen BO3MOXHOW. [na 3anycka npoueaypbl 0OHOBAEHWA ciedyeT HaXKaTb Ha
KHOMKY «OB6HOBUTBY.
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O6bHoBneHwWe basbl gaHHbIX "bastion3”

Texywas sepcuA Gassl ganHex: 3.24.1

r')-"l'b K AMPEKTOPWM, COAEpHELIEH CKPMNTH obHOBNEHMA:

C\Program Files\E5-Prom\Bastion3\db\postgres\updates

O6HOEWUTE A0 BEpCAM:

3.242 v

ha

MNpepaisaTs noakntodelnna k Bf] nepes oBHosneHWEM
BeinonHATe 0OHOBNEHKWE OT MMEHN Bnaaensua bl
CnyxebHble onepaunu nocne obHoBAEHWA
l:' MNepenHaskcKposaTs 4aHHbIE

l:l CobBpats cratucTuky

CT'\J =ne

Puc. 91. dopma o6HoBNEHUA cxemMbl B/,

Ecnn obHoBeHWe B/l BbINOAHAETCA OT MMEHM MOJIb30BaTeNA, HE ABAAIOWEroCA Cynepnoib30BaTeieMm,
TO HacTponKy «[pepbiBaTb NoAKAOYeHUs K B[l nepen 06HOBAEHMEM» HEODXOANMO OTKAHOUUTD.

Ecan obHoBneHWe B[] BbINOMHAETCA OT MMEHW MOAb30BaTeNs, He ABAAlolLeroca snagensuem b, To
HaCTPOIKY «BbINONHATL 0BHOBNEHWE OT UMEHU Bnagenbua b » HeobXxoAMMO OTKNOUUTD.

8.6.17. ApmunuctpupoBanue B/l PostgreSQL npu nomoumu DBeaver

8.6.17.1. Hacrpoiika DBeaver
B ycraHoBoyHom Komnnekte [IK  «bactMoH-3» noctaBnasetrcA 6GecnnatHasa  yTuauTa  Ans

aAMUHUCTPUpPOBaHUA 6a3 aaHHbIX DBeaver Community Edition (nanka Redist\DBeaver).

Ona yctaHoBku DBeaver OCTaToOYHO 3anyCTUTb YCTAHOBLUMK M CNefoBaTh ero yKasaHumam. B Linux
Heob6X04MMO YCTaHOBUTbL COOTBETCTBYOLWMIM deb nnm rpm-naker.

Ona pycudukaumm umHtepdelica DBeaver, nocne ero yctaHOBKW, OTKpoihTe NYHKT meHto Window -
Preferences — User Interface - Language, Bbibepute Russian 1 nepesanyctute nporpammy.

[Ons yctaHOBKM coeamnHeHuns ¢ 6asoit gaHHbix MK «bactMoH-3» us DBeaver, Heobxoaumo A06aBuTb
cepBep PostgreSQL, K KOTOpoMy HEOHXOAMMO NOACOEANHUTLCSA, B AepeBo «basbl gaHHbIx». s 3Toro
cneayeT Ha)kaTb CCbKy «HoBoe coeauHeHune». B nossuBluemca okHe cneayeT BblbpaTtb PostgreSQL u
BBECTM UMA cepBepa (6yaeT oToO6pakaTbCA B CMMCKE), a TaKKe NapameTpbl COegMHEeHUA (Ha CTpaHuLe
«CoeguHeHue»), Puc. 92:
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Co30aTh COEAMHEHUE

HacTpoiikn coeguHeHUA

CBoiACTBa Coe fUHEHMA ¢ PostgreSQL

MasHoe PostgreSQL CeoiicTea gpaiieepa SSH Proxy SSL

Server
Connectby: (®) Host( ) UR
URL:

XocT: localhost Mopt: | 5432
ba3a fjaHHbIx: | bastion
AyTeHTUhUKALMA

AyTeHTuduKauma: Database Native v

Mone30BaTENk: pro_bastion
Naponk: . [v] CoXpaHATb Napo/b NOKaNbHC
Advanced
Ponb ceccum: NoKanbHBIA KNWEHT: | «ye Halineds v

':::' Bbl MOXETE NCMNONb30BaTh CUCTEMHbIE nepeMeHHkbIE B NapaMeTpax. OnucaHWe CoeMHEHWA (Ha3BaHWe, TUN, ... )

Jpaiisep: PostgreSQL HacTpoiiku ApaiiBepa | | [lMUgH3WA paidBepa

TeCT COEAMHEHMS ... <Hazag aTOBO OTMeHa

Puc. 92. NapameTpbl coegmuHeHunn ¢ cepsepom PostgreSQL 8 DBeaver

8.6.17.2. BrinoJIHEHUE OCHOBHBIX onepanuii B DBeaver
C nomoubto DVeaver MOXHO BbINOJIHATb MHOMECTBO onepauunii. MosHoe UxX pacCMOTPEHME BbIXOAUT 3a

paMKu 3TOro pyKoBOACTBA. 34ech byayT paccMOTpeHbl TONIbKO 6a3oBble onepaLmu:
e BbInosHeHMe 3anpocos K b/;
e [lpocmoTp cogepknumoro Tabauu, b;
e [IpocMOTp CTPYKTYpbl TabsimL, a TaKxKe npounx obbvekTos bJ;
e DKCNOPT AaHHbIX, B TOM uncne aasa Microsoft Excel.

Ona BbINO/SIHEHWA 3amnpoca OTKpouTe Heobxoaumyt B 1 BbibepuTe NyHKT meHio «Pepaktop SQL —
HoBbin pegakTop SQL». B BepxHem none BBeguTte TeKCT SQL-3anpoca M Ha*KMUTE KHOMKY «BbINOJHUTL
SQL 3anpos (Ctrl + Enter)».

[ns npocmoTpa comepxummoro Tabnuu b, packpoiite coeAnHEHUE B AepPeEBE C/eBa, BbibepuTe HYXKHYHO
Tabnnuy M3 cNWcKa, LWEeNKHUTE MO Hel NPaBOM KHOMKOM MbIWKW U U3 KOHTEKCTHOFO MeHI0 Bblbepute
nyHKT View Data.

[na npocmoTpa CTPYKTypbl Tabauu uam Kogda nobbix apyrux obbektos B[, BbibepuTte Tpebyembiit
06bekT B 0603peBaTesie caesa.

[ns akcnopTa gaHHbIX M3 Tabauy B dopmaTte CSV LWLENKHUTE NPaBOM KHOMKOM MbiwK no Tabauvue B
0603peBaTesie 1 BbIbepUTE MYHKT MEHIO « DKCMOPT AaHHbIX...». B noasuBwemca okHe (Puc. 93) Bbibepute
dopmar csv, 3aTemM yKaxxute nma ganaa n napameTpbl SKCNOpTa AAHHbIX.
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TpaHchep 4aHHbIX o x
Lienw akcnopTa

MoATBepANTE Lenb U GopMaT TpaHcpepa

(POpMaT 3KCNopTa FB paza flaHHblX  Tabnuusl 633kl AaHHBIX

JKkcnopT OnrcaHu!

Hactpoiiky u3BneueHna csv 3KcnopT B CSV dain(bi) E8 common.applications Haseahus
HacTpoiiku gopmata 1. DbUnit 3KenopT B XML-aiin (bi) DbUnit
BbiBog a8 HTML 3KcnopT 8 HTML ¢ain(sl)
Mogreepauts St ] SON 3KCNOpT B gpain(bl) JSON

M+ Markdown 3kcnopT B markdown-gain(si)

faisqL JKcropT B SQL INSERT BbipakeHUs

TTXT 3KCMOPT B NPOCTOA TEKCTOBLIA popmaT

ol XML 3kcnopT B XML daitn(bl)

COXpaHWTb 334a4y | | &b

Lt MICXONHRIA KON IKCNONTUOORATR B MACCURRI MCXONHOMO KOAA

d3af] Janee > _pCILCIJ'HIr‘Tb OTMmeHa

Puc. 93. YcraHOBKa napameTpoB 3KcnopTa AaHHbix B DBeaver

[na npocmoTpa Nogpo6HbIX MHCTPYKLMU Ha yTuauty DBeaver cneayeTt BblI6paTb MYHKT r1aBHOMO MeH0
«Cnpaska — OrnasneHune cCnpaBKku».



	Оглавление
	1. Общие сведения
	1.1. Назначение этого документа
	1.2. Назначение и область применения системы
	1.3. Общая структура системы
	1.4. Взаимосвязи с другими системами
	1.4.1. Объединение нескольких ПК «Бастион-3»
	1.4.2. Интеграция с внешними системами обработки событий
	1.4.3. Интеграция с системами учета персонала и пропусков
	1.4.4. Интеграция систем распознавания лиц
	1.4.5. Интеграция стороннего оборудования по стандартным протоколам


	2. Условия применения
	2.1. Требования к программному обеспечению
	2.2. Требования к конфигурации компьютеров
	2.3. Выбор редакции СУБД
	2.4. Требования к компьютерным сетям
	2.4.1. Общие сведения о структуре сети
	2.4.2. Требования к пропускной способности
	2.4.3. Адресация и использование портов

	2.5. Использование дополнительных полномочий операторов ОС при работе системы
	2.6. Особенности использования системы в виртуальной среде
	2.7. Особенности работы отдельных модулей системы в разных часовых поясах

	3. Использование ПК «Бастион-3» в информационных системах обработки персональных данных
	3.1. Нормативное обеспечение
	3.2. Роль ПК «Бастион-3» в ИСПДн

	4. Инсталляция ПК «Бастион-3»
	4.1. Установка программного обеспечения
	4.1.1. Установка .Net Core 8
	4.1.2. Установка сервера СУБД
	4.1.3. Установка драйверов Guardant
	4.1.4. Настройка параметров сервера PostgreSQL
	4.1.5. Установка ПК «Бастион-3»
	4.1.5.1. Установка ПК «Бастион-3» в Windows
	4.1.5.2. Установка ПК «Бастион-3» с использованием deb-пакетов
	4.1.5.3. Установка ПК «Бастион-3» с использованием rpm-пакетов


	4.2. Запуск и выгрузка системы
	4.3. Структура процессов

	5. Настройка системы
	5.1. Общая информация о настройке системы
	5.2. Последовательность действий при настройке
	5.3. Настройка структуры объекта
	5.3.1. Общие сведения об объекте
	5.3.2. Настройка графических планов
	5.3.2.1. Работа с деревом планов
	5.3.2.2. Расстановка пиктограмм
	5.3.2.3. Предустановки
	5.3.2.4. Рисование многоугольников
	5.3.2.5. Рисование периметров
	5.3.2.6. Настройка свойств графических элементов

	5.3.3. Редактор пиктограмм
	5.3.4. Группы управления охраной
	5.3.4.1. Определение, назначение и состав групп управления охраной
	5.3.4.2. Настройка групп управления охраной
	5.3.4.3. Привязка пропусков к группам управления охраной

	5.3.5. Настройка территорий
	5.3.6. Настройки почты
	5.3.7. Настройка внешних систем

	5.4. Конфигурация драйверов
	5.4.1. Внесение информации о серверах оборудования и драйверах
	5.4.2. Управление драйверами
	5.4.3. Параметры синхронизации времени
	5.4.4. Дополнительные поля для устройств

	5.5. Настройка операторов и полномочий
	5.5.1. Общие сведения о разграничении доступа операторов
	5.5.2. Работа со списком операторов
	5.5.2.1. Системные операторы

	5.5.3. Смена пароля оператора
	5.5.4. Настройка ролей операторов
	5.5.4.1. Основные операции с ролями операторов
	5.5.4.2. Общие настройки ролей
	5.5.4.3. Настройки роли для модуля «Пост охраны»
	5.5.4.4. Настройка роли для «Бюро пропусков»
	5.5.4.5. Настройка прав доступа к организациям
	5.5.4.6. Настройка прав доступа к территориям
	5.5.4.7. Настройка прав доступа к устройствам
	5.5.4.8. Права на работу с материальными и транспортными пропусками
	5.5.4.9. Права на доступ к отчётам
	5.5.4.10. Права для системы синхронизации пропусков с LDAP
	5.5.4.11. Права на группы управления охраной
	5.5.4.12. Права для системы учёта рабочего времени
	5.5.4.13. Настройки Веб-заявки
	5.5.4.14. Права на приложения
	5.5.4.15. Разграничение доступа к пропускам, категориям и подразделениям

	5.5.5. Параметры отображения расширенных сообщений
	5.5.6. Политики безопасности и авторизация через LDAP
	5.5.6.1. Настройка политик безопасности
	5.5.6.2. Настройка авторизации LDAP
	5.5.6.3. Алгоритм работы авторизации LDAP
	5.5.6.4. Добавление атрибутов в схему Active Directory
	5.5.6.5. Настройка идентификации пользователя Active Directory для ПК «Бастион-3»

	5.5.7. Авторизация через Open ID Connect
	5.5.7.1. Сценарий авторизации через Open ID Connect
	5.5.7.2. Настройка KeyCloak
	5.5.7.3. Настройка ПК «Бастион-3» для авторизации через OpenID Connect


	5.6. Настройка параметров обработки событий
	5.6.1. Настройка общих параметров обработки событий
	5.6.2. Параметры протоколирования
	5.6.3. Настройка профилей сообщений
	5.6.4. Переопределение событий
	5.6.5. Настройка сценариев и реакций на события
	5.6.6. Обработка подтверждений событий
	5.6.7. Маршрутизация сообщений

	5.7. Локальные настройки
	5.7.1. Общие сведения
	5.7.2. Работа с приложением «Локальные настройки»
	5.7.2.1. Подключения к серверам системы


	Настройка аутентификации по сертификату для служб
	5.7.2.2. Параметры сервера системы
	5.7.2.3. Настройки графики
	5.7.2.4. Лицензирование
	5.7.2.5. Журнал отладочных сообщений
	5.7.2.6. Настройка отображения видео
	5.7.2.7. Сервер Web API
	5.7.3. Настройка локальных параметров сервера с помощью консольной утилиты BCnfg
	5.7.3.1. Общие сведения
	5.7.3.2. Настройка подключений к серверу системы
	5.7.3.3. Настройка работы сервера системы
	5.7.3.4. Работа с ключами лицензирования
	5.7.3.5. Настройка режима поиска ключей Guardant
	5.7.3.6. Настройка журнала отладочных сообщений
	5.7.3.7. Настройка сервера Web API



	6. Расширенные возможности запуска системы
	6.1. Параметры командной строки
	6.1.1. Синтаксис
	6.1.2. Справочник параметров
	6.1.2.1. Общие параметры
	6.1.2.2. Параметры клиентских приложений
	6.1.2.3. Параметры приложений, подключающихся к серверу системы
	6.1.2.4. Параметры серверов оборудования
	6.1.2.5. Параметры сервера системы


	6.2. Запуск системы без полномочий администратора
	6.2.1. Параметры безопасности NTFS

	6.3. Настройка подключений при запуске приложений

	7. Мониторинг состояния системы
	7.1. Монитор состояния ПК «Бастион-3»
	7.2. Отладочные сообщения
	7.2.1. Общие сведения
	7.2.2. Отладочная консоль
	7.2.3. Настройка логирования


	8. Обслуживание системы
	8.1. Активация ключей Guardant
	8.2. Активация программного ключа
	8.2.1. Активация при помощи мастера лицензий Guardant
	8.2.2. Активация программного ключа через утилиту «Локальные настройки»
	8.2.3. Активация программного ключа на компьютере без пользовательского интерфейса

	8.3. Расширение системы
	8.3.1. Общие сведения
	8.3.2. Работа с ключами защиты
	8.3.3. Установка дополнительных драйверов отдельно

	8.4. Администрирование поиска ключей Guardant
	8.5. Смена сервера системы
	8.6. Администрирование баз данных
	8.6.1. Общие сведения
	8.6.2. Запуск модуля «Управление схемами баз данных»
	8.6.3. Развёртывание схемы базы данных
	8.6.4. Переключение активной базы данных
	8.6.5. Резервное копирование
	8.6.6. Настройка автоматического резервного копирования БД ПК «Бастион-3»
	8.6.7. Сжатие файлов резервного копирования
	8.6.8. Общие рекомендации по резервированию БД ПК «Бастион-3»
	8.6.9. Восстановление БД из резервной копии
	8.6.10. Смена пароля пользователя БД
	8.6.11. Удаление схемы
	8.6.12. Оптимизация базы данных
	8.6.13. Удаление устаревших данных
	8.6.13.1. Задачи и инструменты удаления устаревших данных
	8.6.13.2. Ручное архивирование устаревших данных

	8.6.14. Анализ размера БД
	8.6.15. Смена сервера БД
	8.6.16. Обновление схемы
	8.6.17. Администрирование БД PostgreSQL при помощи DBeaver
	8.6.17.1. Настройка DBeaver
	8.6.17.2. Выполнение основных операций в DBeaver




